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THURSDAY,  FEBRUARY  3,  1994 

U.S.  Senate,  Committee  on  Banking,  Housing,  and 
Urban  Affairs,  Subcommittee  on  International 
Finance  and  Monetary  Policy, 

Washington,  DC. 
The  Subcommittee  met  at  10:05  a.m.,  in  room  538  of  the  Dirksen 
Senate  Office  Building,  Senator  Jim  Sasser  (Chairman  of  the  Sub- 
committee) presiding. 

OPENING  STATEMENT  OF  SENATOR  JIM  SASSER 

Senator  Sasser.  The  Subcommittee  will  come  to  order. 

This  morning  the  Subcommittee  on  International  Finance  and 
Monetary  Policy  will  be  conducting  a  hearing  on  the  Export  Admin- 
istration Act. 

Now  the  Export  Administration  Act  has  not  been  significantly 
changed  since  it  was  amended  by  the  Omnibus  Trade  and  Competi- 
tiveness Act  of  1988. 

In  both  1990  and  1992,  under  the  very  able  leadership  of  Senator 
Sarbanes,  the  Committee  and  the  Full  Senate  passed  on  a  biparti- 
san basis  a  bill  to  amend  the  Export  Administration  Act.  Unfortu- 
nately neither  the  bill  that  came  out  of  Committee  nor  passed  the 
Senate  became  law. 

Late  last  year  the  President,  recognizing  that  change  was  long 
overdue,  took  bold  steps  to  bring  existing  controls  more  into  line 
with  today's  political  and  economic  realities. 

It  is  now  time  to  change  the  underlying  statute.  I  think  there  is 
general  consensus  on  that  subject. 

Following  last  year's  simple  15-month  extension,  the  Export  Ad- 
ministration Act  expires  on  June  30,  1994.  The  Subcommittee  in- 
tends to  have  a  new  Export  Administration  Act  on  the  books  at 
that  time. 

The  new  Act  must  reflect  dramatic  world  developments  which 
have  fundamentally  altered  the  export  control  environment.  The 
first  and  most  significant,  obviously,  was  the  collapse  of  the  Soviet 
Union  and  the  Warsaw  Pact  Alliance.  That  collapse  is  now  obvious, 
I  think,  to  all. 

Since  the  late  1940's,  when  President  Truman  spoke  of  an  Iron 
Curtain  descending  over  Eastern  Europe  which  marked  the  early 
days  of  the  Cold  War,  the  thrust  of  U.S.  export  control  policy  has 
principally  been  to  keep  critical  technologies  out  of  the  hands  of 
Communist  governments. 

Now,  whereas  before  the  Soviet  Union  was  CoCom's  principal 
target,  we  have  the  ironic  situation  that  it  now  appears  that  the 

(l) 


major  successor  country  to  the  Soviet  Union,  Russia,  will  likely  be 
a  member  of  CoCom's  successor  regime. 

A  second  major  development  is  not  about  diminished  threat,  but 
it  is  about  an  increased  threat.  That  is,  the  increasing  proliferation 
of  weapons  of  mass  destruction  and  their  means  of  delivery,  and  we 
only  have  to  read  of  what  is  happening  in  North  Korea  to  nave  that 
reinforced  in  our  minds. 

Other  events  have  alerted  the  world  of  this  growing  danger.  Two 
of  the  most  troubling  have  been  the  evidence  of  Iraq's  program  to 
build  nuclear  weapons  and,  as  I  said  earlier,  the  nuclear  weapons' 
program  that  we  believe  is  well  underway  and  perhaps  nearing  fru- 
ition m  North  Korea. 

So  a  revised  Export  Administration  Act  must  fit  with  these  post- 
Cold  War  realities.  A  new  Export  Administration  Act  must  also  fit 
today's  technological  context.  That  context  is  quite  different  from 
when  the  law's  predecessor  was  originally  put  on  the  books  back 
in  1949. 

The  United  States  at  that  time  was  in  what  many  thought  were 
the  "salad  days."  We  had  a  monopoly  on  many  critical  technologies. 
Today  the  production  of  very  sophisticated  technology  is  diffuse 
across  the  world.  It  has,  indeed,  been  globalized,  and  that  is  a  vast 
difference  from  1949. 

Product  life  cycles  were  once  measured  in  years,  and  they  are 
now  measured  in  months.  If  you  do  not  believe  it,  just  look  at  last 
year's  personal  computer. 

For  many  years  the  U.S.  Defense  Department  drove  technological 
advance.  We  eschew  the  idea  of  an  industrial  policy  here  in  the 
United  States,  but  we  have  pursued  one  for  almost  half  a  century. 
It  was  organized  and  run  by  the  Department  of  Defense.  It  perhaps 
was  not  the  most  cost-efficient  operation  in  the  world,  but  it  did 
produce  the  world's  highest  quality  and  most  effective  weapons. 

Well,  today  commercial  technologies  are  on  the  cutting  edge.  In- 
creasingly the  Defense  Department,  rather  than  taking  the  lead, 
will  be  piggybacking  on  the  commercial  sector.  While  the  whole 
context  has  changed  dramatically,  I  think  our  goals  have  not.  For 
both  economic  and  national  security  reasons,  what  is  most  impor- 
tant to  us  is  that  the  United  States  maintain  a  lead  and  stay 
ahead. 

The  Export  Administration  Act  and  Export  Control  Policy,  in 
general,  must  further  the  goal  of  world  leadership  and  not  hinder 
that  goal.  So  our  Subcommittee  hearings  this  morning  are  intended 
to  help  the  Full  Committee  in  its  efforts  to  amend  the  Export  Ad- 
ministration Act. 

Next  week  on  Wednesday,  February  9,  1994,  the  Administration 
will  present  its  EAA  proposal. 

Before  moving  on  to  our  first  witness  this  morning,  we  will  hear 
from  the  distinguished  Senator  from  New  Hampshire,  Judd  Gregg, 
and  we  welcome  him  here  this  morning. 

The  Subcommittee  will  next  receive  testimony  from  a  distin- 
guished panel  of  industry  representatives.  Finally,  we  will  hear 
from  a  panel  of  former  Executive  Branch  officials  with  particular 
expertise  in  this  area,  and  from  the  Office  of  Technology  Assess- 
ment which  has  done  an  important  study  on  the  proliferation 
threat. 


The  distinguished  Ranking  Member,  Senator  Mack,  has  been  de- 
layed this  morning,  but  he  is,  I  am  advised,  on  his  way.  He  is  in 
another  Committee  hearing. 

We  have  been  joined  by  the  very  able  Senator  from  Washington, 
Mrs.  Murray.  I  will  turn  to  her  for  any  opening  statements  she 
might  wish  to  make  today. 

OPENING  STATEMENT  OF  SENATOR  PATTY  MURRAY 

Senator  Murray.  Thank  you,  Mr.  Chairman. 

I  am  really  pleased  this  Subcommittee  is  beginning  early  this 
year  to  reauthorize  the  Export  Administration  Act.  From  what  I 
have  heard,  we  might  have  a  health  care  reform  bill  before  we  pass 
a  new  EAA. 

The  history  of  the  U.S.  export  controls  is  contentious.  Battles 
have  been  waged  for  years  over  what  level  of  technology  should  be 
controlled,  and  to  which  countries  and  end  users. 

I  know  that  only  a  decade  ago  even  exports  of  children's  toys  like 
"Speak  'N  Spell"  or  "Pampers"  were  controlled.  I  hope  we  have 
made  progress  since  then.  I  am  hopeful  that  the  Clinton  Adminis- 
tration and  this  Congress  will  work  together  on  real  reform  this 
year.  "Real  reform"  means  eliminating  the  maze  and  the  red  tape 
of  export  licensing.  It  means  telling  our  exporters  in  plain  English 
exactly  what  is  controlled  and  why.  We  need  a  system  that  lets 
United  States  exporters  focus  on  winning  markets  overseas  rather 
than  winning  battles  with  bureaucrats  in  Washington,  DC. 

The  economy  of  my  own  State  is  heavily  dependent  on  exports. 
Trade  provides  for  one  out  of  five  jobs  in  my  home  State.  If  Wash- 
ington's economy  is  to  continue  to  provide  highly  skilled  family 
wage  jobs,  the  United  States  cannot  afford  to  continue  unilateral 
controls  on  exports  from  high  tech  telecommunications,  aerospace, 
and  other  companies — companies  like  Microsoft,  Oracle,  Paccar, 
and  Boeing  are  very  familiar  with  what  needs  fixing  in  our  export 
control  system. 

I  have  an  example  today  of  what  needs  fixing.  These  are  two  al- 
most identical  packages.  I  am  sure  very  few  people  here  would  be 
able  to  tell  the  difference  by  just  looking  at  them. 

[Showing  two  software  packages.] 

They  are  almost  identical  software  file  management  programs 
that  are  made  by  a  small  company  in  Redmond,  Washington,  that 
employs  ten  people  called  hDC  Computer. 

U.S.  export  controls  on  data  encryption  force  hDC  to  make  these 
two  versions  of  the  same  product.  They  cost  the  company  about 
$10,000.  One  of  these  programs  can  be  exported;  one  of  them  can- 
not. And  you  only  know  if  you  read  the  fine  print.  Yet,  any  one  of 
us,  including  a  foreign  agent,  can  walk  into  Egghead  Software  or 
one  of  our  other  computer  stores  and  buy  the  restricted  one  off  the 
shelf,  put  it  in  her  suitcase,  and  take  it  home. 

A  recent  survey  by  software  companies  showed  there  are  more 
than  200  foreign  encryption  programs  and  products.  Almost  half  of 
these  are  controlled  by  encryption  data,  or  DES,  and  they  can  be 
exported  by  our  competitors. 

This  is  just  one  example,  and  I  am  sure  that  today's  witnesses 
will  tell  us  of  more. 


I  want  to  work  with  this  Administration  and  this  Committee  to 
fix  these  problems.  We  do  need  an  ambitious  export  control  agenda. 
That  is  why  I  am  pleased  to  announce  today  that  I  will  shortly  be 
introducing  legislation  to  reform  the  Export  Administration  Act. 
This  legislation  is  supported  by  more  than  100  companies  in  the 
Business  Coalition,  including  several  from  my  own  State. 

My  legislation  is  based  on  two  bills  that  are  now  pending  in  the 
House,  one  sponsored  by  Representative  Jim  Oberstar  and  one  by 
my  colleague  from  Washington  State,  Representative  Maria 
Cantwell. 

Mr.  Chairman,  exports  are  vitally  important  to  the  economy  of 
my  State.  We  must  remember  that  27  percent  of  the  real  growth 
in  our  Nation's  economy  in  the  last  quarter  of  1993  was  due  to  ex- 
ports. We  should  be  helping,  not  hurting,  our  exporters. 

I  look  forward  to  working  with  you  and  the  other  Members  of 
this  Committee  to  reauthorize  the  Export  Administration  Act. 

Thank  you. 

Senator  Sasser.  Thank  you,  Senator  Murray. 

Senator  Boxer,  a  very  valued  Member  of  this  Subcommittee,  is 
unable  to  join  us  today  because  of  hearings  relative  to  the  earth- 
quakes in  Los  Angeles  and  the  performance  of  FEMA  in  responding 
to  those  earthquakes.  However,  she  asked  me  to  mention,  for  the 
record,  her  very  keen  interest  in  this  subject,  and  to  convey  her  re- 
gards to  those  witnesses  from  California  who  will  be  testifying 
today. 

I  might  say  that  Senator  Boxer  is  introducing  legislation  to  re- 
quire the  Federal  Government  to  conduct  an  annual  review  of  ex- 
port control  thresholds. 

I  am  sorry  that  she  is  unable  to  be  here  today,  but  I  will  enter 
her  full  statement  in  the  record  as  if  read. 

Senator  Gregg,  we  know  of  your  very  vital  interest  in  this  topic, 
and  we  welcome  you  before  the  Subcommittee  this  morning  and  we 
look  forward  to  your  comments. 

STATEMENT  OF  SENATOR  JUDD  GREGG  FROM  THE  STATE  OF 

NEW  HAMPSHIRE 

Senator  Gregg.  Well,  Mr.  Chairman,  thank  you  for  the  oppor- 
tunity to  address  the  Committee. 

Senator  Murray,  I  certainly  appreciated  your  opening  statement. 
I  am  in  total  agreement  with  the  concepts  and  concerns  which  you 
raised,  and  am  supportive  of  the  initiative  and  directions  which 
this  Committee  is  obviously  moving  toward.  I  would  just  wish  to 
add  some  thoughts  and  ideas  to  those  initiatives. 

I  do  have  a  formal  statement  which  I  would  like  to  present  for 
the  record,  but  let  me  speak  a  little  bit  about  the  issues  which  I 
am  concerned  about  and  which  you  have  already  touched  on. 

I  have  introduced  a  bill,  S.  1617,  the  High  Technology  Export  Re- 
form Act,  the  purpose  of  which  is  to  address  the  concerns  which 
have  already  been  so  well  outlined  by  yourselves. 

The  fact  is  that  we  are  in  a  changing  world;  that  the  Cold  War 
is  over;  and  that  we  are  moving  into  a  world  where  the  partners 
today  were  our  opponents  yesterday.  Yet,  the  regime  which  our 
businesses  are  forced  to  function  under,  and  especially  our  tech- 
nology businesses  are  forced  to  function  under  in  the  area  of  ex- 


porting  of  goods,   was   designed,  conceived,   and  continues  to  be 
dominated  by  the  mentality  of  the  Cold  War  period. 

You  are  familiar  with,  and  I  think  everyone  in  this  room  is  prob- 
ably familiar  with,  the  chart  which  I  have  put  up  over  here,  which 
is  the  export  control  system  as  it  presently  exists. 

[Chart  shown.] 

It  is  obviously  a  convoluted  and  difficult  process  to  work  through. 

I  am  sure  that  many  of  your  constituents  have  came  to  you  as 
they  have  came  to  me,  especially  small  businesses  which  are  start- 
ing out  in  the  technology  areas  that  suddenly  find  that  they  are 
able  to  export  their  products,  experiencing  extraordinary  costs  and 
confusion  in  their  attempts  to  try  to  obtain  a  license  to  sell  their 
product  overseas. 

The  purpose  of  my  High  Technology  Reform  Act  is  to  change  the 
thrust,  to  fundamentally  change  the  thrust,  of  the  way  we  deal 
with  exports — and  this  is  the  key. 

Today  we  look  at  exports  on  an  item-by-item  basis,  whether  it 
happens  to  be  the  software  which  Senator  Murray  held  up,  or 
whether  it  happens  to  be  a  piece  of  computer  equipment.  We  define 
it  on  the  basis  of  the  item — specifically  in  the  area,  of  course,  of 
electronics  and  the  MTOFs  capability  of  the  item.  That,  I  think,  is 
a  mistake. 

What  our  bill  proposes  is  that,  rather  than  looking  at  the  item, 
because  the  industry  is  moving  so  quickly  and  the  changes  are  so 
dramatic  that  what  was  appropriate — what  was  current  today  is, 
as  the  Chairman  pointed  out,  obsolete  tomorrow — that  we  should 
be  looking  at  the  country  of  destination  because  that  is  our  real 
concern,  to  not  have  our  technology  fall  into  the  hands  of  certain 
countries. 

So  our  bill  basically  says  that  export  licenses  will  not  be  required 
for  goods  which  are  going  into  countries  which  are  basically  not 
only  not  threats,  but  to  countries  which  are  now  our  major  trading 
partners. 

They  will  be  barred  if  the  ultimate  destination  of  the  goods  is  a 
country  which  would  be  considered  to  be  a  problem  country.  The 
bill  does  not  address,  and  does  not  take  away  the  present  restric- 
tions on  export  of  items  which  could  be  used  for  the  technology  of 
mass  destruction. 

Export  of  items  which  might  be  used  for  missile  technology,  or 
for  the  production  of  bombs,  or  in  other  areas,  where  if  an  offend- 
ing country  got  their  hands  on  these  goods,  they  would  be  able  to 
take  them  and  convert  them  to  some  form  of  military  capability 
which  could  lead  to  mass  destruction,  are  not  affected  by  this  bill. 

This  bill  deals  with  commercial  goods  which  would  not  fall  into 
that  category.  It  takes  what  I  think  is  a  very  logical  view — which 
is,  that  we  should  be  able  to  sell  those  goods  to  countries  which  are 
trading  partners  without  having  to  get  a  license. 

It  is  a  radical,  obviously,  departure  from  what  the  present  sys- 
tem is.  But  let  me  explain  the  logic  of  it — and  I  do  not  think  I  need 
to  for  this  Committee  because  I  think  you  understand  it,  but  just 
for  the  record. 

Today  our  goods  are  the  best  goods  in  the  world,  and  usually  the 
most  competitively  priced.  They  are  on  the  cutting  edge  of  tech- 
nology, and  they  are  usually  the  best  priced  goods.  But  often  we 


run  into  businesses  which  say,  even  though  we  have  the  best  goods, 
and  we  have  them  at  the  best  price,  we  cannot  make  the  deal  be- 
cause we  cannot  assure  delivery  in  a  timely  manner.  That  is  the 
big  problem  our  businesses  and  our  technology  companies  are  hav- 
ing—delivery, because  of  the  licensing  process. 

And,  of  course,  with  the  dissolution  of  CoCom,  we  are  now  going 
into  the  process  of  what  is  called  "national  discretion"  in  controlling 
delivery.  That  means  that  France,  or  some  other  nation — I  should 
not  pick  on  France  specifically,  but  I  have  a  sneaking  suspicion 
they  may  be  the  greatest  violator — but  some  other  country  may  de- 
cide under  a  national  discretion  that  it  takes  two  days  to  approve 
a  license,  whereas  we  will  still  be  in  a  4-week,  5-week,  or  6-week 
process. 

Then  when  we  go  to  compete  for  the  product  and  it  is  needed  on 
a  turnaround  basis  by  the  individual  who  are  buying  the  product, 
they  are  going  to  say,  well,  you  have  the  best  price;  you  have  the 
best  product;  but  I  can  buy  this  and  get  it  in  2  days,  and  it  is  going 
to  do  what  I  need,  and  therefore  I  am  going  to  take  that  deal.  That 
is  our  major  concern. 

I  think  the  bottom-line  issue  of  concern  that  is  being  raised  here 
is  one  of  jobs.  We  are  in  an  international  competition,  and  we  wish 
to  create  and  make  sure  that  the  jobs  in  the  area  of  international 
competition,  and  especially  in  technology  areas,  are  being  created 
here  in  the  United  States. 

There  have  been  a  number  of  studies  done.  I  would  refer  the 
Committee  to  the,  "Sizing  Up  U.S.  Export  Disincentives,"  book  by 
J.  David  Richardson  as  a  good  example  of  studies  that  have  been 
done  which  have  concluded  that  we  are  losing  jobs  and,  therefore, 
undermining  our  own  national  strength  and  national  security,  if 
you'll  have  it,  because  of  our  present  export  structure. 

Again  I  would  emphasize  that  this  bill,  although  it  is  a  radical 
departure  in  the  way  that  it  approaches  the  licensing  procedure,  is 
a  logical  departure  because  it  takes  commercial  goods  and  basically 
says,  hey,  if  they  are  going  to  a  country  where  they  are  a  trading 
partner  and  where,  in  most  instances,  another  good  producer  in  an- 
other country  can  be  obtained,  then  let  us  not  make  our  companies 
go  through  these  hoops.  Let  us  not  make  our  manufacturers  and 
our  technology  industries  go  through  these  hoops. 

It  has  in  it  the  protection  that  is  needed  in  the  area  of  naming 
problem  countries — and  there  is  a  list  we  have  made  of  the  problem 
countries  to  which  this  bill  would  retain  restrictions  for  all  goods. 
These  nations  would,  by  definition,  not  be  able  to  obtain  this  sort 
of  liberal  licensing  policy  but  would  still  be  subject  to  the  present 
structure.  And,  as  I  mentioned,  it  has  the  restriction  on  goods  that 
might  be — the  technology  that  might  be  used  in  mass  destruction. 

Now  I  understand  that  the  Administration  is  coming  forward 
with  their  bill  next  week,  and  clearly  theirs  is  the  memo  that  is 
going  to  control  the  meeting  on  this  issue.  I  do  hope  that  they  will 
take  a  giant  step  down  this  road.  Certainly  the  comments  of  Vice 
President  Gore  have  been  very  constructive  and  positive  to  moving 
this  process  along,  as  was  the  decision  by  the  Administration  to 
raise  to  500  MTOP's  the  limitation  for  review. 

I  would  hope  that,  in  viewing  this  process  and  in  evaluating  the 
Administration's  bill,  the  Committee  would  also  take  a  look  at  this 


concept.  It  is  a  concept,  and  it  is  subject  to  lots  of  mutations  and 
constructive  changes.  But  what  I  would  like  it  to  be  is,  basically, 
one  of  the  vehicles  for  reviewing  the  process  and  putting  an  idea 
on  the  table  of  how  we  should  approach  the  issue. 

Basically  the  idea  is:  Let's  not  take  it  product  by  product  because 
it  takes  too  long  to  do  that,  and  we  can  never  keep  up  with  the 
technologies,  and  the  bureaucracy  is  never  going  to  be  able  to  han- 
dle the  imagination  of  the  marketplace.  Let's  do  it  by  countries  and 
set  up  whatever  procedures  are  necessary  to  make  sure  the  goods 
do  not  end  up  in  warehouses. 

I  thank  the  Committee  for  their  attention. 

Senator  Sasser.  Thank  you  very  much,  Senator  Gregg.  We  are 
grateful  to  you  this  morning  for  appearing  and  giving  us  the  bene- 
fit of  your  views,  and  an  explanation  of  your  legislation. 

We  will  now  begin  with  a  panel.  I  would  ask  the  members  of  our 
first  panel  to  come  forward,  please.  They  consist  of  Mr.  Chris 
Padilla,  the  General  Manager  of  Federal  Government  Affairs  for 
AT&T  who  will  be  speaking  on  behalf  of  the  National  Association 
of  Manufacturers;  Mr.  Tim  Dwyer,  speaking  on  behalf  of  the  Emer- 
gency Committee  for  American  Trade;  Ms.  Derrel  De  Passe,  I  hope 
I  am  pronouncing  that  correctly. 

Ms.  De  Passe.  "Dee  Pass." 

Senator  Sasser.  De  Passe,  who  is  speaking  on  behalf  of  the 
American  Electronics  Industry;  and  Mr.  Boyd  McKelvain  of  Gen- 
eral Electric  who  will  be  speaking  on  behalf  of  the  National  Foreign 
Trade  Council. 

Mr.  Padilla,  if  you  are  ready,  we  shall  begin  with  you  and  move 
from  you  to  Mr.  Dwyer,  and  then  to  Ms.  De  Passe,  and  then  to  Mr. 
McKelvain. 

STATEMENT  OF  CHRISTOPHER  A.  PADILLA,  CHAIRMAN,  EX- 
PORT CONTROLS  WORKING  GROUP,  NATIONAL  ASSOCIA- 
TION OF  MANUFACTURERS,  WASHINGTON,  DC 

Mr.  Padilla.  Thank  you,  Mr.  Chairman. 

My  name  is  Chris  Padilla.  I  am  district  manager  of  Government 
Affairs  for  AT&T.  Since  1991  I  have  chaired  the  Export  Controls 
Committee  of  the  National  Association  of  Manufacturers. 

I  would  like  to  submit  a  written  statement  for  the  record  and 
spend  a  few  minutes  summarizing  it,  if  I  may. 

Senator  Sasser.  Your  entire  statement  will  be  included  in  the 
record  as  if  read. 

Mr.  Padilla.  Thank  you. 

Since  complicated  charts  seem  to  be  in  fashion  lately,  we  thought 
we  should  show  you  ours,  which  is  the  same  one  that  Senator 
Gregg  just  used.  This  is  the  U.S.  export  control  system,  the  bu- 
reaucracy faced  by  thousands  of  exporters  large  and  small,  high- 
tech  and  low-tech,  when  they  want  to  sell  their  products  overseas. 

Inside  the  system,  Mr.  Chairman,  we  find  five  cabinet  depart- 
ments, four  interagency  working  groups,  three  interagency  esca- 
lation groups,  three  intelligence  agencies,  two  independent  agen- 
cies, at  least  three  enforcement  entities,  the  Joint  Chiefs  of  Staff, 
the  National  Security  Council,  the  National  Economic  Council,  and 
the  President  of  the  United  States. 
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To  answer  the  simple  question  of  whether  you  need  an  export  li- 
cense to  make  a  sale  and  how  to  get  one,  you  refer  to  this  docu- 
ment, the  1,500  pages  of  the  Export  Administration  Regulations. 
Large  companies  like  mine  can  afford  to  have  a  full-time  staff  of 
people  whose  job  is  to  do  nothing  but  know  what  is  in  this  book. 
Small  companies  like  the  berm  in  your  home  State,  Mrs.  Murray, 
aren't  so  lucky. 

A  1993  study  by  the  Institute  for  International  Economics  esti- 
mated that  this  system  costs  the  United  States  between  $12  and 
$30  billion  annually  in  lost  exports. 

For  over  40  years,  this  system  implemented  controls  imposed  by 
CoCom  against  our  Cold  War  adversaries  like  the  Soviet  Union  and 
China.  But  less  than  2  months  from  now,  CoCom  will  cease  to 
exist,  to  be  replaced  in  its  multilateral  discipline  by  a  very  loosely 
coordinated  system  of  unilateral  controls. 

If  we  don't  act  quickly  to  reform  our  export  control  system,  his- 
tory may  look  back  on  March  31,  1994,  as  the  export  controls 
equivalent  of  the  Oklahoma  land  rush  with  foreign  competitors  all 
racing  to  sell  virtually  anything  anywhere.  Meanwhile,  American 
companies  will  be  back  at  the  starting  line  reading  this  book  and 
studying  that  chart. 

It  is  no  wonder  that  President  Clinton  has  correctly  said,  "We 
need  to  reform  this  system." 

We  in  the  business  community  agree.  A  proposal,  fashioned  by 
the  business  community  last  year,  was  embodied  in  legislation  in- 
troduced last  October  in  the  House  by  Congressman  Toby  Roth  and 
Jim  Oberstar,  and  we  hope  to  be  shortly  introduced  by  Senator 
Murray  in  the  Senate. 

I  would  like  to  discuss  some  of  the  specifics  of  this  bipartisan  bill 
and  to  suggest  some  benchmarking  questions  that  the  Committee 
might  ask  as  you  compare  this  proposal  with  others  to  achieve 
President  Clinton's  goals. 

The  first  question  you  should  ask,  and  the  most  fundamental 
one,  is  whether  a  proposed  system  would  rely  on  multilateral  con- 
trols, or  instead  on  loose  coordination  among  different  systems  of 
national  controls? 

Would  the  system  require  multilateral  agreement  on  three  essen- 
tial things:  What  is  to  be  controlled?  To  whom  are  exports  re- 
stricted? And  under  what  conditions  can  licenses  be  issued? 

Or,  would  the  proposal  instead  leave  the  answers  to  those  ques- 
tions to  the  discretion  of  the  individual  governments?  In  other 
words,  put  simply:  If  we  cannot  sell,  how  do  we  make  sure  the  al- 
lies do  not,  either? 

The  industry  proposal,  I  think,  has  the  right  answers  to  these 
questions.  The  most  important  premise  of  the  bill  contained  in  sec- 
tion 4(a)  of  the  draft  is  that  the  President  may  impose  export  con- 
trols only  on  those  goods  that  are  restricted  pursuant  to  a  multilat- 
eral agreement,  such  as  the  Missile  Technology  Control  Regime; 
and  then,  only  against  those  countries  which  are  specifically  des- 
ignated as  targets  by  those  regimes,  which  is  similar  to  the  sugges- 
tion Senator  Gregg  was  making  earlier.  By  requiring  multilateral 
agreement  on  both  what  and  who  is  controlled,  the  bill  will  effec- 
tively stop  bad  people  from  getting  things  they  should  not  have. 


The  price  of  that  effectiveness  is  that  the  control  list  will  be  rel- 
atively short,  focused  on  just  a  few  sensitive  technologies  that  can 
be  controlled  by  all  the  concerned  countries. 

Another  key  point  of  the  bill  is  that  it  would  give  preferential 
treatment  to  countries  that  agreed  to  cooperate  with  the  United 
States  in  controlling  exports.  So  that  if  France  or  Germany  or  Ar- 
gentina or  India  agreed  to  sign  up  and  control  exports  as  we  do, 
they  would  benefit  by  having  license-free  trade  between  those  coun- 
tries and  the  United  States. 

The  key  question  is:  What  do  you  do  when  you  cannot  reach  mul- 
tilateral agreement?  We  recognize  that  it  is  hard  to  do  that  some- 
times. One  of  the  key  questions  you  should  ask  in  evaluating  pro- 
posals is  whether  the  proposals  allow  the  President  to  control  ex- 
ports unilaterally  in  the  case  of  emergencies.  If  so,  under  what  cir- 
cumstances do  they  allow  that,  and  for  how  long?  And  most  impor- 
tantly: Are  there  mechanisms  to  balance  the  cost  in  U.S.  jobs 
against  the  foreign  policy  goals? 

The  Roth-Oberstar  and  Murray  answer  to  these  questions  is  not 
particularly  radical.  It  is  taken  almost  verbatim  from  section  7(g) 
of  current  Export  Administration  Act  law.  That  is  the  section  that 
deals  with  controls  on  agricultural  exports.  This  section  was  writ- 
ten into  the  law  in  the  early  1980's  after  the  Soviet  grain  embargo 
which  cost  our  country  billions  in  farm  exports  and  did  not  achieve 
the  desired  result. 

So  what  we  do  is  simply  adopt  the  same  approach.  The  bill  would 
give  the  President  unlimited  discretionary  authority  to  impose  uni- 
lateral controls  for  6  months,  during  which  time  we  hope  the  Unit- 
ed States  would  show  leadership  in  gaining  international  coopera- 
tion in  imposing  these  sanctions.  But  what  happens  if  our  allies  do 
not  agree  after  6  months? 

The  bill  then  provides  two  options  and  forces  a  tough  decision. 
Either  we  would  upgrade  the  initial  sanctions  to  a  total  economic 
embargo  on  the  subject  country,  such  as  the  Cuba  embargo,  or  we 
would  seek  the  approval  of  the  Congress  through  a  joint  resolution 
for  the  continuation  of  less  than  total  controls. 

Now  that  forces  tough  decisions.  But  we  have  to  ask  in  these 
cases  whether  making  moral  statements  are  worth  the  cost  in 
American  jobs. 

But  at  the  same  time  that  the  bill  forces  that  question,  it  pro- 
vides for  truly  tough,  total  embargoes  against  what  might  be  called 
rogue  regimes  of  countries  like  Iraq,  Libya,  Iran,  or  others. 

For  over  10  years  this  procedure  has  worked  to  safeguard  the  ex- 
ports of  about  2  million  American  farmers. 

All  we  are  suggesting  is  that  the  same  protection  and  same  pro- 
cedure that  has  oeen  the  law  for  10  years  be  extended  to  40  million 
American  manufacturing  workers. 

The  next  question  I  would  suggest  you  ask  is  how  we  fix  this 
chart. 

Today  we  have  a  system  in  which  anybody  in  that  chart  can  say 
no  to  an  export  license,  but  almost  nobody  can  say  "yes." 

We  have  the  President  of  the  United  States  having  to  make  deci- 
sions on  cases  which  he  should  not  have  to.  You  should  ask:  Who 
has  the  final  responsibility  for  deciding  on  licenses,  and  how  long 
does  it  take  to  get  one? 


10 

To  answer  this,  the  Roth-Oberstar  bill  in  section  6(a)  and  (b) 
looks  to  a  report  done  in  1991  by  the  National  Academy  of 
Sciences — this  report  here  [indicating]. 

The  members  of  the  panel  that  came  up  with  this  recommenda- 
tion on  export  control  reform  included  Bill  Perry,  then  of  Stanford, 
now  Secretary-designate  of  Defense,  and  two  of  his  most  senior 
deputies  in  the  Defense  Department  who  were  then  in  the  private 
sector. 

The  panel  called  for  an  Export  Policy  Committee  composed  of  the 
Secretaries  of  Commerce,  Defense,  State,  and  Energy,  to  set  broad 
guidelines.  But  to  administer  the  day-to-day  licensing  of  who  ap- 
proves licenses,  the  panel  recommended — and  I  would  like  to  quote 
here,  if  I  could,  from  Dr.  Perry's  study: 

The  Commerce  Department's  Bureau  of  Export  Administration  should  be  selected 
as  the  single  administrative  agency  for  export  controls. 

Now,  some  people  are  going  to  tell  you  that  that  is  a  radical  pro- 
posal. We  think  it  is  significant  that  several  of  the  people  who  rec- 
ommended it  are  now  senior  officials  in  the  Defense  Department, 
and  all  we  did  was  take  their  advice. 

Last,  I  would  suggest  you  ask,  when  you  are  evaluating  propos- 
als, whether  the  system,  as  Senator  Murray  said,  clearly  identifies 
exactly  what  is  controlled,  and  to  where. 

You  would  think  that  that  would  be  a  simple  question.  It  is  hard 
to  imagine  a  control  system  that  does  not  tell  you  what  is  con- 
trolled and  where  it  is  controlled  to.  Believe  it  or  not,  under  today's 
system,  licenses  can  be  required  for  countries  not  designated  on 
any  control  list  which  do  not  appear  in  this  book  or  on  any  other 
list  published  by  the  U.S.  Government. 

Any  commodity,  even  a  pencil  or  a  package  of  "Pampers"  or  a 
"Speak  'N  Spell,  I  am  sorry  to  say,  still  needs  a  license  if  an  ex- 
porter knows  or  is  deemed  to  know  that  his  customer  might  be  in- 
volved in  nefarious  activities. 

Our  alternative  is  simple.  Contained  in  sections  3  and  7  of  the 
Roth-Oberstar  proposal,  it  takes  the  guesswork  out  of  exporting. 
Either  a  good  should  be  controlled,  or  it  should  not.  If  a  specific 
good  or  country  is  published  on  the  list,  it  needs  a  license.  If  it  is 
not  on  the  list,  no  permissions  to  export  should  be  required. 

We  think  simplicity  equals  effectiveness  in  stopping  bad  people 
from  getting  things  they  should  not  have.  That  is  the  essence  of  the 
Roth-Oberstar  and  soon-Murray  proposal  for  fundamental  reform. 
It  is  a  proposal  supported  by  a  growing  coalition  of  over  100  compa- 
nies, large  and  small,  from  across  the  United  States. 

It  is  not  just  the  usual  business  community  moaning  about  de- 
control this  and  decontrol  that.  It  is  a  responsible,  detailed  pro- 
posal that  in  some  ways  will  be  tougher  than  today's  system. 

We  think  it  fully  achieves  President  Clinton's  vision  of  fun- 
damental reform,  and  we  hope  the  Administration  will  endorse  it 
when  they  appear  before  you  next  week. 

Thank  you,  Mr.  Chairman. 

Senator  Sasser.  Thank  you  very  much,  Mr.  Padilla. 

Let  me  suggest  to  our  panelists  that  they,  if  at  all  possible, 
watch  those  lights  there  and  at  the  end  of  a  certain  specified  time 
that  red  light  will  come  on.  That  does  not  mean  you  have  to  stop 
instantly,  but  what  it  does  mean  is  try  to  rein  yourself  in  as  much 
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as  possible,  because  we  have  a  number  of  panelists  that  we  need 
to  hear  from  this  morning. 

Mr.  Dwyer,  we  look  forward  to  your  testimony  and  you  may  pro- 
ceed. 

STATEMENT  OF  TIMOTHY  DWYER,  VICE  PRESIDENT  AND  GEN- 
ERAL MANAGER  OF  INTERCONTINENTAL  OPERATIONS,  SUN 
MICROSYSTEMS,  INC.,  ON  BEHALF  OF  THE  EMERGENCY 
COMMITTEE  FOR  AMERICAN  TRADE 

Mr.  Dwyer.  Good  morning.  I  am  Tim  Dwyer,  vice  president  of 
Intercontinental  Operations  at  Sun  Microsystems. 

Mr.  Chairman,  Members  of  the  Committee,  thank  you  very  much 
for  inviting  us  here  today  to  express  our  opinions  on  this  very  im- 
portant topic. 

We  also  represent  ECAT,  the  Emergency  Committee  for  Amer- 
ican Trade. 

I  would  like  to  enter  my  testimony  into  the  record,  and  also  a 
paper  written  by  ECAT  called  "Underlying  Concepts  for  United 
States  Export  Control  Reform." 

Senator  Sasser.  They  will  be  included  in  the  record. 

Mr.  Dwyer.  I  have  some  brief  comments.  Hopefully,  I  will  stay 
within  the  red-light  time. 

The  Emergency  Committee  for  American  Trade,  ECAT,  rep- 
resents the  CEO's  of  60  American  corporations  that  are  among  our 
countries  leading  exporters,  and  have  annual  world-wide  sales  of  in 
excess  of  $1  trillion  and  employ  about  5  million  employees. 

Sun  Microsystems  is  about  139  on  the  Fortune  500  list,  the 
world's  leading  supplier  of  UNIX-based  computer  work  stations  and 
servers.  Sun  has  sales  themselves  of  about  $4.5  billion  a  year. 

About  half  of  Sun's  products  during  the  last  year  have  been  ex- 
ported. That  is  pretty  typical  of  what  has  gone  on  over  the  history 
of  the  company  during  the  last  11  years.  As  a  percentage  of  sales 
we  are  second  behind  Boeing  in  Mrs.  Murray's  State  in  exporters 
in  the  United  States  out  of  the  Fortune  500  group. 

It  is  also  worth  noting  that  the  U.S.  computer  industry,  as  a 
whole,  contributes  5  percent  of  the  GDP,  sells  60  percent  of  its 
goods  outside  of  North  America,  or  exports  about  $75  billion  annu- 
ally. 

ECAT  and  Sun  support  the  export  control  reforms  announced  in 
the  recent  report  of  the  Trade  Policy  Coordinating  Committee,  the 
TPCC. 

The  Administration  has  yet  to  fully  implement  these  proposals. 
Nevertheless,  they  represent  a  bold  step  in  the  right  direction.  It 
is  our  hope  that  the  Government  will  continue  to  implement  regu- 
latory change  that  recognizes  the  acceleration  in  technology 
change.  This  is  the  only  way  the  U.S.  exporters  can  remain  com- 
petitive. 

The  Export  Administration  Act,  the  EAA,  requires  fundamental 
reform  to  meet  the  new  challenges  of  the  post-Cold  War  era.  Re- 
forms promised  by  the  TPCC  would  not  fundamentally  change  the 
status  quo.  However,  world  political  and  economic  imperatives  have 
changed  dramatically  since  the  last  time  Congress  systematically 
reviewed  the  EAA.  Therefore,  we  recommend  that  the  Congress 
focus  at  first  on  three  selected  policy  issues. 
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The  first  one  is  the  purpose  of  multilateral  export  controls.  ECAT 
and  Sun  believe  that  the  dichotomy  between  national  security  and 
foreign  policy  controls  no  longer  is  relevant. 

The  new  legislation  should  begin  with  the  proposition  that  only 
multilateral  export  controls,  imposed  in  concert  with  our  allies  for 
reasons  that  can  be  clearly  articulated,  can  hope  to  be  effective. 

The  second  one:  Implementation  of  all  export  controls  on  com- 
mercial products  under  one  statute.  I  think  other  people  have 
talked  about  the  same  topic  here.  Some  commercial  products  today 
are  controlled  under  the  more  restrictive  Arms  Control  Act.  The 
new  legislation  should  require  that  all  commercial  products  be  con- 
trolled under  EAA. 

We  suggest  use  of  a  more  anticipatory  approach  to  control-list 
construction.  We  start  from  the  basic  premise  that  only  choke-point 
technologies,  which  are  susceptible  to  control  in  the  first  place, 
should  be  on  the  various  multilateral  control  lists.  However,  we 
also  recognize  that  today's  choke-point  technology  is  tomorrow's 
commodity  product.  Therefore,  we  support  indexing  and  reforms  to 
the  foreign  availability  assessment  procedure  as  two  means  of  en- 
suring that  various  multilateral  control  lists  continue  in  the  future 
to  reflect  the  relentless  advances  of  modern  technology.  The  cur- 
rent foreign  availability  process  is  demonstrably  inadequate. 

Finally,  we  recommend  that  the  Government — this  is  a  separate 
topic  in  some  ways — through  the  Export-Import  Bank  and  other  fi- 
nancial institutions,  make  additional  sources  of  export  financing 
available  so  that  American  companies  can  compete  with  their  for- 
eign-government-assisted competitors. 

There  are  some  other  issues  I  would  like  to  bring  forward  to  you, 
if  I  could,  in  the  time  allotted. 

The  system,  as  you  know  very  well,  was  put  in  place  for  a  Cold 
War  era  type  of  control.  Now  we  are  really  in  an  economically  com- 
petitive environment,  and  the  rules  that  are  going  to  govern  wheth- 
er the  U.S.  wins  or  loses  are  going  to  be  really  decided  through 
these  hearings  and  what  is  decided.  So  we  need  revolutionary 
change.  There  has  been  some  evolutionary  changes  proposed.  We 
believe  that  the  changes  really  need  to  be  revolutionary.  However, 
there  is  a  fear  that  revolutionary  change  would  open  the  flood 
gates  of  technology  to  Russia  and  Eastern  Europe.  This  is  now  real- 
ly a  meaningless  concern. 

The  design  tools  of  all  the  technologies  that  we  make,  and  other 
companies  in  our  business  make,  all  the  design  tools  of  all  these 
components  are  freely  exportable.  The  people  who  do  this  design 
themselves  are  exportable,  and,  in  fact,  do  move  around  the  world. 
The  engineers  who  do  this  work  are  exportable.  So  trying  to  control 
this  at  the  system  level  where  the  component  level  is  already  free- 
ly— the  component  level  in  terms  of  the  pieces  and  the  component 
level  in  terms  of  people — is  already  freely  exportable  is  fruitless 
and  hopeless. 

Regardless  of  the  consequences  of  what  might  happen  with  this 
technology,  in  some  ways,  it  is  still  freely  available  around  the 
world.  What  is  really  being  controlled  here  is,  believe  it  or  not, 
final  assembly  and  test  of  systems,  not  the  systems  themselves. 
That  is  really  the  fruitless  part  of  the  whole  thing.  Therefore,  the 
current  law  and  the  gradual  approach  will  encourage  the  export  of 
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U.S.  jobs  offshore  because  otherwise  the  economy  is  just  going  to 
go  away. 

Just  as  a  side  light,  there  is  a  computer  line  outside  of  Moscow 
in  a  city  called  Zenleningrad  that  is  opening.  Anyone  can  visit  this. 
This  is  a  very  modern  computer  line.  It  has  surface  mount  equip- 
ment that  they  can  buy  from  Korea,  in  fact,  they  did  buy  it  from 
Korea — South  Korea — and  this  is  perfectly  legal.  Yet,  if  a  U.S.  com- 
pany wants  to  export  devices  to  this  same  place,  they  run  into 
some  serious  problems. 

So  there  are  basically  three  fundamental  things  I  would  just  like 
to  summarize  with:  We  need  reform  in  light  of  political  change. 
Second,  multilateral  controls,  not  unilateral  control,  put  the  burden 
on  U.S.  industry,  third  is  an  anticipatory  type  approach  to  the  tech- 
nology change. 

I  would  like  to  thank  you  very  much  for  the  time. 

Senator  Sasser.  Thank  you  very  much,  Mr.  Dwyer. 

Ms.  De  Passe. 

STATEMENT  OF  DERREL  DE  PASSE,  VICE  PRESIDENT,  VARIAN 
ASSOCIATES,  INC.,  ON  BEHALF  OF  THE  AMERICAN  ELEC- 
TRONICS ASSOCIATION,  WASHINGTON,  DC 

Ms.  De  Passe.  Mr.  Chairman,  Members  of  the  Committee,  I  am 
Derrel  De  Passe,  vice  president  of  Worldwide  Government  Rela- 
tions at  Varian  Associates,  which  is  a  high -technology  company 
headquartered  in  Palo  Alto,  CA. 

On  behalf  of  the  American  Electronics  Association  I  appreciate 
the  opportunity  to  testify  today.  I  have  a  longer  statement  which 
I  would  like  to  have  submitted  in  the  record,  and  I  will  summarize 
my  remarks  today. 

First,  I  would  like  to  briefly  describe  the  severe  problems  which 
American  exporters  face  with  our  Government  bureaucracy,  despite 
some  recent  steps  toward  improvement. 

Second,  I  will  outline  the  principles  which  we  believe  should 
guide  reform  efforts. 

And  finally,  I  will  discuss  some  of  the  legislative  efforts  under- 
way which  incorporate  those  principles  in  an  effort  to  reform  the 
export  control  system. 

Exports  are  the  key  to  the  growth  of  American  technology  compa- 
nies like  Varian,  and  to  the  overall  prosperity  of  the  country.  To 
assure  continuing  competitiveness  of  this  industry,  it  is  essential 
for  the  United  States  to  build  a  modernized  system  of  export  con- 
trols which  reflects  current  political  and  economic  realities  and 
does  not  serve  as  a  barrier  to  trade. 

Despite  some  recent  improvements,  the  U.S.  export  control  sys- 
tem remains  a  serious  barrier  to  trade  and  to  U.S.  competitiveness. 
Even  if  exports  are  not  denied  outright,  they  are  often  delayed  by 
Government  bureaucracy.  These  delays  result  in  lost  sales  and  may 
even  cause  permanent  loss  of  market  share  as  customers  are  forced 
to  develop  alternative  sources  of  supply. 

Furthermore,  the  system  burdens  both  Government  and  export- 
ers with  enormous  administrative  costs.  A  NAM  survey  found  that 
it  cost  companies,  on  average,  about  $1  million  a  year  to  comply 
with  U.S.  export  control  rules. 
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Moreover,  the  complexity  of  the  1,500  pages  of  U.S.  rules  and  nu- 
merous agencies  involved  in  this  process  overwhelms  exporters, 
particularly  the  small-  and  medium-sized  companies  which  may  be 
new  to  exporting. 

To  give  you  just  one  example  of  what  we  are  up  against,  the  Ex- 
port Administration  Regulations  were  amended  105  times  last 
year.  That  is  twice  a  week.  In  1992  they  were  amended  130  times. 
And  in  1991,  114  times.  By  contrast,  exporters  in  the  U.K.  deal 
with  one  agency  and  only  145  pages  of  rules.  That  is  one-tenth  the 
number  of  rules  that  the  U.S.  has. 

As  the  others  have  pointed  out  to  you,  exporters  have  gotten  lost 
in  this  "chart  from  hell."  We  would  like  to  cut  the  number  of  boxes 
to  two:  the  exporter  and  the  licensing  agency. 

In  the  spirit  of  Vice  President  Gore's  reinventing  government  ini- 
tiative, it  is  time  to  reinvent  the  system  for  controlling  exports  so 
that  it  effectively  promotes  security  without  jeopardizing  the  tech- 
nological competitiveness  upon  which  this  country's  national  secu- 
rity and  economic  security  are  grounded.  Let  me  be  clear.  The  AEA 
and  its  member  companies  strongly  support  an  effective  policy  that 
curtails  the  proliferation  of  conventional  weapons  and  weapons  of 
mass  destruction. 

But  if  export  controls  are  used  to  administer  this  policy,  then 
they  must  be  implemented  multilaterally  and  must  restrict  only 
those  goods  that  are  truly  choke-point  technologies. 

Before  I  go  any  further,  I  want  to  point  out  that  AEA  applauds 
the  dramatic  first  step  toward  modernizing  export  controls  taken 
by  the  Clinton  Administration's  Trade  Promotion  Coordinating 
Committee. 

As  you  know,  in  September  the  TPCC  announced  proposals  to 
liberalize  control  on  billions  of  dollars  of  computer  and  tele- 
communications products.  However,  even  the  TPCC  agreed  that 
these  changes  are  only  a  first  step.  In  its  report,  the  TPCC  stated 
that  the  U.S.  Government  is  committed  to  reforming  the  export 
control  policies,  administrative  structures,  and  decisionmaking  pro- 
cedures that  have  developed  over  the  past  50  years. 

Toward  that  end,  we  seek  your  Subcommittee's  active  support  to 
ensure  that  the  TPCC  is  not  undercut  by  a  rollback  to  a  self  de- 
structive policy  of  unilateral  export  controls.  We  must  not  lose  the 
momentum  to  reform. 

With  the  current  restructuring  of  CoCom  underway,  the  Admin- 
istration can  take  leadership  now  in  formulating  an  export  controls 
policy  that  is  the  basis  for  the  revamped  EAA  and  a  reformed 
CoCom. 

Specifically,  what  should  reform  legislation  contain? 

First,  it  must  ensure  that  American  exporters  are  not  handi- 
capped by  unnecessary  and  costly  delays.  To  do  this,  Congress 
should  mandate  that  licensing  procedures  must  include  their  re- 
sponsibility and  accountability  for  export  control  decisionmaking, 
and  require  the  licensing  agency  to  publish  rules  which  clearly 
specify  the  products  and  the  countries  targeted  for  control. 

All  licensing  decisions  must  be  made  in  30  days,  period. 

To  repeat:  These  rules  must  affect  only  goods  that  are  critical  for 
proliferation  activities,  not  merely  those  that  are  useful,  and  they 
must  be  implemented  multilaterally.  Unilateral  controls  simply  do 
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not  work.  But  if  the  Administration  insists  upon  using  them,  uni- 
lateral controls  should  be  implemented  only  as  emergency  controls 
that  are  eliminated  after  6  months,  unless  the  U.S.  Government  is 
able  to  negotiate  an  agreement  with  its  allies  to  impose  the  con- 
trols multilaterally. 

Finally,  the  Congress  should  mandate  a  formal  process  for  meas- 
uring the  economic  impact  of  export  controls  on  U.S.  industry  and 
comparing  those  costs  against  the  controls'  effectiveness  as  rec- 
ommended by  the  TPCC. 

The  most  comprehensive  pending  legislation  adhering  to  the  AEA 
reform  principles  is  H.R.  3412  by  Representatives  Roth  and  Ober- 
star. 

We  are  urgently  asking  the  Administration  and  the  Congress  to 
support  this  legislation.  We  also  believe  that  this  measure  should 
further  serve  as  a  vehicle  for  additional  provisions  to  reform  the  ex- 
port control  policies,  particularly  as  they  affect  several  key  industry 
sectors. 

AEA  believes  that  the  Committee  should  adopt  as  a  package  the 
overall  reform  bill,  along  with  the  following  extremely  critical  sec- 
tor-specific amendments: 

For  the  computer  industry,  H.R.  3534,  sponsored  by  Senator 
Boxer  and  Representatives  Edwards  and  Cox,  in  effect,  codifies  the 
TPCC  process  by  requiring  the  Government  annually  to  link  export 
controls  on  computers  and  related  technology  directly  to  control- 
lability and  the  ongoing  advancement  of  technology. 

For  the  telecommunications  industry,  H.R.  2912  by  Representa- 
tive Wyden  requires  United  States  negotiations  with  CoCom  allies 
to  remove  export  controls  on  telecommunications  technologies  to 
many  countries  of  the  former  Soviet  Union,  Eastern  Europe,  and 
China,  which  no  longer  pose  the  same  national  security  threats 
that  they  did  during  the  Cold  War. 

Finally,  for  the  software  and  encryption  industry,  H.R.  3627  by 
Representative  Cantwell  requires  the  removal  of  controls  on  widely 
available  software  and  some  hardware  that  include  encryption  or 
file  protection  procedures. 

Mr.  Chairman  and  Members  of  the  Committee,  reauthorization 
of  the  Export  Administration  Act  is  one  of  the  most  important 
pieces  of  trade  legislation  of  this  year  and  of  the  decade. 

The  Congress  and  the  Clinton  Administration  have  an  oppor- 
tunity to  modernize  the  system  which  has  become  ossified  and  out 
of  touch  with  present  day  global  technological  and  security  reali- 
ties. 

We  urge  the  Committee  to  support  the  above  legislation  to 
reinvent  the  export  control  system,  and  to  help  this  country  main- 
tain its  technological  leadership. 

Senator  Sasser.  Thank  you,  Ms.  De  Passe. 

We  have  been  joined  by  the  Ranking  Member,  Senator  Mack.  I 
will  turn  to  Senator  Mack  now  for  any  opening  statement  he  might 
wish  to  make. 

OPENING  COMMENTS  OF  SENATOR  CONNIE  MACK 

Senator  Mack.  Thank  you,  Mr.  Chairman. 
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First  of  all,  I  want  to  apologize  for  not  being  here  at  the  begin- 
ning. I  had  to  introduce  Rosemary  Barquette  to  the  Judiciary  Com- 
mittee. So  again,  I  apologize. 

I  also  want  to  welcome  you,  if  that  is  appropriate,  as  the  new 
Chairman,  and  indicate  to  you  that  I  look  forward  to  working  with 
you. 

Again,  to  those  who  have  come  to  testify,  I  appreciate  the  com- 
ments that  I  have  already  heard  and  I  look  forward  to  more  dialog, 
because  I  am  troubled  by  the  concept  of  whether  or  not  unilateral 
controls  can  work. 

I  have  some  real  reservations  about  that.  I  look  forward  to  your 
input,  but  at  the  same  time  I  must  indicate  that,  as  I  have  traveled 
different  parts  of  the  world,  the  thing  that  I  hear  over  and  over  and 
over  again  from  almost  everyone  is  the  concern  about  proliferation. 
Most  of  that  focus,  frankly,  has  been  in  the  Middle  East,  particu- 
larly Iran.  So,  while  we  might  have  some  of  the  same  sympathies 
and  concerns,  ultimately  we  have  to  look  at  the  potential  impact 
of  what  we  do  on  national  security.  I  know  you  are  concerned  about 
that  equally,  as  well. 

Thank  you,  Mr.  Chairman. 

Senator  Sasser.  Thank  you,  Senator  Mack. 

We  will  turn  now  to  Mr.  McKelvain  for  his  comments. 

STATEMENT  OF  BOYD  J.  McKELVAIN,  SENIOR  MANAGER, 
INTERNATIONAL  TRADE  REGULATION,  GENERAL  ELECTRIC, 
ON  BEHALF  OF  THE  NATIONAL  FOREIGN  TRADE  COUNCDL 

Mr.  McKelvain.  Thank  you,  Mr.  Chairman. 

I  am  with  the  General  Electric  Company,  but  I  am  appearing 
here  today  on  behalf  of  the  National  Foreign  Trade  Council. 

The  primary  focus  of  our  testimony  is  to  highlight  the  require- 
ments for  new  legal  safeguards  against  the  unwarranted  and  coun- 
terproductive use  of  export  controls,  the  changed  geopolitical  and 
global  market  environment  faced  by  U.S.  firms  and  their  foreign  af- 
filiates and  customers. 

The  focus  of  international  competition  over  the  rest  of  the  1990's 
will  be  directed  increasingly  on  the  rapidly  growing  infrastructure, 
equipment,  and  services  markets  of  the  newly  industrialized  and 
industrializing  countries  because  of  their  phenomenal  growth,  and 
because  the  home  markets  are  flat — I  am  talking  about  the  mar- 
kets for  capital  goods  like  aerospace,  transportation,  power  sys- 
tems, construction,  and  other  industrial  equipment  that  provide 
most  of  our  best  jobs. 

Unfortunately,  for  U.S. -based  competitors,  the  big  emerging  mar- 
kets for  these  products  are  found  among  the  extensive  lists  of  so- 
called  "sensitive  countries"  where  our  export  control  laws  and  insti- 
tutions have  begun  to  focus  their  attention. 

Our  companies  are  finding  an  increasing  customer  perception  of 
political  risk  in  doing  business  with  U.S.  suppliers  rather  than  our 
European  and  Japanese  competitors.  And  U.S.  leadership  in  these 
crucial  markets  is  being  displaced  for  generations  to  come. 

The  latest  IMF  data  on  the  exports  of  the  United  States,  Japan, 
and  the  EC  tell  a  troubling  story  for  the  United  States.  Our  world- 
wide share  of  merchandise  export  is  a  respectable  one-third,  but  in 
six  of  the  most  important  developing  countries  where  the  United 


17 

States  imposed  a  mix  of  unilateral  export  sanctions,  our  share  is 
only  one-fifth. 

To  be  specific,  the  1992  shortfall  for  our  exports  to  China,  India, 
Pakistan,  South  Africa,  Iran,  and  Syria  was  $9.2  billion.  That 
equates  to  more  than  180,000  jobs  that  might  have  been  available 
in  our  work  force  had  we  performed  up  to  our  normal  level  of  com- 
petitiveness against  the  Europeans  and  the  Japanese  in  those 
countries. 

The  Council  on  Competitiveness  has  just  released  a  study  exam- 
ining the  performance  of  the  current  Administration  against  its 
own  avowed  intent  to  fully  consider  issues  of  economic  security  and 
foreign  policy  decisions. 

Actual  export  control  cases  were  studied  to  determine  whether 
economic  factors  have  received  full  consideration  and  weight  in  de- 
cisionmaking. Even  with  the  best  of  intentions  there  is  little  to 
demonstrate  that  the  use  of  foreign  policy  export  controls  is  dif- 
ferent from  that  observed  by  the  GAO  in  1986. 

The  GAO  made  the  point  that  we  continued  to  observe  in  1993: 
Regardless  of  its  cost,  removal  of  a  unilateral  foreign  policy  export 
sanction  is  virtually  impossible.  Even  when  there  is  no  hope  of  af- 
fecting another  government's  behavior,  the  act  of  removal  itself 
may  signal  a  weakening  of  U.S.  commitment  against  the  other  gov- 
ernment's policy.  Three  of  the  case  studies  of  the  Council  on  Com- 
petitiveness involved  export  control  decisions  in  1993  that  turned 
on  this  political  fact  of  life. 

The  estimated  loss  to  the  U.S.  economy  from  these  three  cases 
alone  was  $4  billion  per  year.  The  Council's  report  is  available  on 
the  table  here  today. 

We  can  ill  afford  not  to  impose  further  discipline  on  a  system 
that  permits  such  waste  of  our  country's  economic  security.  But 
there  is  a  lawmaking  challenge,  as  well. 

Executive  decisionmaking  is  frustrated  by  a  complex  web  of  unco- 
ordinated and  sometimes  conflicting  sanctions  provisions  imposed 
by  amendments  to  other  laws,  such  as  State  and  Defense  Depart- 
ment authorizing  legislation  and  the  Foreign  Assistance  Act. 

For  example,  the  Executive  Branch  puzzled  for  almost  2  years 
over  how  to  handle  hundreds  of  export  applications  for  benign 
products  for  the  Indian  Space  Research  Organization.  Meanwhile, 
napless  exporters  caught  in  the  blind  maze  lost  their  businesses 
and  their  jobs. 

Similarly,  too  many  cooks  spoil  the  Administrative  broth.  There 
is  an  excessive  number  of  agencies  involved  in  export  decisionmak- 
ing, and  that  would  be  worsened  by  the  measure  reported  by  the 
Senate  Foreign  Relations  Committee  in  September,  identified  as 
S.  1182. 

Finally,  it  is  our  strong  belief  that  restoration  of  faith  in  the 
long-term  reliability  of  U.S.  suppliers  requires  maintaining  and 
strengthening  in  law  the  necessary  standards  and  disciplines 
against  which  any  future  controls  will  have  to  be  measured. 

We  submit  these  recommendations: 

The  top  priority  is  the  establishment  of  effective  safeguards 
against  unilateralism. 

The  law  should  require  that  the  foreign  availability  standard  be 
met  for  all  controls  on  listed  items  regardless  of  the  stated  reasons 
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for  control.  This  is  the  concept  singly  most  important  in  eliminat- 
ing ineffective  and  counterproductive  restrictions  on  U.S.  goods  and 
technology  in  international  trade. 

There  should  be  a  legal  mandate  to  demonstrate  prior  consider- 
ation of  alternatives  to  export  controls  and  comparison  of  the  rel- 
ative cost  effectiveness  of  export  controls  on  achieving  a  specifically 
identified  purpose. 

Harmonization  of  existing  export  sanctions  should  be  accom- 
plished in  a  single  section  of  the  Export  Administration  Act.  That 
section  should  follow  the  same  standards,  requiring  a  showing  of 
effectiveness  and  consideration  of  alternative  and  less  costly  meas- 
ures. 

Then,  finally,  we  should  provide  for  a  judicial  review  of  agency 
actions  in  regard  to  their  compliance  with  statutory  and  regulatory 
authorities  for  the  implementation  and  continuation  of  export  con- 
trols. 

Mr.  Chairman,  we  appreciate  this  opportunity  to  express  our 
views,  and  we  hope  that  they  will  be  useful  to  you.  I  am  submitting 
my  complete  statement  for  the  record,  along  with  related  rec- 
ommendations on  unilateralism  provided  recently  to  the  Secretary 
of  Commerce  by  the  President's  Export  Council,  Subcommittee  on 
Export  Administration. 

Thank  you,  sir. 

Senator  SASSER.  Thank  you  very  much. 

Let  me  ask  the  panel  this  question:  During  the  Cold  War,  this 
country  had  the  power  over  CoCom  country  sales  to  exercise  what 
essentially  was  a  veto.  Now  under  the  new  regime,  the  United 
States  is  not  going  to  have  such  leverage.  And  as  Senator  Mack 
said  a  moment  ago,  because  of  the  problem  of  proliferation  and  be- 
cause we  want  our  companies  to  be  able  to  compete  on  a  level  play- 
ing field,  we  need,  I  think,  to  find  other  ways  to  exert  leverage. 

Reflecting  for  a  moment,  the  United  States  has  the  largest  mar- 
ket in  the  world,  and  foreign  companies  covet  access  to  our  market. 
I  remember  when  we  got  into  the  question  with  Toshiba  some 
years  ago  when  they  were  exporting  technology  to  the  Soviet  Union 
for  use  by  the  Soviet  submarine  fleet,  we  were  able  to  deal  with 
them  by  imposing  some  sanctions  on  the  sale  of  their  products  here 
in  this  country. 

On  the  other  hand,  it  is  puzzling  to  me  that,  when  we  want  to 
punish  a  bad  actor,  one  of  the  first  things  that  we  do  is  cut  off  U.S. 
exports.  In  other  words,  cutting  off  our  nose,  it  appears  to  me  in 
some  instances,  to  spite  our  face. 

What  is  the  panel's  reaction  to  the  idea  that  we  ought  to  some- 
how use  access  tc  the  U.S.  market  as  a  policy  lever? 

Who  wants  to  tackle  that  first?  Mr.  McKelvain? 

Mr.  Dwyer.  I  think  it  might  be  OK,  but  I  think  it  is  going  to  be 
an  awful  slow  and  possibly  ineffective  way  of  doing  it.  It  is  going 
to  introduce  another  bureaucracy. 

It  seems  to  me  that  the  only  thing  that  is  going  to  work  is  to  cut 
off  access.  We  go  back  to  this  business  of  getting  the  allies  to  agree, 
or  the  other  countries  to  agree  that  supplying  technology  to  Iraq, 
if  it  is  Iraq,  or  Iran,  or  wherever  it  is,  that  there  is  a  real  clear 
target  of  who  these  places,  who  these  countries  are  and  what  types 
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of  technology  should  not  be  sent  there,  and  get  multilateral  agree- 
ment on  this. 

The  other  thing  is,  it  is  going  to  be  a  real  chase  to  discover  who 
is  doing  it.  It  took  them  years  to  find — in  the  Toshiba  case  they 
had  already  built  those  propellers  with  the  machine  tools,  and  their 
submarines  were  operational  by  the  time  they  finally  saw — went 
after  that  whole  situation. 

So  I  think  it  may  punish  someone  after  the  fact,  and  possibly  dis- 
courage others,  but  it  is  not  going  to  aid  the  stated  goal  of  stopping 
the  problem  from  happening — i.e.,  Toshiba  exports  a  machine  tool 
which  makes  a  propeller  which  goes  on  a  submarine  which  you 
cannot  hear. 

Ms.  De  Passe.  Another  problem  with  that  is  that  electronics 
products  today  are  made  up  of  a  collection  of  components  that  are 
sourced  from  many  countries  around  the  world. 

If  you  were  to  deny  a  foreign  company  the  opportunity  to  sell 
into  the  United  States,  you  may  also  be  damaging  U.S.  companies 
that  are  using  that  company's  product  in  their  electronics  systems 
that  they  are  trying  to  export  overseas. 

Senator  Sasser.  On  the  question  of  proliferation,  when  we  tight- 
ened^— when  we  imposed  some  sanctions  on  Toshiba,  the  Japanese 
government  then  moved  to  tighten  its  export  control  system.  Now, 
does  that  not  argue  against  what  the  panel  is  saying?  What  do  you 
say,  Mr.  Padillaf 

Mr.  Padilla.  Mr.  Chairman,  I  agree  with  you  that  it  does  not 
seem  to  make  a  lot  of  sense  that  when  we  talk  about  sanctions,  if 
a  country  misbehaves,  we  shoot  our  own  companies  and  workers  in 
the  foot  by  imposing  unilateral  export  sanctions. 

The  problem  of  unilateral  import  sanctions  is  perhaps  not  as 
great  as  the  problem  of  export  sanctions.  In  fact,  I  think  that  you 
are  absolutely  right  that,  in  many  ways,  that  could  serve  to  get  the 
attention  of  people  in  a  lot  more  effective  way. 

One  idea  that  has  been  discussed,  that  is  not  accepted  univer- 
sally by  industry,  is  the  concept  of  adopting  almost  a  section  301 
type  of  an  approach  where  you  identify  countries  that  are  in  jeop- 
ardy of  being  placed  on  a  sanctions'  list,  and  engage  in  negotiations 
with  them  as  we  do  under  section  301  of  the  Trade  Act,  and  at  the 
end  of  the  day  if  they  have  not  fixed  their  export  control  system, 
then  you  might  want  to  contemplate  import  sanctions. 

It  would  be  best  if  they  could  be  multilateral  import  sanctions. 
The  problem  we  struggle  with  is  we  know  how  to  make  some  incen- 
tives. The  bill  I  discussed  has  incentives  for  countries  to  join  up 
and  play  by  the  rules. 

The  tougher  problem  is  the  sticks. 

Senator  Sasser.  Thank  you. 

Mr.  McKelvain.  If  I  might  make  just  a  comment  on  that,  please. 
I  was  very  familiar  with  the  Toshiba  sanctions,  and  I  do  agree  with 
you  that  they  had  a  very,  very  profound  impact  on  the  Toshiba 
Company  itself  and  on  the  Japanese  government's  policies.  How- 
ever, it  also  demonstrated  the  extremely  complex  problems  you  run 
into  when  you  attempt  to  use  even  import  restrictions  among  the 
trade  tools  in  order  to  carry  out  this  kind  of  policy. 

My  guess  is  that  our  OTA  friends  will  be  talking  about  the  better 
incentives  that  may  be  provided  by  "demand-side"  incentives  for 
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getting  people  to  agree  with  our  antiproliferation  objectives  rather 
than  imposing  these  kinds  of  restrictions  on  ourselves. 

Senator  Sasser.  Thank  you. 

Senator  Mack. 

Senator  Mack.  Thank  you,  Mr.  Chairman. 

I  think  I  want  to  start  with  trying  to  get  a  sense  from  you  all 
about  this  balance  that  I  referred  to  in  my  few  brief  opening  com- 
ments. 

It  appears  that  we  are  not  going  to  get  a  multilateral  agree- 
ment— and  I  am  not  going  to  get  into  the  debate  about  what  we 
should  be  doing  or  what  we  should  have  done,  but  that  seems  to 
be  where  we  are  heading,  which  then  leads  to  the  next  point  that 
we  may  very  well  then  be  faced  with  unilateral  regimes. 

One  of  you  said,  and  again  I  only  heard  part  of  the  testimony, 
but  in  essence:  Put  that  unilateral  in  place  for  6  months  and  then 
repeal  it,  or  allow  it  to  lapse.  I  do  not  know  what  that  accom- 
plishes. I  guess  what  I  am  trying  to  get  from  you  all  is — and  what 
I  can  see  happening  in  the  future  is  tne  U.S.  engaged  in  some  kind 
of  military  conflict  where  we  send  out  men  and  women  to  do  battle, 
and  the  stories  that  we  hear  night  after  night  are,  U.S.  company 
so  and  so  provided  certain  materials  that  are  now  killing  our  men 
and  women.  So,  help  me  try  to  find  this  balance  that  we  need  to. 
I  am  particularly  moved  by 

Ms.  De  Passe? 

Ms.  De  Passe.  Yes. 

Senator  Mack.  Your  comments  about  how  many  amendments 
there  were  in  given  years.  I  came  out  of  the  banking  business,  and 
believe  me  I  know  what  the  impact  of  new  regulation  is.  I  am  not 
sure  we  had  to  deal  with  quite  that  much.  But  how  do  we  work 
through  this  balance?  I  mean,  I  am  assuming  that  you  all  under- 
stand the  significance  of  what  we  are  trying  to  accomplish,  so  help 
me  a  little  bit  about  that. 

Mr.  Padilla.  Could  I  give  it  a  first  try? 

As  Derrel  said,  the  first  key  is  we  need  to  have  a  short  list  in 
order  to  get  multilateral  agreement  on  a  very  short  list  of  stuff  to 
really  bad  countries. 

Senator  Mack.  For  those  people  who  do  not  have  any  idea  about 
what  we  are  talking  about  here,  give  me  a  sense  of  how  long  a 
short  list  might  be. 

Mr.  Padilla.  Well,  I  do  not  know  the  answer.  I  would  hope  it 
would  be  shorter  than  this,  but  we  cannot  get  into  the  technology. 
I  do  not  know  enough  about  the  technology.  I  think  the  key  is  to 
require  in  law  that  controls  be  imposed  multilaterally,  which  forces 
then  multilateral  agreement  on  a  relatively  short  list  of  stuff. 

Your  question  is:  What  do  we  do  on  the  stuff  we  cannot  get 
agreement  on?  What  we  have  suggested  is:  Impose  a  unilateral 
control,  if  we  must,  for  a  6-month  period  that  expires  at  the  end 
of  that  6  months.  If  at  the  end  of  that  6  months  we  have  not  gained 
the  cooperation  of  our  allies,  we  can  do  one  of  two  things. 

We  can  either  upgrade  that  limited  control  to  a  total  embargo  on 
the  country  in  question,  like  the  Cuba  embargo  where,  not  only  do 
we  say  they  cannot  buy  our  exports,  we  say  they  cannot  import  into 
this  country  either,  and,  oh,  by  the  way,  we  are  going  to  freeze 
your  assets,  too.  If  we  are  not  willing  to  take  that  step,  which  is 
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a  significant  one,  then  we  ought  to  come  back  to  the  Congress  for 
a  Joint  Resolution  approving  the  limited  sanctions,  so  that  there  is 
a  Congressional  say  in  whetner  these  sanctions  continue  or  should 
be  upgraded  or  reduced,  or  so  forth,  and  that  we  do  that  on  a  peri- 
odic basis.  That  would  be  our  recommendation. 

Mr.  Dwyer.  The  economics  of  the  1990's  and  after  the  year  2000 
are  going  to  be  driven  by  the  emerging  markets,  which  are  Asia, 
possibly  the  CIS,  Latin  America,  India,  and  some  of  these  places, 
and  it  is  probably  not  going  to  be  driven  too  much  by  Iraq,  Iran, 
or  Syria.  I  have  not  heard  much  on  those  markets  recently. 

So  I  think  we  need  to  obviously  watch  and  possibly  choke  off 
things  going  in  there 

Senator  Mack.  Let  me  just  hop  in  here  for  a  second. 

What  we  did  hear  a  moment  ago — and  I  realize  that  there  were 
a  number  of  other  countries — but  on  that  $9.2  billion  shortfall  you 
listed  a  number  of  countries,  two  of  which  were,  I  think,  Iran  and 
Syria. 

Mr.  Dwyer.  Right. 

Senator  Mack.  So 

Mr.  Dwyer.  Sure. 

Senator  Mack.  And  you  talked  about  them  as  if  they  were  in 
some  important  market. 

Mr.  Dwyer.  But  I  think  we  do  have  to  parse  these  into  two 
groups,  because  there  is  a  huge  bubble  sitting  out  there  that  the 
Europeans  and  the  Japanese  are  going  after.  That  is,  the  non — 
thev  are  going  after  that  piece,  also,  but  there  is  a  piece  we  can 
address  wnere  we  should  nave  a  common  agenda  on,  and  that  is 
the  Former  Soviet  Union,  Eastern  Europe,  possibly  India,  and  pos- 
sibly China.  What  should  we  do  in  those  countries?  What  should 
be  decontrolled? 

The  United  States  and  Europe  does  not  have  a  common  agenda, 
for  example,  on  telecommunication  exports  to  these  places.  The  Eu- 
ropean countries,  I  understand,  recently  installed  a  complete  fiber 
optics  system,  east  of  the  Ural  Mountains,  in  a  place  where  the 
United  States  does  not  want  to  have  this,  but  yet  they  do  it.  This 
is  the  French  and  the  Germans.  You  cannot  impose  sanctions 
against  all  of  France  and  all  of  Germany  because  they  put  a  fiber 
optics  system  in  there.  They  said,  sorry,  but  that  is  our  policy. 

So  I  think  we  need  to  parse  this  into  two  pieces:  The  so-called 
terrorist  places,  and  the  places  that  are  the  bad  guys;  the  other 
places  we  need  to  decide  what  is  going  to  go  into  these  places  and 
then  get  a  common  agenda  with  our  European  partners  and  the 
Japanese  on  what  we  do  in  these  places. 

Mr.  McKelvaen.  I  think  the  focus  of  my  statement  really  is  on 
a  similar  point.  That  is,  to  question  whetner  export  controls  can, 
indeed,  be  effective  in  their  objective  in  the  case  of  some  of  the 
kinds  of  controls  we  impose  against  some  of  these  countries.  For 
example,  in  the  developing  countries  where  controls  are  aimed  at 
trying  to  change  their  behavior. 

We  have  selected  certain  kinds  of  industrial  equipment  on  which 
to  pinpoint  those  export  restrictions.  They  are  in  the  kinds  of  infra- 
structure development  that  are  particularly  important  markets  in 
those  kinds  of  countries.  They  are  not  so  important  for  high-tech 
businesses,  but  they  are  for  the  major  capital  businesses  like  power 
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systems,  and  construction   equipment,   and  transportation  equip- 
ment, and  there  are  a  lot  of  U.S.  jobs  tied  up  in  that. 

Unless  those  controls  are  going  to  be  cooperated  in  by  the  other 
suppliers  of  the  same  equipment,  or  unless  we  think  that  by  deny- 
ing ourselves  those  markets  we  can  actually  have  an  impact  on  the 
behavior  of  those  governments,  it  is  hard  for  me  to  understand  why 
we  would  deny  major  parts  of  our  economic  activity. 

That  is  the  point  that  I  am  trying  to  make.  We  should  not  under- 
take the  use  of  export  controls  where  they  cannot  be  shown  to  have 
some  commensurate  effect  on  our  target. 

Senator  Mack.  Thank  you. 

Senator  Sasser.  Thank  you,  Senator  Mack. 

Senator  Murray. 

Senator  Murray.  Thank  you,  Mr.  Chairman. 

I  think  we  all  understand  Senator  Mack's  concern,  but  I  think 
we  also  have  to  remember  that  anybody  can  go  into  any  Egghead 
Software  or  Computerland,  purchase  these  restricted  products,  put 
them  in  a  suitcase,  and  take  them  overseas.  But  export  controls 
keep  U.S.  companies  from  being  competitive  with  foreign  compa- 
nies that  produce  much  of  what  we  do. 

Maybe  that  leads  to  a  question  that  all  of  you  can  answer  for  us. 
Can  you  give  us  some  real  examples  of  products  that  your  compa- 
nies want  to  export  that  foreign  companies  now  sell  but  do  not 
have  to  go  through  the  regime  that  we  do? 

Mr.  Padilla.  I  can  give  you  an  example.  My  company  filed  a  pe- 
tition last  year  with  the  Commerce  Department  arguing  that  fiber 
optic  telecommunications  equipment  was  available  outside  of 
CoCom  from  Israel,  South  Korea,  and  China.  The  Commerce  De- 
partment made  a  positive  finding  and  agreed  that  the  equipment 
is  available.  That  positive  finding  came  out  on  January  10. 

Under  the  law,  the  United  States  is  required  to  propose  the  re- 
moval of  that  control.  Instead,  they  have  not  proposed  to  remove 
the  control.  The  United  States  is  trying  to  get  agreement  to  con- 
tinue telecommunications  controls  even  after  CoCom  dies  on  March 
31. 

Mr.  McKelvain.  In  the  Competitiveness  Council  Report,  one  of 
the  case  studies  examined  was  the  Packar  Truck  case,  which  you 
are  familiar  with.  That  denial  of  highway  trucks  to  Iran,  which  will 
be  supplied,  of  course,  by  European  and  Japanese  manufacturers, 
is  costing  $1  billion  a  year  to  the  U.S.  economy.  Not  just  for  the 
specific  trucks  manufacturers,  but  including  the  supporting  compo- 
nents to  those  trucks  as  well. 

A  similar  denial,  which  was  not  examined  by  the  Council,  was 
the  civil  airliner  export  request  to  Iran.  This  also  cost  on  the  order 
of  $1  billion  a  year.  And  it's  a  market  where  we  already  have  a 
lock,  but  we  will  lose  it  to  the  Europeans  as  a  result  of  this  action. 
It  is  hard  to  see  what  real  benefit  the  United  States  will  get  from 
that  denial. 

Ms.  De  Passe.  Another  thing  I  would  like  to  add  to  that  is  that 
in  some  cases  the  delays  that  we  are  talking  about  in  actually  get- 
ting licenses  are,  in  fact,  another  form  of  unilateral  control,  because 
it  may  mean  that  the  customer  is  not  willing  to  wait  as  long  as  it 
is  going  to  take  us,  as  a  U.S.  exporter,  to  get  that  license. 
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Varian  is  a  leading  manufacturer  of  analytical  instruments  that 
have  a  variety  of  uses,  including  environmental  monitoring  and 
control,  and  industrial  quality  control. 

We  have  found,  in  some  cases,  we  have  been  prevented  from  get- 
ting certain  sales  in  countries  because  of  the  delays  in  license  ap- 
provals. What  has  happened  is  that  our  European  competitors  then 
have  used  their  monopoly  market  position  in  those  markets  created 
by  our  own  U.S.  export  controls,  and  they  have  come  back  into  this 
country  selling  against  us  at  a  lower  price  because  they  are  able 
to  get  such  a  huge  market  share  in  the  overseas  market  that  is 
closed  to  us  because  of  export  control  restrictions. 

Mr.  Dwyer.  I  visited  a  major  insurance  company  in  Eastern  Eu- 
rope about  6  or  8  months  ago.  When  I  was  talking  to  the  Director 
of  that  computer  company — to  that  insurance  company,  and  we 
were  trying  to  sell  equipment  to  that  company,  a  large  system  for 
insurance,  our  computers,  which  are  about  that  big  [indicating],  are 
going  to  be  called  "supercomputers"  because  of  the  classification  of 
supercomputers. 

So  he  would  have  to  have  24-hour  guards  on  the  place.  He  had 
to  build  a  special  building  to  put  them  in,  and  all  this  sort  of  stuff, 
and  the  people  had  to  be  specially  cleared  to  get  in,  and  it  goes  on 
and  on  and  on.  He  said:  "If  this  is  the  way  that  you  want  to  sell, 
and  this  is  the  way  American  companies  want  to  sell,  I  will  buy 
European  products  because  I  do  not  have  this  requirement." 

Now  why  do  they  not  have  the  supercomputer  requirement?  It 
can  be  bought  from  Europe.  It  can  be  bought  from  Korea,  or  from 
Taiwan  in  particular,  and  then  exported  to  there. 

In  CIS,  in  Russia,  a  very  similar  situation.  We  were  selling  a 
computer  system  at  a  truck  factory.  It  was  availability  at  that  time, 
the  time  to  market.  They  said,  we  can  buy  similar-powered  comput- 
ers from  Taiwan  and  Korea.  If  we  can  get  them  in  a  couple  of  days, 
and  it  is  going  to  take  months  to  get  them  from  you,  why  should 
we  bother  dealing  with  this? 

In  China,  there  is  virtually  the  same  situation.  They  are  saying 
maybe  we  should  set  up  our  own  manufacturing. 

So  here  we  are  now  going  to  encourage  other  people  to  get  into 
the  same  technology  that  we  are  into  by  saying  we  are  not  going 
to  give  it  to  you. 

The  lead  we  have  in  this  business  is — the  time  to  market  is  the 
lead  the  United  States  has  in  the  technology  business. 

By  constantly  running  ahead,  other  countries  cannot  enter  the 
business  because  their  product  is  always  later  and  no  one  would 
want  to  buy  them.  So  that  takes  that  away. 

The  classic  case,  which  I  have  heard  about,  is  this  PRAM  com- 
puter in  India.  The  United  States  denied  an  export  license  I  believe 
it  was  to  Cray,  for  a  weather  computer  for  India.  So  the  Indians — 
you  know,  a  third  of  our  engineering  staff  at  Sun  is  probably  In- 
dian, and  probably  25  percent  in  Cray — the  Indian  government 
pulled  together  their  own  design  team  and  built  their  own 
supercomputer.  Now  they  know  how  to  make  supercomputers. 

So  you  wonder  about  the  effectiveness  of  this  approach. 

Senator  Murray.  Thank  you. 

Senator  Sasser.  Thank  you,  very  much. 
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I  want  to  thank  our  panel  for  appearing  here  this  morning.  We 
are  very  much  in  your  debt  for  sharing  your  views  with  us. 

Our  next  panel  will  consist  of  Mr.  Gerald  L.  Epstein  from  the  Of- 
fice of  Technology  Assessment,  Dr.  Thomas  H.  Karas  also  from  the 
Office  of  Technology  Assessment;  Dr.  Paul  Freedenberg,  Inter- 
national Trade  Consultant,  former  Under  Secretary  of  Commerce, 
and  now  associated  with  Baker  &  Botts;  and  Mr.  Henry  Sokolski, 
a  visiting  scholar  for  the  National  Institute  of  Public  Policy. 

Gentlemen,  we  welcome  you  both  before  the  Committee  this 
morning. 

I  am  advised  that  we  are  going  to  have  a  vote  here  fairly  shortly, 
but  we  will  continue  on  and  perhaps  we  can  continue  to  hear  testi- 
mony even  during  the  course  of  the  vote  if  we  alternate  back  and 
forth. 

I  want  to  welcome  Dr.  Freedenberg  back.  At  one  juncture  he  was 
a  very  valued  staff  member  of  this  Committee,  and  we  welcome  you 
back  here  this  morning. 

Dr.  Freedenberg.  Thank  you. 

Senator  Sasser.  We  will  begin  this  morning  with  our  friends 
from  the  Office  of  Technology  Assessment.  I  will  leave  it  up  to 
them  as  to  who  should  lead  off. 

STATEMENT  OF  DR.  THOMAS  H.  KARAS,  SENIOR  ASSOCIATE, 
INTERNATIONAL  SECURITY  AND  COMMERCE  PROGRAM,  OF- 
FICE OF  TECHNOLOGY  ASSESSMENT 

Dr.  Karas.  Mr.  Chairman,  Senators,  thank  you  for  the  oppor- 
tunity to  testify  this  morning.  With  your  permission,  I  will  summa- 
rize my  remarks  and  ask  that  my  written  statement  be  included 
in  the  record. 

With  me  is  Dr.  Gerald  Epstein,  as  you  mentioned,  who  is  the  Di- 
rector for  OTA's  Assessment  of  the  Proliferation  of  Weapons  of 
Mass  Destruction,  from  which  my  testimony  is  drawn.  I  will  be 
glad  to  answer  any  questions  later,  if  you  like. 

I  might  add  that  when  our  testimony  was  requested  a  couple  of 
weeks  ago,  we  expected  to  be  commenting  on  yesterday's  presen- 
tation of  the  Administration's  Export  Administration  Act.  Without 
the  bill  in  front  of  me,  I  feel  in  danger  of  becoming  what  comedian 
Steven  Wright  calls  "a  peripheral  visionary." 

[Laughter.] 

A  peripheral  visionary,  he  said,  is  somebody  who  sees  into  the  fu- 
ture but .  .  .  way  off  to  the  side. 

[Laughter.l 

Still,  when  the  bill  does  get  sent  up,  we  would  be  glad  to  take 
a  look  at  it  and  come  back  here  with  more  specific  comments  if  you 
would  like,  later. 

For  now,  this  morning  you  have  heard  a  couple  of  themes  that 
I  think  will  play  a  strong  role  in  the  new  Act  no  matter  whose  draft 
you  are  working  on.  First,  an  emphasis  on  multilateral  cooperation 
in  export  controls.  Second,  a  more  explicit  weighing  of  U.S.  eco- 
nomic interests  in  the  decision  on  export  controls. 

From  the  point  of  view  of  nonproliferation  policy,  both  those 
themes  are  important.  On  each  of  those  two  themes,  multilateral 
cooperation  and  economic  assessment,  I  have  two  points  to  make. 

[A  beeper  sounds.] 
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Would  you  like  to  interrupt  here? 

Senator  Sasser.  No.  That  is  something  up  here.  One  of  our  pe- 
ripheral visionaries  up  here,  Dr.  Karas. 

[Laughter.] 

Dr.  Karas.  My  first  point  in  multilateral  cooperation,  then,  is 
that  it  is  essential  to  the  effectiveness  of  nonproliferation  export 
control  regimes  and  the  new  EAA  should  reflect  that  fact. 

The  Act  could  stress  the  importance  of  cooperation  among  suppli- 
ers to  make  controls  as  effective  as  possible.  It  could  declare  U.S. 
intent  to  expand  the  membership  of  the  multilateral  control  re- 
gimes. And  it  could  call  for  the  U.S.  Government  to  work  to  har- 
monize the  control  systems  of  the  other  members  and  to  help  make 
enforcement  by  those  nations  more  uniform  and  effective. 

Both  Government  and  industry  officials  argue  that  the  new  legis- 
lation should  also  carry  a  strong  presumption  against  unilateral 
controls.  So  an  issue  this  Committee  is  going  to  face  is  the  degree 
to  which  it  wants  to  mandate  that  presumption;  or,  conversely, 
leave  some  of  the  details  to  Executive  Branch  discretion. 

Now  some,  as  you  have  heard,  propose  not  that  the  Act  just  dis- 
courage unilateral  controls  but  that  it  absolutely  prohibit  them,  or 
at  least  set  fixed  periods  for  them  of  say  6  months,  which  brings 
me  into  my  second  point  on  this  theme. 

Even  though  there  may  be  a  presumption  against  unilateral  con- 
trols, it  is  the  interest  of  a  strong  U.S.  nonproliferation  policy  to 
allow  the  Executive  Branch  some  flexibility  to  take  action  on  im- 
portant transactions  of  kinds  that  may  not  be  predictable  enough 
to  write  into  the  legislation. 

I  see  at  least  two  main  reasons  for  allowing  such  flexibility. 
First,  I  think  everyone,  at  some  point,  agrees  that  there  are  at 
least  some  activities  that  the  United  States  should  not  participate 
in,  whatever  else  other  nations  might  be  doing.  Second,  negotiating 
multilateral  controls  sometimes  could  take  longer  than  the  manda- 
tory cutoff  period  would  allow. 

Now,  if  success  in  multilateral  controls  is  coming  slowly,  some- 
times the  answer  may  be  to  keep  trying  rather  than  to  give  up  en- 
tirely and  make  the  goods  in  question  openly  available  from  all 
suppliers  without  question. 

A  related  issue  on  flexibility  is  this  "know  or  is  informed"  rule 
by  which  the  Commerce  Department  can  intervene  to  stop  trans- 
actions that  could  assist  the  nonproliferant  activity  which  the  pub- 
lished list  did  not  foresee.  If  this  rule  is  to  be  kept,  we  do  need  to 
make  sure  that  it  is  used  fairly  and  without  unduly  burdening  the 
exporters. 

An  alternative  to  either  the  fixed  limits  on  unilateral  controls  or 
to  banning  the  "know  rule"  entirely  would  be  to  leave  the  Executive 
Branch  some  flexibility,  but  to  insist  on  strict  accountability  for  the 
exceptions  they  make. 

This  can  be  done  by  mandating  reports  to  the  Congress  both  be- 
fore and  after  imposing  unilateral  controls,  reports  that  would  jus- 
tify those  controls  in  detail  before  they  are  implemented  or  contin- 
ued, and  then  assess  their  effectiveness  for  you  at  least  annually. 

On  that  second  theme  of  cost — this  is  my  first  point — the  new 
Export  Administration  Act  could  call  for  improved  data  collection 
and  analysis  to  help  the  Government  make  more  informed  assess- 
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merits  of  the  economic  price  we  pay  to  sustain  an  export  control  re- 
gime. 

Improving  those  assessments  is  a  worthy  goal,  especially  given 
the  claims  and  counter  claims  we  are  hearing  about  the  economic 
costs  of  export  controls. 

We  could  use  better  estimates  for  all  the  various  kinds  of  costs, 
direct  and  indirect,  that  are  frequently  imputed  to  export  controls 
and,  beyond  trying  to  assess  the  dollar  impact  of  export  controls  on 
the  larger  U.S.  export  picture,  we  do  need  to  consider  that  certain 
controls  affect  particular  industries  disproportionately. 

My  second  point  on  costs  is  that,  as  desirable  as  good  cost  esti- 
mates are,  we  have  to  recognize  that  there  are  going  to  be  inherent 
limits  to  the  precision  we  can  hope  for  on  the  question  of  economic 
cost;  that,  with  the  best  of  efforts  we  are  still  going  to  have  to  rely 
on  a  more  informed  judgment  than  on  objective  data. 

For  example,  a  widely  quoted  study — and  you  heard  it  quoted 
again  here  this  morning — found  that  the  country  may  have  fore- 
gone $20  to  $30  billion  in  annual  sales  in  the  year  1989  because 
of  export  controls.  But  there  are  many  uncertainties  in  such  an 
analysis.  Given  the  important  changes  in  the  world  and  in  export 
controls  since  1989,  projecting  the  findings  of  that  study  into  the 
future  seems  somewhat  questionable.  So  it  is  especially  important 
that  we  find  better  ways  of  measuring  the  actual  import  of  export 
controls. 

We  recommend  from  the  point  of  view  of  our  study,  to  try  to  sort 
out  the  different  purposes,  such  as  nonproliferation  for  which  we 
are  having  export  controls,  and  to  try  to  assess  those  costs  sepa- 
rately. Only  then  can  we  make  informed  judgments  about  whether 
the  costs  and  benefits  of  the  controls  are  commensurate. 

In  conclusion,  OTA's  work  on  the  nonproliferation  of  weapons  of 
mass  destruction  has  found  that  export  controls  are  just  one  of  the 
many  tools  of  nonproliferation  policy.  We  cannot  expect  them  to 
stem  proliferation  all  by  themselves.  But,  despite  their  drawbacks, 
they  do  remain  a  useful  tool,  and  we  think  it  is  possible  to  keep 
using  them  and  at  the  same  time  to  meet  genuine  concerns  about 
their  impact  on  the  U.S.  economy. 

Thank  you. 

Senator  Sasser.  Thank  you,  Dr.  Karas. 

We  are  going  to  have  to  suspend  here  briefly  while  I  go  vote,  and 
perhaps  Senator  Murray  can  come  back  and  resume  the  hearing 
before  I  return.  So  we  will  suspend  briefly  subject  to  the  call  of  the 
chair. 

[Recess.] 

Senator  Murray  [presiding].  If  our  panel  members  want  to  re- 
turn to  their  seats,  we  will  continue  with  the  hearing. 

Dr.  Freedenberg,  I  understand  it  is  your  turn? 

Dr.  Freedenberg.  Yes. 

Senator  Murray.  Dr.  Karas,  I  assume  you  are  through? 

Dr.  Karas.  Yes,  I  have  testified. 

Dr.  Freedenberg.  OK,  fine.  I  just  wanted  to  make  sure. 

Senator  Murray.  Thank  you. 
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STATEMENT  OF  DR.  PAUL  FREEDENBERG,  FORMER  UNDER 
SECRETARY  OF  COMMERCE,  INTERNATIONAL  TRADE  CON- 
SULTANT, BAKER  &  BOTTS 

Dr.  FREEDENBERG.  Thank  you,  and  I  appreciate  the  opportunity 
to  testify. 

I  worked  on  this  Committee  for  8  years  and  was  involved  in  the 
drafting  of  the  Export  Administration  Act  of  1979  and  1985,  and 
I  recently  saw  Senator  Stevenson  who  noted  that  he  felt  that  he 
is  the  father  of  the  Export  Administration  Act  of  1979,  but  he 
would  not  admit  it  unless  there  was  a  paternity  suit. 

[Laughter.] 

So  it  is  not  something  that  everybody  is  happy  about,  particu- 
larly with  the  current  situation. 

I  thought  I  would  talk — I  will  try  to  be  brief  because  I  know  it 
is  late  in  the  day — I  thought  I  would  talk  particularly  about,  to 
begin  with,  to  talk:  about  the  fact  that  CoCom  is  now  in  the  process 
of  going  out  of  business. 

The  Administration  is  attempting  to  create  a  new  multilateral  or- 
ganization to  deal  with  export  controls  that  would  include  Russia, 
our  former  enemy,  within  its  membership.  Unfortunately,  they  are 
not  likely  to  be  successful  in  creating  an  organization  that  would 
have  anywhere  near  the  discipline,  the  structure,  or  the  coherence 
that  CoCom  had.  Most  importantly,  it  has  already  been  agreed  that 
a  new  organization  will  not  have  the  single-member  veto  that  the 
CoCom  predecessor  had.  That  means  the  United  States  will  not  be 
able  to  block  exports  to  target  countries  by  other  members  of  the 
new  organization  even  if  it  considers  those  exports  dangerous  or 
contrary  to  the  rules. 

In  fact,  the  rules  of  the  new  organization  are  likely  to  be  very 
much  like  the  rules  of  the  current  antiproliferation  organizations 
such  as  the  Australia  Group  and  the  Missile  Technology  Control 
Regime,  organizations  which  have  a  list  of  dangerous  products 
which  members  have  pledged  to  control,  but  which  lack  a  secretar- 
iat, regular  meetings,  or  tight  rules  about  licensing  procedures.  In 
other  words,  they  lack  discipline  and  operate  in  the  manner  of  a 
gentleman's  agreement. 

I  remember  the  representative  from  Boeing  saying  that  a  gentle- 
man's agreement  on  export  credit  was  a  gentleman's  agreement  in 
which  everyone  acted  like  a  cad.  Hopefully  this  is  not  going  to  be 
the  same  case  for  the  new  successor  to  CoCom. 

The  prospect  of  this  arrangement  governing  multilateral  export 
controls  for  the  balance  of  the  decade  is  not  reassuring  to  U.S.  ex- 
porters. They  fear  that  the  United  States  will  get  the  worst  of  two 
worlds,  with  U.S.  companies  losing  sales,  but  target  companies  still 
able  to  obtain  products  from  alternative  sources. 

Now,  to  further  complicate  matters,  the  pace  of  technology  has, 
if  anything,  increased  dramatically  in  recent  years.  The  result  is  a 
world  which  bears  no  resemblance  to  the  one  on  which  our  export 
control  policy  was  based  for  45  years,  and  which  I  administered  for 
3V2  of  those  years.  It  will  be  difficult  to  adapt  the  Export  Adminis- 
tration Act  to  this  new  world.  Let  me  give  you  a  further  complica- 
tion. 

Senator  Murray  you  were  talking  about  the  software  problem.  I 
also  consult  for  the  Computer  and  Business  Equipment  Manufac- 
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turers  Association.  In  earlier  testimony  I  pointed  out  that  the  new 
computer  architecture  allows  for  parallel  processing,  which  creates 
the  capability  to  attain  what  had  been  previously  defined  as 
supercomputer  speeds.  Supercomputer  speeds  can  be  attained  on  a 
work  station  through  parallel  processing  that  also  is  available 
through  a  widely  available  software — that  is,  available  and  can  be 
downloaded  through  INTERNET,  which  is  available  to  and  used 
mostly  by  universities. 

To  complicate  things  even  further,  the  newest  work  stations  and 
computers  all  have  expansion  boards,  as  many  as  16  in  the  latest 
models,  which  can  increase  the  speed  of  the  computer  once  it  has 
been  bought. 

So  you  can  buy  a  computer  that  is  allowable  under  current  ex- 
port rules  and  easily  add,  through  expansion  slots,  new  boards  that 
will  increase  the  speed  of  that  computer. 

Finally,  of  course,  computers  which  were  quite  easy  to  control  in 
the  period  in  which  I  was  administering  export  controls  because 
they  were  room  sized  are  now  desk  top,  and  most  of  them  are  avail- 
able and  can  fit  into  a  car  trunk,  for  example,  and  the  expansion 
slots  can  fit  into  brief  cases.  So  that  makes  the  problem  enormous. 

I  have  given  a  chart  of  what  the  current  speeds  are,  and  I  just 
recommend  that  in  my  testimony. 

[Chart  shown.] 

Let  me  go  on  to  a  recommendation  to  deal  with  a  possible  frame- 
work for  the  new  Export  Administration  Act.  I  had  hoped  to  pro- 
vide my  comments  on  the  Administration's  proposals  for  the  re- 
write of  the  EAA,  but  they  are  not  available  yet.  I  hope  they  will 
be  available  for  you  next  week.  Having  gone  through  that  process 
myself,  I  know  how  difficult  it  is.  The  fact  that  you  have  19  agen- 
cies and  4  departments  is  not  by  accident,  and  it  has  to  do  with 
the  earlier  Congressional  compromises,  usually  poor  compromises, 
which  left  the  situation  ambiguous,  and  none  of  them  want  to  be 
without  responsibility  under  the  new  Act. 

I  call  that  phenomena  the  "march  of  dimes  without  polio."  They 
do  not  want  to  have  their  cause  taken  away  from  them. 

[Laughter.] 

That,  as  I  understand,  is  one  of  the  major  issues  remaining — that 
is,  who  does  what  at  what  time. 

My  alternative  draws  on  work  done  for  the  computer  system's 
policy  project  and  the  Computer  and  Business  Equipment  Manufac- 
turers Association  which  represents  the  major  computer  makers 
and  the  major  high  technology  companies,  4.5  percent  of  our  coun- 
try's GDP. 

They  recommend  a  new  theoretical  structure  for  control  that 
should  be  established  to  guide  policy  makers.  The  lists  should  be 
organized  around  the  following  policy  goals:  To  prevent  the  pro- 
liferation of  weapons  of  mass  destruction;  to  enforce  multilateral 
sanctions;  and  to  deter  terrorist  activity. 

Now  they  have  a  simple  proposal,  but  I  do  not  think  we  have 
time  right  now  to  go  through  it,  so  I  would  say  that  the  important 
thing  is  that  Tier  I,  which  would  be  the  control  list,  consists  of 
products  and  technologies  that  are  required  for  the  proliferation  of 
weapons  of  mass  destruction,  or  missile  delivery  systems. 
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The  Government  would  have  the  discretion  to  require  prior  ap- 
proval for  the  export  of  these  choke-point  products  and  tech- 
nologies. The  key  word  is  "required." 

It  would  be  a  Tier  I  product  if,  indeed,  it  is  required  for  the  pro- 
liferation of  weapons  of  mass  destruction  or  missile  delivery  sys- 
tems. It  would  be  a  product  or  a  technology  with  which  prolifera- 
tion activity  could  not  occur.  A  high  level  of  technological  sophis- 
tication alone  would  not  justify  it  as  a  Tier  I  item. 

I  will  not  go  into  detail  on  the  aspect  of  unilaterals  which  has 
been  touched  upon,  but  I  would  only  note  that  we  have  had  enor- 
mous difficulty  in  this  negotiating  process  to  create  a  new  CoCom 
in  getting  multilateral  cooperation.  We  were  very  aggressive  in  the 
past  at  CoCom. 

The  fact  that  the  U.S.  exercised  the  veto  so  many  times  has  con- 
vinced our  allies  they  do  not  want  to  go  through  that  situation 
again. 

That  will  mean  we  will  have  this  loose  new  organization,  and 
that  is  something  that  has  profound  implications  for  the  Commit- 
tee, because  unless  you  have  a  very  short  list  that  you  compose  and 
you  are  very  clear  about  who  you  are  controlling  it  to,  you  are  es- 
sentially creating  a  system  of  unilateral  controls. 

A  shorter  list  is  most  likely  to  get  multilateral  cooperation. 

Although  I  think  the  lights  were  started  a  little  early,  I  will  still 
try  to  go  to  the  conclusion  and  leave  some  time  for  questions. 

We  live  in  a  world  of  nearly  blinding  technological  and  critical 
change.  As  the  Committee  considers  its  new  legislation,  certain  key 
points  need  to  be  kept  in  mind. 

First,  with  technological  diffusion  and  miniaturization  as  preva- 
lent as  they  are,  it  is  almost  impossible  to  control  technology  or 
keep  it  within  the  described  parameters.  Consequently,  the  man- 
date to  the  executive  ought  to  be  that  the  control  list  should  be 
drawn  as  narrowly  as  possible,  always  keeping  in  mind  that  the  ob- 
jective is  to  control  the  choke-point  technologies  required  for  pro- 
liferation of  weapons  of  mass  destruction.  The  objective  is  not  to 
control  all  sophisticated  technologies. 

Second,  it  may  be  necessary  to  impose  unilateral  controls  tempo- 
rarily, but  multilateralism  ought  to  be  at  the  core  of  any  new  legis- 
lation. 

I  think  the  bill  which  you,  Senator  Murray,  said  you  were  going 
to  be  introducing  deals  with  that  quite  effectively  by  bringing  the 
Congress  in  after  a  6-month  period. 

Finally,  simplification  and  accountability  ought  to  be  the  guide  to 
any  new  Export  Administration  Act  licensing  process.  We  can  no 
longer  afford  a  slow,  inefficient,  and  confusing  licensing  process. 

Given  both  the  threats  and  the  international  competition  we  face, 
we  simply  must  do  better.  That  includes  simplifying  what  will  be 
left  after  the  Export  Administration  Act  is  simplified,  which  is  the 
Arms  Export  Control  Act,  which  is  the  Act  that  controls  software 
that  you  have  been  talking  about. 

I  have  been  in  the  midst  of  licensing  problems  with  regard  to 
that  Act,  and  I  can  tell  you  that,  even  though  I  ran  the  system  for 
3V2  years,  I  was  lost  in  the  maze  between  State  and  Commerce.  I 
essentially  had  the  equivalent  of,  we  could  tell  you  why  we  were 
controlling  that,  but  we  would  have  to  kill  you,  sort  of  attitude. 
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[Laughter.] 

I  think  we  need  to  clarify  that  area,  as  well.  It  is  not  something 
within  the  purview  of  this  Committee,  but  dispute  resolution  and 
simplifying  dispute  resolution  would  be  a  great  help. 

Thank  you,  very  much. 

Senator  Murray.  Mr.  Sokolski. 

HENRY  D.  SOKOLSKI,  NATIONAL  INSTITUTE  FOR  PUBLIC 

POLICY  FELLOW 

Mr.  Sokolski.  Thank  you  very  much. 

It  is  an  honor  to  be  here.  I  worked  up  here  for  8  years,  and  4 
years  in  the  Pentagon,  and  I  am  astonished  that,  as  a  private  citi- 
zen, people  still  want  to  listen  to  me. 

In  any  case,  I  would  like  to  submit  my  testimony  in  full,  along 
with  a  piece  on  proliferation  threats  whicn  perhaps  goes  a  little  bit 
further  than  weapons  of  mass  destruction  as  far  as  thinking  about 
the  future  and  what  the  threats  will  be. 

Senator  Murray.  Your  written  testimony  will  be  entered  into  the 
record. 

Mr.  Sokolski.  Thank  you,  very  much. 

I  sense  some  frustration  in  listening  to  witnesses  and  the  Sen- 
ators here  today  that  there  is  a  desire  to  reduce  controls,  but  there 
also  is  a  need  for  balance  with  regard  to  stemming  proliferation. 

I  share  that  frustration  because  the  last  time  I  testified  Con- 
gressmen in  the  House  were  scolding  me  for  not  having  controlled 
things  more  tightly  vis-a-vis  Iraq. 

So  we  are  now  at  a  different  place  in  time,  and  the  scolding  now 
has  to  do  with  why  are  you  controlling  things  so  much? 

That  said,  the  recommendations  that  I  am  going  to  make — and 
I  think  I  am  just  going  to  cut  to  the  recommendations  instead  of 
the  explanations — can  be  adopted  no  matter  what  level  of  control 
you  choose.  These  recommendations,  I  think,  can  be  adopted  as  a 
counterbalance  to  any  apprehensions  one  might  have  about  pro- 
liferation. 

The  first  recommendation  has  to  do  with  the  Customs  Depart- 
ment. Whether  you  have  an  item  licensed  or  not,  you  must  ship  it 
with  a  shipper's  export  declaration. 

Now  these  declarations  currently  are  done  manually,  by  hand, 
and  they  are  done  usually  after  the  shipment  has  been  made.  The 
declarations  give  very  general  information  about  what  is  in  the  box 
that  is  leaving  the  pier,  but  gives  very  precise  information  about 
who  the  end  user  is. 

It  turns  out  that  Customs  has  been  attempting  for  some  time  to 
computerize  the  system  so  that  people  who  want  to  export  items 
will  be  able  to  pipe  in  their  shipper  declarations  before  the  item  is 
shipped.  And  they  need  only  to  take  one  more  step  once  they  get 
this  system  established  with  some  support  from  the  Hill. 

That  additional  step  is  to  require  preclearance,  if  you  will.  Now 
this  sounds  astounding.  How  could  we  possibly  ask  exporters  to  get 
clearance  before  they  shipped  on  their  shipper  export  declarations? 

The  short  answer  is:  Follow  the  Australian  example.  They  have 
had  this  system  in  place  for  many  years.  Following  this  example 
will  help,  and  I  will  tell  you  why.  Because  as  you  take  controls  off 
items — that  is  to  say,  as  you  increase  the  number  of  things  that  do 
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not  require  licenses — this  may  be  the  only  way  you  can  prevent  bad 
things  from  going  to  bad  places. 

The  way  it  will  work  is  simply  this: 

Customs  knows  who  the  bad  end  users  and  brokers  are,  and  they 
will  check  against  that  list  and  do  the  best  job  they  can.  So  that 
is  the  first  recommendation. 

The  second  recommendation  is  probably  going  against  the  tide 
here  but  I  still  think  it  needs  to  be  brought  up.  Given  that  a  lot 
of  technology  is  complicated,  more,  not  less  referral  of  export  li- 
censes to  other  agencies  is  needed  to  help  spot  the  bad  item  going 
to  a  bad  place.  On  the  other  hand,  it  seems  to  me,  you  need  to  try 
to  reduce  the  amount  of  time  that  review  takes.  Tnat  is  the  com- 
plaint of  industry. 

This  is  eminently  possible.  It  can  be  done.  There  is  a  lot  of  en- 
thusiasm for  creating  jobs  with  computers.  There  are  other  uses  for 
computers.  One  of  them  is  to  computerize  the  referral  system. 

I  don't  know  how  many  times  we  tried  to  get  a  single  computer- 
ized system.  Instead  of  having  Commerce  and  Energy  screen  the  li- 
censes and  hold  everything  up  until  they  had  gotten  done  screening 
things,  and  then  have  them  hand  them  out  to  the  other  agencies, 
and  then  have  meetings  with  bodies  sitting  around  tables  going 
over  each  item  manually,  we  could  have  had,  well  by  now,  a  com- 
puter system  that  would  have  instantaneously  referred  all  of  these 
licenses  automatically  to  the  key  agencies,  and  then  you  could 
lower  the  deadline  for  a  decision.  So  you  do  not  have  to  sacrifice 
review  for  speed. 

The  third  suggestion  that  I  could  make  is  that,  if  you  are  really 
serious  about  destination  controls  and  about  preventing  bad  items 
from  going  to  bad  destinations,  you  need  to  really  rethink  what  you 
want  to  do  in  the  way  of  licensing,  if  indeed,  you  are  going  to  de- 
pend, as  I  heard  some  of  the  witnesses  suggest,  on  destination  con- 
trols. 

I  do  not  think  you  want  to  rely  on  a  system  that  depends  on  the 
naivete  and  foolishness  of  exporters  actually  to  be  so  stupid  as  to 
list  a  bad  destination  on  their  export  license  and  expect  to  get  it 
approved. 

Transshipments  are  the  way  in  which  licensed  items  get  into  bad 
hands.  I  think,  to  keep  yourselves  honest,  you  need  to  focus  on 
what  things  you  want  to  control,  and  try  as  much  as  possible  to 
control  them  for  all  destinations.  To  the  extent  you  are  not  doing 
that,  you  are  kidding  yourselves. 

I  also  had  some  recommendations  on  CoCom,  but  my  light  has 
gone  off.  I  would  simply  highlight  one  of  them,  I  suppose,  since 
there  are  three.  That  is,  that  you  need  to  keep  in  mind  that  China 
and  Russia  may  not  be  Cold  War  threats,  but  they  are  your  biggest 
proliferation  headaches.  And  I  mean  bar  none. 

The  only  other  proliferator  that  conceivably  could  compare  might 
be  the  West  in  its  sharing  of  nuclear  technology  over  the  last  50 
years,  but  that  is  a  strained  argument. 

The  Chinese  and  Russians  are  a  problem.  Not  only  do  they  ex- 
port things,  but  you  must  understand  that  the  biggest  fearing  and 
loathing  that  goes  on  in  central  Europe  and  in  Asia  has  to  do  with 
the  military  buildup  of  China,  which  is  proceeding  on  a  10-,  15-year 
schedule,  and  what  Russia's  foreign  policy  is  going  to  be. 
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If  you  picked  up  the  paper  today,  I  think  you  would  have  found 
stories  about  Russia  basing  troops  in  the  former  Soviet  Republics 
and  Ukraine,  and  Ukraine  trying  to  rethink  whether  it  really 
wants  to  relinquish  its  nuclear  weapons  or  hold  onto  them  and  es- 
tablish a  nuclear  alliance  of  former  Soviet  Republics.  This  is  seri- 
ous. 

CoCom  ought  to  have  as  a  requirement,  then,  that  members 
should  not  threaten  other  members'  security.  In  addition,  all  mem- 
bers need  to  follow  the  rules.  If  they  do  not,  there  should  be  some 
procedures  for  expelling  members. 

I  will  tell  you  one  thing,  both  Russia  and  the  former  Soviet  Re- 
publics care  a  great  deal  about  getting  high  technology.  Do  not  let 
anybody  kid  you  on  that.  They  care  a  great  deal. 

With  regard  to  the  Chinese,  you  are  going  to  have  to  probably 
ask  for  prenotification  of  shipments  to  them,  as  well  as  to  some  of 
the  rogue  states.  It  is  not  a  veto,  but  it  at  least  affords  some  aware- 
ness of  what  people  are  shipping  so  that  diplomatically,  if  some- 
thing really  rotten  is  going,  you  can  say  no  to  it. 

I  will  conclude  my  remarks,  since  I  have  gone  over. 

Senator  Murray.  Thank  you.  And  I  will  turn  it  back  over  to  our 
Chairman. 

Senator  Sasser  [presiding].  Let  me  defer  on  the  questions  and 
ask  Senator  Mack  perhaps  if  he  has  the  first  questions. 

Senator  Mack.  Well,  I  guess  I  pick  up  really  where  one  of  my 
thoughts  was  going  with  the  previous  panel.  It  has  to  do  with  a 
sympathy  for  at  least  what  I  perceive  happening  to  industry  in  its 
efforts  to  export. 

One  of  the  folks  who  talked  with  us  talked  about  how  many 
amendments  there  were.  I  do  not  remember  the  exact  numbers,  but 
they  were  in  the  hundreds  over  a  period  of  years. 

The  way  I  perceive  that  in  particularly  a  smaller  business  trying 
to  adapt  itself  to  this  changing  environment  daily  and  trying  to 
keep  up  with  what  it  can  and  cannot  do,  I  guess  what  I  am  asking 
you  is:  Am  I  over-reacting  to  that?  That,  it  seems  to  me,  is  a  very 
significant  point  that  has  been  raised. 

Mr.  Padilla.  One  of  the  largest  companies  in  the  country,  I  just 
handled  their  problem  of  not  keeping  up  with  these  changes.  They 
are  confusing.  They  are  difficult  to  follow. 

They  have  to  happen — this  is  not  a  small  company,  and  not  a 
company  that  should  miss  it,  and  it  had  just  bought  it  from  an- 
other large  company,  but  it  is  very  hard  to  follow  these  changes. 
It  can  get  you  in  a  lot  of  trouble,  obviously.  Companies  want  to  fol- 
low these  rules,  obviously,  because  they  want  to  follow  the  law,  but 
they  have  extreme  difficulty. 

One  of  the  solutions,  of  course,  is  to  have  a  much  shorter  list  and 
a  simpler  list,  and  we  are  going  to  move  toward  that.  I  think  the 
problem  will  be  the  speed  with  which  we  do  that. 

We  also  have  to  recognize  that  we  had  essentially  controlled  vir- 
tually everything  until  1991.  It  may  be  an  exaggeration,  but  every- 
thing high-tech  we  were  at  the  804-86  control,  that  was  the  begin- 
ning of  controls,  and  that  is  why  you  had  all  this  frustration. 

Once  you  began — and  that  was  across  the  board  for  other  indus- 
tries— once  you  began  to  change  that,  it  came  out  in  drips  and 
drabs,  and  every  month  it  was  another  change. 
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Then  you  also  had  the  new  proliferation  regulations  come  in. 
Those  changed  everything  again,  because  things  that  were  allow- 
able under  the  old  rules  all  of  a  sudden  were  not  allowable.  So  you 
had  liberalization  to  the  east  and  a  more  tighter  regime  to  the 
south  so  to  speak,  to  the  proliferants. 

So  you  left  companies  scratching  their  heads.  That  is  just  some- 
thing that  hopefully  will  be  simplified  in  the  future,  but  it  has 
caused  enormous  problems,  and  not  just  for  small  companies,  but 
for  some  very  large  companies  that  ought  to  know  better  and  who 
are  making  good  faith  efforts,  but  simply  could  not  keep  up  with 
all  these  changes. 

Senator  Sasser.  Did  you  want  to  respond? 

Mr.  Sokolski.  Yes.  There  are  two  kinds  of  problems.  One,  you 
get  industry  coming  up  here  saying:  For  God's  sake,  get  rid  of  these 
controls,  whatever  they  are.  Another  problem  is  a  "60  Minutes" 
program  revealing  that  we  screwed  up,  and  that  Company  X  in 
your  District  actually  has  their  product  at  the  Saad  16  Missile 
Project,  and  now  thev  are  in  a  public  relations  tailspin.  These  are 
two  different  kinds  of  problems. 

It  seems  to  me,  while  you  reduce,  if  you  do  reduce,  the  number 
of  things  you  explicitly  control,  you  want  to  retain — and  this  is  the 
reason  why  Defense  pushed  for  them — some  kind  of  catch-all  con- 
trols, where  important  uncontrolled  items  that  you  find  out  either 
from  the  newspapers,  God  forbid — and  ttts  only  happens  occasion- 
ally, maybe  once  a  year — or  from  industry  are  helping  a  dangerous 
weapons  program  abroad. 

These  regulations  are  called  the  "Enhanced  Proliferation  Control 
Initiative."  Catch-all  controls  have  also  been  in  existence  in  the  nu- 
clear area  for  15  years.  OK?  So  they  work. 

It  seems  to  me  that  is  about  the  best  you  can  do.  Figure  out  what 
you  want  to  control,  focus  on  it,  but  then  leave  some  kind  of  catch- 
all capability  for  the  things  you  surely  are  going  to  miss  because, 
as  you  point  out,  the  technology  is  moving. 

Senator  Mack.  Tell  me  what  you  mean  by  "catch-all." 

Mr.  Sokolski.  To  explain  the  way  it  works  I  will  use  a  very  awk- 
ward case  that  we  had,  called  the  "Consarc  Furnace"  case — I  do  not 
know  if  you  remember  that  but  it  caused  one  of  the  hearings  I  had 
to  come  and  appear  at. 

Senator  Mack.  I  take  it  you  really  relish  the  opportunity  to  come 
to  those  hearings? 

Mr.  Sokolski.  Actually,  I  enjoyed  it.  It  was  my  friends  from 
Commerce  that  were  with  me  that  had  problems.  As  I  remember 
it,  someone  got  fired. 

But  the  fact  of  the  matter  is,  this  furnace  was  not  literally  on 
any  list.  However,  the  Energy  Department  noted  that  they  them- 
selves would  like  to  get  that  kind  of  furnace  to  make  and  melt  plu- 
tonium  pits.  They,  therefore,  required  the  exporter  to  get  a  license 
under  778.3 — one  of  the  hundreds  of  controls  that  had  been  insti- 
tuted in  pursuit  of  the  Nuclear  Regulatory  dimension  of  the  Export 
Administration  Act.  Control  778.3  says  if  you  are  an  exporter  and 
you  know  or  have  reason  to  know — that  is  to  say,  if  someone  calls 
you  up  from  the  agency,  the  CIA,  and  says,  hey,  get  a  license — then 
you  get  a  license. 
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Now,  how  often  was  this  exercised?  Almost  never.  But,  boy,  we 
were  glad  we  had  it  that  day.  And  I  will  tell  you  what,  CONSARC, 
I  bet,  was  very  happy,  too.  Because  you  know  what,  unlike  Leybold 
and  Degussa  who  sold  those  items  in  Germany  and  are  now  spend- 
ing lots  of  money  to  repair  their  reputation,  CONSARC  does  not 
have  to. 

So  there  is  some  other  concerns  at  the  other  end  of  the  spectrum 
besides  how  do  we  promote  exports.  You  want  to  prevent  poten- 
tially bad  ones  from  hurting  industries'  reputations  as  well. 

Senator  Mack.  Well,  part  of  what  some  people  have  said  here  is 
that  it  sounds  relatively  easy — that  is,  to  come  up  with  a  relatively 
small  number  of  items  and  be  very  clear  about  those. 

Then  there  was  another  suggestion  that  you  come  up  with  a  cer- 
tain group  of  countries  and  do  something  special  with  them.  I  can- 
not remember  now  whether  it  was  that  you  just  do  not  sell  any- 
thing to  those 

Mr.  Sokolski.  I  believe  the  Administration  is  trying  to  take  Iran, 
for  example,  where  it  has  a  fair  number  of  unilateral  controls — and 
by  the  way,  ones  that  I  think  make  sense,  given  that  we  are  trying 
to  get  the  rest  of  Europe  and  Western  industry  to  get  behind  us 
on — but  with  that  said,  there  is  a  problem  when  you  just  have  a 
destination  control.  That  is,  nobody  in  their  right  mind  is  going  to 
put  a  shipment  saying  on  it  "North  Korea,  Bomb  Equipment,"  what 
do  you  think? 

[Laughter.] 

The  folks  who  move  things  in  the  system  and  abuse  the  system — 
and  I  do  not  think  there  are  many — send  goods  to  bad  destinations 
without  even  getting  a  license.  They  go  with  a  shipper's  declaration 
and  nobody  checks  it  and  it  is  shipped.  But  the  few  that  might 
abuse  the  licensing  system  surely  are  not  going  to  be  above-board 
about  the  end  user. 

Senator  Mack.  Let  me  just — Oh,  go  ahead,  I  am  sorry. 

Dr.  Karas.  We  at  OTA  are  noted  for  "on  the  one  hand/on  the 
other  hand"  analyses,  leaving  you  further  up  in  the  air,  but  an- 
other problem  raised,  as  you  pointed  out,  is  the  business  of  finding 
the  right  list  of  things  and  then  controlling  only  that.  There  are 
hundreds  of  items  with  Commerce  control  numbers  which  is  the 
basic  list  that  the  Commerce  Department  uses.  Only  one  number 
applied  to  computers,  basically,  or  covering  most  computers.  So  if 
you  took  out  that  one  number — for  example,  we  asked  them  for 
some  breakdown  of  numbers  of  how  things  were  controlled,  and  the 
reason  for  the  control.  Computers  are  controlled  for  several  rea- 
sons. But  we  asked  them  for  things  that  were  controlled  for  nuclear 
proliferation  reasons,  amongst  other  reasons. 

In  1992,  they  approved  11,100  applications  amounting  to  poten- 
tial shipments  of  $9.3  billion  of  nuclear  proliferation  controlled 
items,  and  they  rejected  173  amounting  to  $85  million.  Well,  if  you 
took  out  computers,  just  that  one  item,  the  numbers  changed  from 
approving  11,000  items  to  approving  3,800  items  amounting  to  only 
$1,250  billion.  The  rejections  went  down  to  61  rejections  with  only 
$33  million.  So  number  of  items  does  not  tell  you  much,  either.  It 
is  what  the  fine  details  are  about  when  and  why  is  it  controlled. 

It  is  going  to  be  very  hard  to  write  specific  rules  to  apply  to  these 
general  cases.  That  is  why  the  argument  is  for  some  flexibility 
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here,  and  also  arguments  for  possibly  substituting  information  for 
hard  and  fast  controls.  Then  you  might  find  out  what  the  patterns 
are  to  export  and  import  of  the  target  countries  or  brokers  that  you 
are  concerned  about. 

Senator  Mack.  This  is  my  last  question,  and  it  is  back  to  the 
multilateral  question,  and  I  would  be  interested  in  anyone  who 
wants  to  respond  to  this,  but  I  guess  there  are  two  broad  ap- 
proaches. 

If  we  do  not  get  multilateral  agreement,  there  would  be  those 
who  would  suggest  that  the  United  States  should  impose  a  unilat- 
eral regime,  and  that  we  would  do  that  because  we  need  to  lead 
the  way.  We  need  to  show  the  rest  of  the  world  the  importance  of 
taking  these  kinds  of  actions. 

Then,  I  would  suspect  that  there  would  be  those  who  would  say 
that  the  other  way  to  get  the  attention  is  not  to  do  anything  and 
let  our  companies  compete  basically  on  the  same  basis  that  all 
other  manufacturers  around  the  world  are  competing.  Because  if 
they  are  not  going  to  take  action,  if  other  countries  are  not  going 
to  take  the  kind  of  action  we  believe  ought  to  be  done,  then  prob- 
ably our  most  potent  weapon  is  just  to  get  in  there  and  just  get 
involved  in  competition  with  them  head  to  head. 

We  will  take  our  share  of  the  market. 

Senator  Sasser.  Go  ahead. 

Mr.  Sokolski.  I  am  reminded  when  I  hear  this  debate  about 
multilateral/unilateral  of  two  things:  Tastes  great/Less  filling.  And 
the  second  is  a  comment  by  Einstein  that:  "You  know,  it  is  verv^  im- 
portant to  simplify  as  mucn  as  possible,  but  no  more  than  this. ' 

I  think,  as  I  reflect  on  the  views  of  my  OTA  colleagues  here,  it 
depends.  You  have  got  to  leave  something  left  for  people  like  you, 
the  politicians,  and  the  people  in  tho  Executive  to  have  some  dis- 
cretion as  to  when  you  choose  to  make  an  example,  and  when  not; 
when  you  open  the  sluice  gates  of  competition,  and  when  you  do 
not. 

I  think  it  is  very,  very  foolish  to  try  to  put  in  law  or  science  that 
which  is  more  like  art  and  humanity.  I  think  there  is  a  limit  that 
you  have  to  recognize  and  beyond  which  you  do  not  want  to  try  to 
lay  down  a  hard  and  fast  rule. 

STATEMENT  OF  DR.  GERALD  L.  EPSTEIN,  DHIECTOR,  ASSESS- 
MENT OF  THE  PROLIFERATION  OF  WEAPONS  OF  MASS  DE- 
STRUCTION, INTERNATIONAL  SECURITY  AND  COMMERCE 
PROGRAM,  OFFICE  OF  TECHNOLOGY  ASSESSMENT 

Dr.  Epstein.  Senator,  I  would  like  to  try  to  tie  the  question  of 
multilateral  controls  back  to  the  previous  discussion  we  had  on 
simplifying  the  list. 

The  arguments  have  been  made  that  if  the  list  can  be  simplified 
and  made  smaller,  we  will  be  better  able  to  get  multilateral  agree- 
ment. That  is  a  good  principle,  but  I  think  we  should  realize  that 
we  now  do  have  agreement  in  a  number  of  multilateral  regimes  for 
controlling  items  that  are  related  to  weapons  of  mass  destruction 
today,  and  that  is  with  today's  list,  today's  multilateral  list. 

So  my  guess  is  that  much  of  the  argument  on  streamlining  and 
simplifying  it  pertains  to  the  U.S.  unilateral  controls.  On  the  multi- 
lateral side,  we  already  do  have  agreement  on  a  number  of  lists. 
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Dr.  Freedenberg.  If  I  could  add  there,  before  you  came  in  I 
talked  about  CoCom.  CoCom  is  going  out  of  business.  The  current 
multilateral  regimes  are  in  name  only  in  terms  of  discipline  and  in 
terms  of  regular  meetings  and  in  terms  of  clarification. 

We  are  moving  toward  that  with  the  successor  to  CoCom.  We 
have  no  name  yet.  It  may  be  NoCom.  Because  there  will  be  no  com- 
munication, no  regular  meetings.  We  are  not  even  sure  we  are 
going  to  have  a  secretariat,  which  means  we  will  not  cooperate. 
One  of  the  things  I  worked  on  for  3V2  years  as  Under  Secretary 
was  getting  cooperation  of  third  countries,  getting  countries  like 
Switzerland,  Austria,  Sweden,  and  Finland,  to  cooperate.  In  ex- 
change, they  got  better  treatment. 

If  we  do  not  have  cooperation,  if  we  do  not  have  an  organization 
that  enforces  rules,  we  cannot  have  any  incentive  for  cooperation 
except  our  own  markets,  and  we  are  going  to  have  infinite  foreign 
availability  because  you  cannot — how  do  you  know  what  is  out 
there  if  no  one  will  tell  you  what  they  sold,  or  if  you  have  no  rule 
on  what  is  sold  that  you  are  sure  are  in  force,  and  if  you  have  es- 
sentially no  licensing  so  you  do  not  even  know  what  is  going  out 
of  our  country? 

So  essentially  anything  goes.  I  mean,  not  us  in  this  case,  but  the 
other  countries — so  essentially  the  United  States  will  inevitably  be 
more  rigorous  and  more  onerous  with  regard  to  its  own  companies, 
and  that  is  what  I  said  was  the  major  concern  of  U.S.  companies. 

They  recognize  that  the  United  States  is  a  leader  in  this  area, 
and  it  is  not  going  to  abandon  its  export  control  system  overnight. 
But  we  have  to  have  a  greater  degree — and  I  think  you  have  writ- 
ten about  this;  I  know  the  Committee  has  expressed  some  concern 
in  letters — we  have  to  have  a  greater  diplomatic  effort  right  now 
to  keep  some  kind  of  organization. 

Otherwise,  we  lose  in  two  ways.  We  lose  the  market,  and  we  lose 
the  objective  of  the  regime.  That  is  a  very  dangerous  thing  if  we 
are  talking  about  controlling  these  products  because,  as  was  said, 
illegal  transfer  comes  through  diversion.  It  comes  through  all  sorts 
of  illegal  activities,  and  you  do  not  need  a  lot  of  it  for  a  country 
to  develop  these  types  of  technologies  that  we  are  trying  to  keep 
them  from  developing. 

Mr.  Sokolski.  Mr.  Chairman? 

Senator  Sasser.  Yes. 

Mr.  Sokolski.  I  would  like  to  just  second  that  this  morning. 

At  least  as  much  attention  should  be  focused  on  what  the  Com- 
mittee thinks  CoCom  should  be,  or  its  successor  should  be,  as  on 
revising  the  EAA.  I  would  encourage  the  Committee's  staff  to  col- 
lect their  thoughts  and  their  recommendations  on  this  issue  for  the 
Members. 

One  of  the  things  that  could  be  added,  besides  diplomatic  horse- 
power and  concern,  seems  to  me  to  be  a  minimal  demand  that 
there  be  a  no-undercut-rule  much  like  there  is  in  MTCR. 

What  is  no-undercut?  It  means  the  following.  When  we  deny 
something,  let  us  say  to  my  favorite  countries,  China  or  Iran,  we 
expect  all  members  of  whatever  export  control  regime  we  are  in 
that  has  a  no-undercut-rule  not  to  sell  the  same  item,  to  honor  our 
denial;  not  ask  questions  as  to  why,  but  just  to,  by  God,  follow  suit. 
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Now  that  is  a  weak  form  of  control,  but  it  will  beat  simple  na- 
tional discretion.  I  think  you  have  to  build  up  from  there. 

Also,  prenotification  is  a  principle  which  is  a  weak  form  of  con- 
trol, but  better  than  just  national  discretion.  Certain  things  going 
to  certain  places  have  to  be  announced  to  the  membership  before 
they  are  sent  so  that  if  it  is  really  rotten  somebody  can  say  some- 
thing to  perhaps  stop  it. 

Senator  Sasser.  Thank  you,  Senator  Mack. 

Historically  the  United  States  has  had  the  strictest  export  con- 
trol system,  perhaps  because  we  have  had  more  complex  systems 
to  export,  and  within  CoCom  we  have  pushed  this  position  for  a  pe- 
riod of  many  years. 

Now,  with  CoCom  about  to  expire,  our  partners  abroad  have 
pushed  for  a  national  discretion  regime  to  replace  it.  Many  believe 
that,  once  out  of  a  consensus  regime,  our  partners  will  rush  to  sell 
previously  controlled  items. 

Now,  given  this  context,  it  was  somewhat  curious  to  read  yester- 
day in  the  press  that  our  CoCom  partners  have  rejected  a  proposal 
by  the  United  States  to  liberalize  computer  export  controls. 

I  noticed,  Dr.  Freedenberg,  that  you  were  quoted  in  this  story. 
What  do  you  make  of  this  turn  of  events? 

Dr.  Freedenberg.  Well,  it  is  the  final  set  of  rules.  It  indicates, 
as  I  said,  the  U.S.  leadership  in  this  area.  That  is,  that  we  are 
ahead  in  these  workstation  computers  and  in  the  semiconductors 
and  microprocessor  technology,  and  essentially  our  allies,  and  par- 
ticularly in  this  case  I  believe  the  Japanese  have  some  suspicion 
about  why  we  are  liberalizing  to  the  level  we  are,  but  we  are  going 
to  get  to  a  point  where  we  do  not  have  this  type  of  communication 
afterward,  that  we  do  not  have  these  meetings,  we  do  not  have 
these  rules,  and  I  think  the  likelihood  is  we  will  have  a  gradual 
falling  off  of  the  discipline  within  a  year,  if  we  do  not  get  the  tight- 
er regime  I  was  talking  about. 

So  in  some  sense  it  is  a  very  good  sign  because  we  are  out  there 
where  we  have  liberalized  to  a  level  we  can  compete  at;  another 
level,  however,  it  shows  that  our  allies  still  see  this  as  a  competi- 
tive situation  and  they  do  not  want  us  to  have  this  advantage,  and 
they  do  not  want  to  immediately  break  the  rules,  so  they  are  mak- 
ing trouble  about  what  the  new  list  is  going  to  be.  But  I  do  not  ex- 
pect that  list  to  maintain  its  discipline  if  we  do  not  create  some 
tighter  set  of  rules  in  the  new  regime. 

Senator  Sasser.  This  will  be  my  final  question  because  the  hour 
is  getting  late  here. 

To  our  OTA  friends — in  the  report,  "Proliferation  of  Weapons  of 
Mass  Destruction:  Assessing  the  Risks,"  OTA  states: 

The  most  effective  nonproliferation  measure  is  to  convince  states  to  forego  weap- 
ons of  mass  destruction  as  being  in  their  best  interest. 

I  am  not  sure  we  had  to  write  a  report  to  come  to  that  conclu- 
sion, but 

[Laughter.] 

— but  you  do  cite  obstacles,  and  disincentives,  and  rewards,  and 
security  improvements,  as  policy  tools  to  push  in  the  direction  of 
nonproliferation. 

Now  here  is  my  question:  On  the  scale  of  importance,  where  do 
export  controls  really  fall  with  regard  to  nonproliferation? 
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Dr.  Epstein.  I  think  they  are  an  important  tool.  I  do  not  know 
whether  that  means  7  out  of  10,  or  4  out  of  10,  but  I  think  the 
problem  is  so  hard  that  we  need  to  throw  every  tool  we  have  to  try 
to  do  something  about  it. 

The  bottom  line  is  the  best  answer  is  to  try  and  persuade  states 
that  this  is  not  in  their  interest.  One  way  to  do  that  is  to  make 
pursuit  of  these  programs  so  expensive  and  so  difficult  that  they 
will  decide  they  would  really  rather  do  other  things.  Export  con- 
trols can  play  a  major  role  in  increasing  the  costs  and  increasing 
the  time  it  takes  to  pursue  some  of  these  programs. 

So  as  a  general  statement  I  think  export  controls  can  still  be  use- 
ful. The  problem  is  going  to  be  what  controls  on  what,  and  exactly 
how  do  you  implement  them? 

Dr.  Karas.  Could  I  add  a  point  to  that? 

Senator  Sasser.  Sure. 

Dr.  Karas.  Sometimes  the  best  export  controls  can  do  for  you  is 
to  buy  you  some  time.  You  make  it  a  little  more  expensive.  You 
make  it  take  a  little  longer  than  it  would  have  otherwise,  but  we 
get  there.  But  sometimes  that  time  may  be  valuable. 

We  do  have  recent  cases  of  countries  turning  around  and  decid- 
ing, after  having  gone  very  far  down  the  road,  that  they  did  not 
want  those  weapons  after  all.  So  even  though  they  are  a  temporary 
and  interim  tool,  sometimes  having  been  able  to  buy  that  time  may 
turn  out  to  be  very  valuable  toward  this  larger  goal  of  convincing 
countries  to  go  witnout  them. 

Senator  Sasser.  Just  how  effective  is  the  current  licensing  sys- 
tem in  curbing  proliferation  of  weapons  of  mass  destruction?  How 
do  you  think  it  is  doing? 

Mr.  Sokolski. 

Mr.  Sokolski.  I  think  the  best  way  to  think  about  export  con- 
trols is — you  drive  cars,  I  understand;  you  are  a  car  enthusiast. 

Senator  Sasser.  I  am,  yes. 

Mr.  Sokolski.  So  am  I. 

I  bet  you  you  have  cars,  like  I  do,  that  can  probably  go  more  than 
55  miles  an  hour. 

Senator  Sasser.  I  do. 

Mr.  Sokolski.  You  bet! 

[Laughter.] 

I  do  not  know  about  you,  but  when  my  car  shifts  from  second  to 
third,  it  breaks  pavement,  and  that  is  probably  more  than  55  miles 
an  hour.  I  bet  you  have  a  car  just  like  that. 

Now,  no  one  is  going  to  argue  that  because  we  own  these  cars 
and  we  think  about  going  fast — we  never  go  that  fast  of  course — 
that  we  should  get  rid  of  speed  limits,  let's  say,  or  eliminate  that 
line  down  the  middle  of  the  road. 

I  can  honestly  say — incriminating  myself — I  sometimes  do  go 
over  the  speed  limit,  but  I  have  never  driven  on  the  wrong  side  of 
the  road,  because  that  is  a  bit  too  much. 

I  think  with  export  controls  what  you  have  is  the  ability  to  chan- 
nel the  honest  people,  and  even  the  criminals  to  some  extent.  They 
enable  you  to  catch  people  who  "speed"  persistently  and  to  keep  a 
certain  level  of  civility  in  the  trade. 

Finally,  if  you  want  to  know  where  we  get  our  intelligence  on 
proliferation,  it  has  to  do  with  the  licenses.  It  has  to  do  with  ship- 
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per  export  declarations.  It  has  to  do  with  Customs  officials  enforc- 
ing controls.  Get  rid  of  that  and  we  don't  have  a  clue. 

Senator  Sasser.  I  see. 

One  final  question  here.  It  appears  that  emphasis  is  shifting 
away  from  blanket  policies  vis-a-vis  particular  countries,  and  we 
are  focusing  now  on  the  specific  end-user  industry. 

Increasingly,  the  critical  question  is:  How  will  the  technology  be 
used?  The  need  is  for  greater  assurances  with  regard  to  the  ulti- 
mate end  user  which  I  think  is  clear.  Now,  this  shift  also  implies 
the  need  for  increased  post-sale  verification,  it  seems  to  me.  Does 
the  panel  agree  with  that?  If  so,  are  there  sufficient  resources  and 
institutions  to  do  the  job? 

Dr.  Freedenberg.  Having  run  a  program  that  did  that,  the  an- 
swer is,  no.  At  the  moment,  the  highest  level  of  post-shipment 
checks,  I  remember,  were  done  in  South  Africa  because  we  are  so 
suspicious  of  misuse  of  their  computers,  for  example,  and  that  was 
only  10  percent  of  the  cases. 

In  most  cases  it  was  down  to  2  or  3  percent  of  post-shipment 
checks.  You  are  now  having  far  fewer  licenses,  so  you  may  have  to 
have  far  fewer — you  will  have  more  resources  from  what  is  left  in 
terms  of  checking  out  those  licenses. 

But  it  is  not  an  easy  thing,  and  it  is  something  that  one  has  to 
do.  One  will  have  to  keep  an  organization  around  that  does  that 
sort  of  work  with  some  real  resources,  because  it  is  not  an  easy 
thing.  It  sometimes  means  traveling  long  distances.  It  means  gath- 
ering intelligence  It  means  all  sorts  of  things  that  just  cannot  be 
done  by  looking  at  an  application  or  by  asking  an  individual  once 
in  awhile  if  they  still  have  that  product.  It  also  means  gaining  the 
cooperation  of  foreign  governments  and  making  it  clear  that  you 
care  about  that. 

So,  all  of  this  is  something  that,  as  you  consider  a  bill,  you  have 
to  think  about.  I  would  be  happy  to  talk  about  the  experience  that 
I  had  in  the  bureaucracy  with  regard  to  what  resources  are  nec- 
essary. But  I  would  say  the  simple  answer  is,  it  is  not  as  easy  as 
it  sounds  when  people  recommend  this  as  a  proposal.  It  is  a  very 
difficult  and  time  consuming  effort  to  really  keep  track  of  these 
products  abroad. 

Senator  Sasser.  Well,  gentlemen,  the  hour  has  arrived  to  ad- 
journ the  Committee.  Senator  Riegle  is  tied  up  in  another  Commit- 
tee, but  he  wants  to  include  a  statement  for  the  record.  That  will 
be  submitted  to  the  reporter. 

Thank  you  very  much  for  appearing  here  this  morning.  There 
may  be  additional  questions  to  be  submitted  in  writing.  If  they  are 
forthcoming,  I  am  confident  that  all  of  our  panelists  will  respond 
in  a  timely  fashion  in  full  measure. 

Thank  you,  very  much. 

Mr.  SOKOLSKI.  Thank  you. 

Dr.  Freedenberg.  Thank  you,  Senator  Sasser. 

Dr.  Karas.  Thank  you. 

Senator  Sasser.  The  Committee  stands  in  adjournment. 

[Whereupon,  at  12:35  p.m.,  the  Committee  was  adjourned.] 

[Prepared  statements,  response  to  written  questions,  and  addi- 
tional material  supplied  for  the  record  follow:] 
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PREPARED  STATEMENT  OF  SENATOR  CONNIE  MACK 

Thank  you,  Mr.  Chairman  and  welcome  to  the  International  Subcommittee.  I  look 
forward  to  working  with  you  on  the  Subcommittee  and  particularly  on  the  EAA.  I 
have  to  say  at  the  outset  that  I  am  somewhat  disturbed  about  the  circumstances 
surrounding  this  hearing.  As  the  Chairman  stated,  we  were  originally  slated  to  hear 
from  the  Administration  yesterday  about  their  draft  bill.  This  would  have  allowed 
the  panel  before  us  to  comment  on  the  bill.  I  realize  that  having  to  testify  before 
the  Administration  bill  in  public  puts  you  in  a  somewhat  difficult  position,  and  I 
want  to  assure  you  that  we  will  certainly  want  to  hear  from  you  again,  informally 
at  least,  when  the  Administration  bill  is  finally  unveiled.  Your  comments  and  views 
are  very  important  to  us  and  I  am  sure  the  Chairman  and  I  will  work  closely  to- 
gether to  make  sure  that  you  can  comment  on  the  Administration  bill  more  directly. 

As  you  know,  our  export  control  system  is  well  overdue  for  an  overhaul.  The  Cold 
War  is  over,  our  national  security  interests  have  changed,  and  technology  has 
leaped  far  ahead  of  our  system's  ability  to  adapt.  During  the  Cold  War  we  knew 
what  we  had  to  do  and  we  did  it — not  perfectly,  but  we  did  it — for  40-odd  years. 
Now,  we  need  an  export  control  system  better  attuned  to  the  new  realities,  and  one 
that  can  quickly  adapt  to  a  swiftly  changing  interests,  threats,  and  technologies. 

Clearly,  the  purpose  of  our  export  control  system  is  to  protect  our  national  secu- 
rity. In  an  age  when  rogue  nations,  such  as  Iran,  Iraq,  Syria,  Libya,  and  North 
Korea  are  racing  to  build  up  offensive  arsenals  or  obtain  weapons  of  mass  destruc- 
tion, export  controls  can  be  an  important  tool  to  help  safeguard  our  national  inter- 
ests. I  shudder  to  think  about  what  the  situation  would  be  today  if  Saddam  Hussein 
had  waited  to  finish  his  nuclear  bomb  before  invading  Kuwait. 

By  th"  ~A  of  March,  CoCom,  the  group  of  Western  nations  that  controlled  dual 
use  exports  to  Soviet  bloc  and  China,  will  be  no  more.  While  it  is  certainly  time  to 
replace  CoCom,  the  question  is  with  what?  Will  there  be  an  effective  multilateral 
regime  that  controls  dual  use  technology  to  rogue  regimes  and  the  nations  that  pro- 
liferate to  them?  Or  will  the  U.S.  be  left  holding  the  bag  while  our  allies  trade  hand 
over  fist  in  ways  that  directly  undermine  our  security  interests? 

The  Chairman  and  I,  along  with  the  Chairman  and  Ranking  Member  of  the  Full 
Committee  sent  a  letter  to  President  Clinton  expressing  these  concerns.  As  the  let- 
ter stated,  "With  CoCom  gone  and  with  no  ironclad,  multilaterally  agreed  upon  con- 
trols, Iran,  Iraq,  North  Korea,  and  Libya  will  be  able  to  accumulate  the  technology 
to  build  weapons  of  mass  destruction  with  impunity.  We,  as  a  Nation,  will  be  put 
in  a  difficult  situation,  forced  to  choose  between  unilateral  controls  and  allowing  ex- 
ports that  could  seriously  harm  our  national  security  interests." 

But  the  national  interest  is  no  excuse  for  burdening  U.S.  exports  with  unneces- 
sary bureaucratic  burdens.  There  is  no  reason  our  system  cannot  move  more  quickly 
ana  efficiently  on  license  applications.  Your  economic  health  is  also  in  our  national 
interest  and  the  bureaucracies — and  the  Congress — have  to  recognize  that. 

Again,  I  look  forward  to  your  testimony  today.  Thank  you,  Mr.  Chairman. 


PREPARED  STATEMENT  OF  SENATOR  BARBARA  BOXER 

Mr.  Chairman,  I  want  to  thank  you  for  holding  this  hearing  on  an  issue  that  is 
so  important  to  California. 

California  is  home  to  some  of  the  most  competitive,  fastest  growing  computer, 
software,  and  telecommunications  equipment  companies  in  the  world.  Over  280,000 
Californians  are  employed  by  businesses  that  make  computers,  software,  and  other 
computer  equipment.  Over  27,500  Californians  work  in  companies  that  make  tele- 
communications equipment. 

Freeing  California's  computer,  software,  and  computer  equipment  makers  from 
unnecessary  licensing  restrictions  will  lead  to  more  exports.  Increasing  California's 
exports  means  more  jobs  for  Californians  and  a  stronger  California  economy. 

The  Computer  Equipment  and  Technology  Control  Reform  Act  has  been  intro- 
duced on  the  House  side  by  my  good  friend,  Congressman  Don  Edwards.  I  look  for- 
ward to  working  with  him  and  my  colleagues  on  this  Committee  to  enact  this  impor- 
tant export  control  reform  bill. 

With  the  "Computer  Equipment  and  Technology  Control  Reform  Act,"  we  will 
have  an  export  control  regime  that  is  more  rational,  more  efficient,  and  more  pre- 
dictable. Computers  and  technology  that  should  be  controlled,  will  be  controlled. 
And,  computers  and  technology  that  should  not  be  subject  to  time-consuming  and 
costly  controls,  will  be  freed  from  unnecessary  licensing  requirements  through  a  rea- 
sonable review  process. 
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My  bill  also  attempts  to  better  focus  U.S.  controls  on  those  items  that  can  be  con- 
trolled by  allowing  computers  worth  less  than  $5,000  and  mass-market  computers 
and  equipment  to  be  shipped  without  prior  licensing  approval.  Widely  available 
consumer  products  will  no  longer  be  caught  in  the  time-consuming  and  costly  licens- 
ing net. 

Over  the  past  several  years,  many  of  these  high-tech  industries  have  been  ham- 
pered by  export  controls  that  do  not  reflect  political  and  technological  realities. 

Let  me  say:  export  controls  serve  a  vital  purpose.  Export  controls  are  necessary 
to  contain  the  spread  of  weapons  and  to  prevent  terrorists  from  obtaining  technology 
that  could  threaten  this  Nation's  security.  We  can  all  agree  on  that. 

But,  at  the  same  time,  to  promote  economic  growth  and  job  creation  in  California, 
we  must  support,  not  inhibit,  growing,  export-oriented  industries.  Out-of-date  and 
ineffective  export  controls  serve  as  a  costly  barrier  in  the  global  battle  for  export 
markets. 

For  this  reason,  I  have  introduced  the  "Computer  Equipment  and  Technology 
Control  Reform  Act."  My  bill  requires  the  Department  of  Commerce  to  conduct  an 
annual  review  of  export  controls  on  computers,  software,  and  other  computer  equip- 
ment, and  to  increase  the  control  thresholds  in  accordance  with  this  review. 


PREPARED  STATEMENT  OF  SENATOR  DONALD  W.  RIEGLE,  JR. 

I  want  to  commend  you,  Senator  Sasser,  for  scheduling  today's  hearing  at  which 
the  Committee  will  begin  its  review  of  our  country's  export  control  system,  which 
is  authorized  by  the  Export  Administration  Act. 

The  Export  Administration  Act  provides  a  legal  basis  for  the  export  control  regime 
that  we  have  had  in  place  since  the  beginning  of  the  Cold  War  in  the  late  1940's. 
That  regime  has  been  used  to  deny  the  countries  of  the  former  Soviet  Union  and 
Eastern  Europe  access  to  high-tech  commercial  goods  that  might  be  used  for  mili- 
tary purposes. 

Dramatic  changes  have  taken  place  in  these  countries.  Many  of  the  Eastern  Euro- 
pean countries,  which  in  the  past  we  treated  as  enemies,  now  want  to  join  NATO 
and  become  our  allies.  Russia,  itself,  may  soon  be  our  partner  in  a  CoCom  successor 
regime  that  will  aim  to  deny  militarily  critical  items  to  rogue  nations  that  are  an 
increased  threat  to  world  peace  and  our  national  security.  Clearly  it  is  time  to  re- 
flect these  dramatic  changes  in  our  export  control  legislation. 

Those  are  the  good  changes.  There  are  bad  ones  too — specifically  the  increasing 
proliferation  of  nuclear,  chemical,  and  biological  weapons  and  the  means  to  deliver 
them.  We  no  longer  have  a  monopoly  on  the  manufacturing  of  key  technologies  that 
are  useful  in  proliferation  activities,  and  such  technologies  are  falling  into  the  hands 
of  rogue  regimes,  such  as  Iran,  Iraq,  Libya,  and  North  Korea.  We  have  made  several 
amendments  to  the  Export  Administration  Act  in  recent  years  to  try  to  stem  this 
growing  problem,  but  more  must  be  done  to  ensure  that  technologies  useful  in  mak- 
ing weapons  of  mass  destruction  and  the  means  to  deliver  them  do  not  fall  into  the 
wrong  hands. 

This  hearing  is  timely.  The  Export  Administration  Act  expires  on  June  30  of  this 
year,  and  we  and  the  Administration  working  together  have  the  chance  to  start 
from  scratch,  to  develop  legislation  that  will  reflect  Doth  post-Cold  War  realities  and 
the  increased  proliferation  threat.  We  also  need  to  closely  examine  how  we  can 
make  our  licensing  system  operate  more  efficiently  and  effectively  so  that  U.S.  sales 
are  not  lost  simply  because  of  interagency  disputes  that  cause  needless  delays  on 
licensing  decisions.  Such  a  streamlined  licensing  system  can  help  our  firms  become 
more  competitive  in  export  markets. 

I  want  to  conclude  by  saying  to  you,  Senator  Sasser,  how  much  I  appreciate  your 
leadership  in  this  area,  and  how  important  I  think  it  is.  I  very  much  look  forward 
to  hearing  from  the  witnesses  today  who  will  present  the  views  of  many  of  our  lead- 
ing export  industries.  Next  Wednesday  afternoon  we  will  hear  the  Administration 
present  its  proposal  for  re-writing  the  Export  Administration  Act. 


PREPARED  STATEMENT  OF  SENATOR  ALFONSE  M.  D'AMATO 

Today's  hearing  will  focus  on  testimony  from  industry  representatives  and  pro- 
liferation experts  regarding  the  reauthorization  of  the  Export  Administration  Act 
(EAA).  EAA  is  the  primary  authority  for  controlling  exports  of  civilian  goods  and 
technology  for  purposes  of  national  security,  foreign  policy,  and  domestic  short  sup- 
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ply.  A  short-term  extension  was  passed  on  March  27,  1993  authorizing  the  program 
until  June  30,  1994. 

It  was  my  understanding,  at  the  time  of  the  short-term  extension  almost  a  year 
ago,  that  the  Administration  was  going  to  use  the  time  to  do  a  comprehensive  re- 
view of  all  aspects  of  the  export  control  system.  We  had  hoped  to  receive  their  reau- 
thorization proposal  last  fall  so  that  the  Committee  could  start  the  hearing  process 
in  time  to  meet  the  June  30th  deadline.  Most  recently  we  expected  their  proposal 
at  a  hearing  of  the  Committee  this  week.  The  Administration  has  now  indicated 
that  it  will  present  its  proposal  to  us  next  week.  I  look  forward  to  receiving  it  and 
moving  this  process  forward. 

In  addition,  the  Administration  needs  to  focus  on  a  successor  regime  to  CoCom, 
the  multilateral  body  that  controlled  strategic  exports  to  the  former  Soviet  bloc  and 
which  will  cease  to  exist  on  March  31,  1994.  It  is  my  understanding  that  the  U.S. 
has  proposed  a  new  export  control  regime  that  will  target  the  proliferation  threats 
of  today  but  this  proposal  has  not  been  accepted  by  our  allies  and  CoCom  expires 
a  mere  2  months  from  now.  It  seems  that  moving  forward  on  the  EAA  reauthoriza- 
tion will  depend,  not  only  upon  an  Administration  proposal,  but  also,  upon  the  es- 
tablishment of  an  international  regime  for  multilateral  export  controls. 

Without  a  multilateral  control  regime  in  place,  other  countries  can  export  without 
restriction  to  terrorists  and  predator  nations.  This  will  defeat  the  purpose  of  our 
own  export  controls  and  place  our  domestic  and  international  security  dangerously 
at  risk.  I,  along  with  Senators  Mack,  Riegle,  and  Sasser  have  expressed  our  con- 
cerns about  this  issue  to  the  President  and  await  his  response. 

While  our  witnesses  will  not  be  able  to  comment  on  a  specific  Administration  pro- 
posal, I  look^forward  to  their  other  comments  on  the  numerous  reauthorization  is- 
sues of  tL_  I  '  \  as  well  as  the  elimination  of  CoCom.  Some  of  the  critical  EAA  is- 
sues before  us  include:  specific  technologies  to  be  controlled  and  thresholds  for  con- 
trols; identification  of  countries  that  are  a  threat  to  the  U.S.  or  international  secu- 
rity; the  division  of  licensing  authority  among  agencies;  unilateral  controls;  and, 
sanctions. 

As  we  consider  a  comprehensive  rewrite  of  the  EAA,  we  must  protect  our  national 
security  interests  and  reform  the  current  export  licensing  process  so  than  businesses 
can  effectively  export  legitimate  products.  As  everyone  knows,  our  world  has 
changed  drastically  since  the  original  legislation  was  crafted  in  the  late  1970's.  The 
containment  of  nuclear,  chemical,  and  biological  proliferation  is  now  the  primary 
goal  of  any  export  control  policy  and  I  strongly  believe  the  Export  Administration 
Act  should  be  rewritten  with  these  considerations  in  mind. 

I  welcome  today's  witnesses  and  look  forward  to  moving  this  process  forward. 


PREPARED  TESTIMONY  OF  SENATOR  JUDD  GREGG 
on  S.  1617,  The  High  Technology  Export  Reform  Act 

Mr.  Chairman,  thank  you  for  inviting  me  to  testify  today  before  this  Subcommit- 
tee on  the  issue  of  export  reform,  and  in  particular  on  my  proposal  in  this  area, 
S.  1617,  the  High  Technology  Export  Reform  Act.  I  appreciate  the  opportunity.  I 
wish  I  could  be  comparing  my  bill  to  the  Administration's  proposal,  but  I  under- 
stand one  will  be  forthcoming  next  week. 

The  High  Technology  Export  Reform  Act  amends  the  Export  Administration  Act 
by  removing  burdensome  licensing  requirements  for  exports  of  civilian  computers, 
telecommunications  equipment,  and  certain  semiconductors  unless  they  are  subject 
to  missile  technology  controls  or  destined  to  designated  problem  countries.  The  bill 
attempts  to  correct  the  current  unacceptable  situation,  where  the  huge  bureaucracy 
governing  the  export  of  civilian  high  technology  products  impedes  American  high- 
tech  companies  by  not  allowing  them  to  compete  effectively  internationally  in  a 
product  line  where  we  are  the  world  leader.  Billions  of  dollars  in  export  sales  and 
hundreds  of  thousands  of  jobs  are  lost  each  year  due  to  this  unruly  bureaucracy. 

Our  export  control  regime  throws  up  these  impediments  because  our  current  con- 
trol policy  is  out-of-date.  Today's  export  environment  is  drastically  different  from  the 
way  things  were,  not  only  years  ago,  but  just  months  ago.  Current  license  require- 
ments for  civilian  technology  cater  to  a  Cold  War  world.  While  many  of  these  con- 
trols are  necessary  for  security  reasons,  many  are  anachronisms.  Now  that  the  Cold 
War  is  over,  civilian  products  under  these  controls  are  a  common  commodity,  not 
a  high-tech  threat  to  national  security.  In  most  cases,  the  same  products  are  avail- 
able from  other  countries  without  export  restrictions.  Therefore,  U.S.  industries  are 
facing  difficult  challenges  as  they  attempt  to  compete  internationally.  Due  to  the 
U.S.  export  licensing  process,  our  companies  often  lose  sales  despite  having  the  best 
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product  at  the  best  price.  This  is  because  our  export  control  system  has  become  ob- 
solete and  overly  complex  and  makes  on  time  delivery  of  sales  extremely  difficult, 
sometimes  impossible. 

This  burdensome  licensing  process  causes  U.S.  manufacturers  to  lose  both  sales 
and  credibility.  It  also  causes  us  to  lose  jobs.  A  study  sponsored  by  the  Institute  for 
International  Economics  has  estimated  that  billions  of  dollars  in  civilian  high  tech- 
nology sales  have  been  lost  due  to  the  present  export  licensing  regime.  These  figures 
translate  into  hundreds  of  thousands  of  lost  jobs. 

The  High  Technology  Export  Reform  Act  alters  the  export  regime  currently  gov- 
erning the  high  technology  industry  to  account  for  modern  day  technology  and  inter- 
national competition,  by  reforming  the  manner  in  which  our  government  manages 
export  controls.  Specifically,  the  bill  would  control  exports  of  civilian  technology  on 
the  basis  of  the  country  or  end-user  to  which  the  product  is  destined,  and  whether 
it  is  considered  essential  to  the  development  or  production  of  weapons  of  mass  de- 
struction. Unless  the  destination  is  an  international  "problem  country"  (like  Iran, 
Iraq,  Syria,  the  Sudan,  Cuba,  Vietnam,  North  Korea,  Libya,  and  others),  no  special 
export  requirements  would  be  required. 

Under  the  High  Technology  Export  Reform  Act,  the  U.S.  high  technology  industry 
would  no  longer  confront  a  burdensome  and  time-consuming  licensing  bureaucracy, 
which  deals  with  exports  on  an  order-by-order  basis.  Sales  and  delivery  of  civilian 
computer,  telecommunications,  and  semiconductor  technology  would  no  longer  be 
needlessly  delayed  for  weeks  or  months,  or  sometimes  longer,  as  the  result  of  bu- 
reaucratic referrals  and  jurisdictional  disputes.  Our  high-tech  companies  would  once 
again  be  perceived  as  reliable  trading  partners,  and  would  no  longer  lose  sales  to 
nations  that  do  not  impose  similar  licensing  requirements. 

With  regard  to  issues  of  national  security,  I  believe  that  the  export  of  many  high 
technology  products  should  be  controlled  for  proliferation  and  foreign  policy  reasons, 
and  the  High  Technology  Export  Reform  Act  would  change  only  a  limited  segment 
of  the  overall  export  control  regime.  It  would  affect  civilian  computer,  semiconduc- 
tor, and  telecommunications  technology  only.  Technology  and  products  that  could  be 
used  for  missile,  nuclear,  or  other  munitions  proliferation  purposes  would  remain 
subject  to  all  current  licensing  requirements.  Similarly,  the  export  of  civilian  tech- 
nology to  those  countries  which  our  Nation  has  determined  should  be  subject  to 
broad  export  limitations  would  continue  to  be  restricted. 

With  the  emergence  of  democracy  in  the  former  Soviet  Union  and  in  Eastern  and 
Central  Europe,  many  Western  allies  believe  that  there  is  no  longer  a  reason  to  con- 
trol exports  to  the  former  communist  states.  With  the  dismantlement  of  CoCom  on 
March  31,  1994,  a  new  international  regime  will  come  into  being.  Under  this  new 
regime,  countries  will  be  able  to  use  "National  Discretion"  in  determining  their  li- 
censing procedures  and  policies.  Under  this  new  system,  unless  we  make  changes, 
the  U.S.  Government  might  take  4  weeks  to  approve  a  license,  while  the  French 
only  2  days.  This  would  create  a  competitive  disadvantage  for  U.S.  manufacturers. 
The  U.S.  does  not  need  to  be  disadvantaged  internationally. 

We  should  be  concerned  about  whether  the  Administration  will  aggressively  pur- 
sue a  new  multilateral  agreement.  Yet,  we  cannot  leave  our  old  system  in  place  once 
CoCom  dissolves  while  we  wait  for  a  multinational  agreement  to  be  negotiated. 
While  the  rest  of  the  world  has  moved  on,  we  cannot  rely  on  a  system  developed 
to  respond  to  the  Cold  War. 

With  the  dissolution  of  CoCom  and  the  imminent  arrival  of  an  Administration  re- 
authorization proposal,  we  clearly  confront  an  opportune  moment.  Our  high-tech  ex- 
port control  policy  must  be  reevaluated,  and  some  significant  decisions  must  be 
made.  During  the  process,  the  basic  thrust  of  S.  1617  should  be  taken  into  account. 
We  must  reform  our  export  control  regime  to  focus  our  control  efforts  on  true  na- 
tional security  concerns,  so  as  not  to  unnecessarily  hinder  the  ability  of  the  U.S. 
high-technology  industry  to  be  a  leader  in  the  world  market.  I  look  forward  to  work- 
ing toward  these  goals  with  this  Committee. 

In  closing,  I  would  like  to  thank  the  Electronic  Industries  Association  and  other 
technology  groups  for  their  support  of  S.  1617,  and  I  would  like  to  reiterate  my 
thanks  to  you  for  allowing  me  this  opportunity  to  testify. 
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PREPARED  STATEMENT  OF  CHRISTOPHER  A.  PADILLA 

Chairman,  Export  Controls  Working  Group 

National  Association  of  Manufacturers 

February  3,  1994 

Thank  you,  Mr.  Chairman.  My  name  is  Chris  Padilla,  and  I  am  District  Manager 
of  Federal  Government  Affairs  for  AT&T.  Since  1991,  I  have  chaired  the  Export 
Controls  Working  Group  of  the  National  Association  of  Manufacturers  (NAM),  and 
in  this  capacity  am  pleased  to  appear  before  you  today  to  discuss  an  important  issue 
on  the  Subcommittee's  agenda  for  this  year — the  fundamental  reform  of  the  U.S.  ex- 
port control  system.  In  a  1992  NAM  survey  of  top  U.S.  exporters  who  regularly  deal 
with  the  control  system,  90  percent  of  the  respondents  rated  fundamental  reform 
as  "important"  or  'very  important"  to  their  companies. 

Indeed,  the  President  himself  cited  export  control  reform  as  a  national  priority 
during  the  1992  campaign,  and  followed  up  last  fall  in  his  National  Export  Strategy. 
In  this  landmark  report,  the  President  greatly  eased  controls  on  computer  equip- 
ment, and  urged  further  movement  by  calling  for  "long  overdue  reforms  to  ensure 
that  we  do  not  unfairly  and  unnecessarily  burden  our  important  commercial  inter- 
ests." 

A  real-world  example  makes  it  easy  to  see  why  the  President  has  called  for  fun- 
damental reform.  Let's  assume  for  a  moment  that  you  are  a  U.S.  manufacturer  and 
have  just  signed  a  contract  overseas.  You  discover  that  you  may  need  a  validated 
export  license  to  ship  your  product.  So  you  pore  through  the  1,500  pages  of  the  U.S. 
Export  Administration  Regulations  to  find  out  what  you  need  to  do.  You  fill  out  an 
export  license  application  and  send  it  to  the  Commerce  Department.  In  a  few  weeks, 
or  maybe  a  few  months,  you'll  get  an  answer  back,  or  maybe  a  request  for  more 
information. 

This  chart  (attached)  shows  what  can  happen  in  between.  Your  application  goes 
into  the  maze  of  today's  U.S.  export  control  system.  In  this  system,  we  find  five  Cab- 
inet departments,  four  interagency  working  groups,  three  interagency  escalation 
groups,  three  different  intelligence  agencies,  two  independent  agencies,  at  least 
three  enforcement  entities,  the  Joint  Chiefs  of  Staff,  the  National  Security  Council, 
the  National  Economic  Council,  and  ultimately  the  President  himself.  A  1993  study 
by  Syracuse  economist  David  Richardson  for  the  Institute  for  International  Econom- 
ics estimated  that  this  system  costs  the  U.S.  up  to  $30  billion  per  year  in  lost  ex- 
ports. 

For  over  forty  years,  this  system  was  largely  dedicated  to  implementing  controls 
imposed  by  CoCom  against  Cold  War  adversaries.  But  less  than  two  months  from 
now,  CoCom  will  cease  to  exist.  Its  demise  opens  a  period  of  great  uncertainty  and 
risk  for  the  United  States.  If  we  do  not  move  quickly  to  achieve  export  control  re- 
form, CoCom's  discipline  may  soon  collapse  into  a  loosely  coordinated  system  of  "na- 
tional" (unilateral)  controls.  History  might  then  look  back  on  March  31,  1994  as  the 
export  control  equivalent  of  the  Oklahoma  Land  Rush,  with  foreign  competitors  rac- 
ing to  sell  virtually  anything,  anywhere. 

As  President  Clinton  has  correctly  realized,  incremental  reform  won't  work,  be- 
cause the  system  is  more  than  just  broken.  It  is  inefficient,  costly  to  our  economy, 
and  increasingly  ineffective  in  controlling  access  to  technologies  which  could  pose  a 
threat  to  national  security.  It  needs  to  be  rebuilt  from  the  ground  up. 
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Like  President  Clinton,  the  business  community  thinks  it's  time  for  significant 
change  in  this  area.  Last  October,  a  proposal  fashioned  by  industry  was  embodied 
in  legislation  introduced  by  Congressmen  Toby  Roth  and  Jim  Oberstar  as  H.R.  3412, 
the  Commercial  Export  Administration  Act.  This  bipartisan  bill,  when  combined 
with  sector-specific  measures  like  the  one  Senator  Gregg  discussed  earlier,  would 
achieve  President  Clinton's  goal  of  fundamental  export  control  reform. 

Fd  like  to  discuss  some  specifics  of  the  Roth/Oberstar  bill,  and  to  suggest  some 
questions  that  might  serve  as  benchmarks  against  which  you  can  measure  various 
proposals  designed  to  achieve  President  Clinton's  reform  goals.  We  think  Roth/Ober- 
star more  than  meets  these  criteria,  and  hope  you  will  agree. 

Multilateral  or  Unilateral? 

The  first  question  to  consider  is  whether  a  proposed  system  would  rely  chiefly  on 
multilateral  controls,  or  on  a  loose  collection  of  unilateral  controls  imposed  dif- 
ferently by  various  countries.  Would  the  system  require  multilateral  agreement  on 
what  is  to  be  controlled,  to  whom  exports  are  restricted,  and  under  what  conditions 
licenses  can  be  issued?  Or  does  it  instead  leave  these  some  of  these  decisions  to  the 
discretion  of  individual  governments?  Put  simply,  if  we  can't  sell,  what  assurances 
do  we  have  that  our  allies  won't  either? 

We  believe  Roth/Oberstar  has  the  right  answers  to  these  questions.  The  most  im- 
portant premise  of  H.R.  3412  is  that  the  President  should  impose  national  security 
export  controls  only  on  those  goods  restricted  pursuant  to  multilateral  agreements, 
such  as  the  Missile  Technology  Control  Regime  (MTCR),  the  Australia  Group,  or  the 
Nuclear  Suppliers  Group.  Just  as  importantly,  national  security  controls  should  be 
imposed  only  against  those  countries  or  endusers  which  are  specifically  identified  as 
"targets"  by  a  multilateral  regime.  [See  H.R.  3412,  Section  4(a),  pp.  30-31.] 

Recognizing  that  it  is  often  difficult  to  achieve  multilateral  agreement,  Roth/Ober- 
star creates  incentives  for  countries  to  join  export  control  regimes.  Today,  there  are 
five  major  export  control  regimes.  Some  are  more  effective  than  others,  but  there 
are  few  incentives  for  countries  to  join  any  of  them. 

H.R.  3412  would  offer  preferential  treatment  to  cooperating  countries  by  creating 
a  'license-free  zone"  for  unrestricted  trade  among  members  of  effective  regimes. 
[Section  4(d),  pp.  39-45.]  This  would  eliminate  license  burdens  for  U.S.  trade  with 
responsible  members  of  the  international  community,  and  give  countries  that  don't 
currently  abide  by  technology  control  agreements — such  as  Russia  and  China — a 
strong  incentive  to  sign  up. 

To  facilitate  negotiations,  Roth/Oberstar  establishes  an  18-month  transition  period 
when  existing  controls  would  be  grandfathered  while  the  President  seeks  multilat- 
eral agreement  on  controlled  countries,  endusers,  and  commodities.  [Section  4(d),  pp. 
45-46.]  This  process  of  international  negotiation  will,  quite  naturally,  lead  to  a  rel- 
atively short  control  list  of  truly  sensitive  "choke-point"  technologies.  This  is  critical, 
because  excessively  long  control  lists  only  spur  resistance  from  our  allies,  and  thus 
ultimately  hinder  the  effectiveness  of  control  regimes.  To  ensure  that  we  don't  try 
to  control  goods  that  are  widely  available,  Roth/Oberstar  strengthens  and  broadens 
foreign  availability  procedures,  removing  controls  on  goods  that  are  readily  obtain- 
able on  world  markets.  [Section  3(g),  pp.  22-28.] 

When  and  How  to  "Go  It  Alone" 

The  next  question  to  consider  is  what  happens  in  those  cases  where  multilateral 
agreement  cannot  be  reached.  Does  the  proposal  grant  the  President  discretionary 
authority  to  control  exports  unilaterally  in  case  of  emergencies?  Under  what  cir- 
cumstances, and  for  how  long?  Are  there  mechanisms  to  balance  economic  competi- 
tiveness with  foreign  policy  considerations?  And  can  we  still  act  alone  against 
"rogue  regimes"  when  necessary? 

These  are  difficult  questions,  because  unilateral  export  controls  impose  tremen- 
dous costs  on  the  U.S.  economy  and  do  little  to  prevent  outlaw  countries  from  gain- 
ing access  to  sensitive  technologies.  Yet  sometimes  international  emergencies  might 
require  the  use  of  economic  sanctions.  The  Roth/Oberstar  bill  balances  these  con- 
cerns by  imposing  strict  discipline  on  the  use  of  unilateral  export  controls. 

The  approach  is  not  radical.  Rather,  it  is  taken  almost  verbatim  from  section  7(g) 
of  the  current  Export  Administration  Act,  which  governs  controls  on  agricultural  ex- 
ports. It  preserves  unlimited  discretionary  authority  for  the  President  to  impose  eco- 
nomic sanctions  for  a  period  of  180  days,  during  which  time  it  is  hoped  that  the 
United  States  will  gain  the  cooperation  of  its  allies  in  imposing  economic  sanctions. 
[Section  5(a),  p.  47.]  But  if  this  is  not  successful  and  the  U.S.  still  wants  to  act  alone 
after  the  initial  6-month  period,  H.R.  3412  provides  two  options:  either  upgrade  the 
initial  sanctions  to  a  total  economic  embargo  on  all  exports  and  imports  of  the  target 
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country,  or  seek  the  approval  of  Congress  through  a  joint  resolution  for  the  continu- 
ation of  less-than-total  sanctions.  [Section  5(b),  pp.  54-63.] 

If  the  U.S.  Government  wants  to  send  signals  by  imposing  costs  on  American 
workers  and  the  American  economy,  then  the  signal  should  be  a  firm  and  unyielding 
one  .  .  .  especially  for  outlaw  regimes.  But  if  the  United  States  wishes — despite  the 
economic  costs  and  ineffectiveness  of  unilateral  controls — to  only  sanction  certain 
commodities,  H.R.  3412  requires  the  involvement  of  Congress.  This  approach  was 
written  into  law  in  the  early  1980's  after  the  Soviet  grain  embargo  cost  billions  in 
farm  exports  with  little  apparent  result.  For  over  ten  years,  this  procedure  has 
worked  successfully,  and  has  safeguarded  the  jobs  of  2  million  American  farmers. 
Now  it's  time  to  extend  the  exact  same  protections  to  40  million  American  manufac- 
turing workers. 

An  important  feature  of  H.R.  3412  is  that  neither  the  180-day  time  limit  nor  the 
requirement  for  a  joint  resolution  would  apply  to  sanctions  imposed  pursuant  to  res- 
olutions of  the  United  Nations  or  similar  international  organizations.  [Section 
5(a)(2)(13),  pp.  47-48.]  This  exemption  recognizes  the  value  of  multilaterally-imposed 
U.N.  sanctions,  and  creates  an  incentive  for  the  United  States  to  seek  the  coopera- 
tion of  the  U.N.  in  making  economic  sanctions  leak-proof. 

Fixing  the  System 

Next  it  is  necessary  to  examine  how  export  control  reform  proposals  would  handle 
licensing  procedures  inside  the  U.S.  Government.  When  you  Iook  at  today's  system 
you  see  that  we  have  a  bureaucracy  in  which  anyone  can  say  no,  but  almost  nobody 
can  say  yes.  Who  has  the  final  responsibility  for  deciding  on  export  licenses?  Today, 
it's  often  the  White  House.  Who  is  accountable  when  something  goes  wrong?  Today, 
agencies  point  fingers  at  each  other.  One  should  consider  if  there  is  true  consolida- 
tion into  a  single  administrative  agency,  or  if  the  proposal  only  tinkers  at  the  mar- 
gins. Can  firms  expect  answers  on  their  licenses  in  a  reasonable  time,  or  is  the 
"black  hole"  of  today's  system  perpetuated? 

To  find  the  right  answers  to  these  questions,  Roth/Oberstar  looked  to  a  1991  re- 
port by  a  panel  of  the  National  Academy  of  Sciences.  This  panel  included  William 
J.  Perry,  then  of  Stanford  University  and  now  Secretary-designate  of  Defense,  Ash- 
ton  B.  Carter,  now  Assistant  Secretary  of  Defense  for  Non-Prolife ration,  and  Mitch- 
ell Wallerstein,  now  Deputy  Assistant  Secretary  of  Defense  for  Non-Proliferation. 
The  NAS  panel  called  for — and  Roth/Oberstar  implements — a  Commercial  Export 
Control  Policy  Committee,  consisting  of  the  Secretaries  of  Commerce,  State,  Defense, 
and  Energy  to  establish  broad  policy,  monitor  the  operation  of  the  control  system 
and  resolve  major  disputes.  [Section  6(b),  pp.  68-70.] 

But  to  administer  day-to-day  operations,  the  NAS  panel  recommended  that  the 
"Commerce  Department's  Bureau  of  Export  Administration  should  be  selected  as  the 
single  administrative  agency  for  export  controls."1  Some  may  tell  you  this  is  a  radi- 
cal proposal,  but  it  seems  significant  that  several  members  of  the  panel  that  rec- 
ommended it  are  now  senior  officials  in  the  Defense  Department.  Roth/Oberstar 
simply  takes  their  advice.  [Section  6(a),  pp.  63-68.] 

On  commercial  export  licenses,  Commerce  could  consult  with  other  agencies  as  ap- 
propriate, but  all  license  consideration  would  have  to  be  completed  within  30  days 
and  Commerce  would  have  responsibility  for  deciding  whether  applications  should 
be  approved.  [Section  7(c),  pp.  92-98.] 

Roth/Oberstar  is,  in  fact,  less  sweeping  than  the  NAS  panel  recommendation,  be- 
cause it  does  not  transfer  the  licensing  of  munitions  items,  such  as  combat  aircraft, 
tanks,  or  assault  rifles,  into  the  Commerce  Department.  These  would  remain  under 
the  jurisdiction  of  the  State  Department.  But  commercial  items  currently  on  the 
State  Department's  Munitions  List — such  as  commercial  software  with  encryption  ca- 
pabilities and  civil  aircraft — would  come  under  exclusive  Commerce  Department  ju- 
risdiction. [Section  10(c),  pp.  128-133.] 

Clarity  in  Regulations 

Lastly,  one  should  ask  whether  the  proposals  for  export  control  reform  tell  export- 
ers what  they  need  to  know  in  order  to  effectively  stop  the  sale  of  controlled  tech- 
nologies to  target  countries.  Put  simply,  would  the  system  clearly  identify  for  export- 
ers exactly  which  commodities  are  controlled,  and  to  whom  they  are  restricted? 

We  shouldn't  even  have  to  ask  this  question,  but  believe  it  or  not,  under  today's 
system  licenses  can  be  required  for  countries  not  designated  on  any  control  list.  Any 
commodity,  even  a  pencil  or  paper  napkin,  requires  a  license  if  an  exporter  knows 
or  is  deemed  to  know  that  his  customer  is  involved  in  weapons  proliferation.  This 


1  "Finding  Common  Ground:  U.S.  Export  Controls  in  a  Changed  Global  Environment,"  Na- 
tional Academy  of  Sciences,  1991,  pp.  190-91. 
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"catch-all"  provision  is  particularly  onerous.  It  has  the  principal  effect  not  of  stem- 
ming proliferation,  but  rather  of  shifting  regulatory  and  intelligence  gathering  re- 
sponsibilities— and  all  the  blame  for  failures — away  from  Government  and  onto  hap- 
less exporters. 

The  Roth/Oberstar  alternative  is  simple,  and  takes  the  guesswork  out  of  exporting 
controlled  technologies.  Either  a  good  is  controlled  or  it  isn't.  If  a  specific  good,  tech- 
nology, country,  or  enduser  is  published  by  the  Government  on  the  "Export  Control 
Index,"  it  needs  an  export  license.  Absent  such  a  specific  designation,  no  permission 
to  export  would  be  required.  [Section  3(a),  pp.  7-8.] 

Other  provisions  of  Roth/Oberstar  provide  important  safeguards  to  exporters,  such 
as  ensuring  judicial  review  of  agency  actions  [Section  8(c),  pp.  108-112],  and  protect- 
ing a  firms  ability  to  sell  replacement  parts  and  parts  and  components  that  make 
up  a  de  minimis  portion  of  goods  otherwise  subject  to  controls.  [Section  7(b),  pp.  86- 
92.]  None  of  these  are  revolutionary  ideas;  most  were  put  in  place  by  Congress  over 
the  years  to  safeguard  exporters,  and  are  lifted  directly  from  current  law.  Proce- 
dures for  providing  industry  advice  to  the  Government  are  strengthened.  [Section 
6(d),  pp.  75-79.]  And  enforcement  and  criminal  penalties  for  violation  of  export  con- 
trols are  taken  almost  directly  from  current  law.  [Section  8,  pp.  101-116.] 

That  is  the  essence  of  the  Roth/Oberstar  proposal  for  fundamental  reform — a  pro- 
posal with  support  from  a  growing  coalition  of  over  100  companies  and  business  as- 
sociations. It  is  much  more  than  a  simple  call  for  de-control.  We  believe  Roth/Ober- 
star meets  President  Clinton's  goal  for  fundamental  export  control  reform  through 
responsible,  detailed  proposals  that  will  protect  national  security  and  economic  com- 
petitiveness. We  hope  the  Administration  will  endorse  it  when  it  appears  before  you 
next  week. 

Thank  you. 


PREPARED  STATEMENT  OF  TIMOTHY  DWYER 

Vice  President  &  General  Manager 
Intercontinental  Operations,  Sun  Microsystems,  Inc. 

Executive  Summary 

The  Emergency  Committee  for  American  Trade  ("ECAT")  represents  the  chief 
executive  officers  of  sixty  American  corporations  that  are  among  our  country's  lead- 
ing exporters  and  have  annual  worldwide  sales  of  over  $1  trillion  and  nearly  5  mil- 
lion employees. 

Sun  MICROSYSTEMS,  Inc.,  #139  on  the  "Fortune  500"  list,  is  the  world's  leading 
supplier  of  UNIX -based  computer  workstations,  servers,  and  related  technology.  Sun 
had  sales  of  $4.3  billion  dollars  in  fiscal  1993.  More  than  half  of  Sun's  sales  in  the 
latest  quarter  were  derived  from  exports.  Sun  is  the  second-largest  U.S.  exporter, 
as  a  percentage  of  sales  in  the  Fortune  500,  behind  Boeing  Corp. 

It  is  also  worth  noting  that  the  U.S.  computer  industry  as  a  whole  contributes 
5  percent  of  the  country's  gross  domestic  product,  selling  60  percent  of  its  goods  out- 
side North  America,  or  $74  billion  annually. 

ECAT  and  Sun  Support  the  Export  Control  Reforms  Announced  in  the  Re- 
cent Report  of  the  Trade  Policy  Coordinating  Committee  ("TPCC").  The  Ad- 
ministration has  yet  to  fully  implement  these  proposals;  nevertheless,  they  rep- 
resent a  bold  step  in  the  right  direction.  It  is  our  hope  that  the  Government  will 
continue  to  implement  regulatory  change  that  recognizes  the  acceleration  in  techno- 
logical change.  This  is  the  only  way  that  U.S.  exporters  can  remain  competitive  in 
the  global  marketplace. 

The  Export  Administration  Act  ("EAA")  Requires  Fundamental  Reform  to 
Meet  the  New  Challenges  of  the  Post-Cold  War  Era.  The  reforms  promised 
by  the  TPCC  would  not  fundamentally  change  the  status  quo.  However,  world  politi- 
cal and  economic  imperatives  have  changed  dramatically  since  the  last  time  Con- 
Sess  systematically  reviewed  the  EAA.  Therefore,  we  recommend  that  the  Congress 
:us  at  first  on  three  selected  policy  issues: 

The  Purpose  of  Multilateral  Export  Controls.  ECAT  and  Sun  believe  that 
the  dichotomy  between  national  security  and  foreign  policy  controls  no  longer  is  rel- 
evant. The  new  legislation  should  begin  with  the  proposition  that  only  multilateral 
export  controls,  imposed  in  concert  with  our  allies  for  reasons  that  can  be  clearly 
articulated,  can  hope  to  be  effective. 

Implementation  of  All  Export  Controls  on  Commercial  Products  Under 
One  Statute.  Some  commercial  products  today  are  controlled  under  the  more  re- 
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strictive  Arms  Export  Control  Act.  The  new  legislation  should  require  that  all  com- 
mercial products  be  controlled  under  the  EAA. 

Use  of  a  More  Anticipatory  Approach  to  Control  List  Construction.  We 
start  from  the  basic  premise  that  only  "choke-point''  technologies,  which  are  suscep- 
tible to  control  in  the  first  place,  should  be  on  the  various  multilateral  control  lists. 
However,  we  also  recognize  that  today's  "choke-point"  technology  is  tomorrow's  com- 
modity product.  Therefore,  we  support  indexing,  and  reforms  to  the  foreign  avail- 
ability assessment  procedure,  as  two  means  of  ensuring  that  various  multilateral 
control  lists  continue  in  the  future  to  reflect  the  relentless  advance  of  modern  tech- 
nology. The  current  foreign  availability  process  is  demonstrably  inadequate. 

Finally,  we  recommend  that  the  Government,  through  the  Export-Import  Bank 
and  other  financial  institutions,  make  additional  sources  of  export  financing  avail- 
able so  that  American  companies  can  compete  with  their  Government-assisted  for- 
eign competitors. 

Introduction 

Mr.  Chairman,  Members  of  the  Subcommittee,  I  am  Tim  Dwyer,  Vice  President 
and  General  Manager  of  Intercontinental  Operations  at  Sun  Microsystems,  Inc.  On 
behalf  of  the  Emergency  Committee  on  American  Trade  ("SCAT"),  I  appreciate  this 
opportunity  to  testify  on  the  subject  of  export  controls  before  the  Senate  Banking 
Committee's  Subcommittee  on  International  Finance  and  Monetary  Policy. 

ECAT  is  an  organization  of  the  chief  executive  officers  of  sixty  American  corpora- 
tions that  are  among  our  country's  leading  export  performers,  having  annual  world- 
wide sales  of  over  one  trillion  dollars  and  employing  nearly  five  million  Americans. 

Sun  Microsystems  is  #139  on  the  "Fortune  500"  list,  had  sales  of  $4.3  billion  dol- 
lars in  fiscal  1993,  and  more  than  half  of  Sun's  sales  in  the  latest  quarter  were  de- 
rived foam  exports.  Sun  is  the  second  largest  Fortune  500  exporter  as  a  percentage 
of  sales  (after  Boeing). 

Headquartered  in  California's  Silicon  Valley,  Sun  is  the  world's  leading  supplier 
of  UNLX-based  computer  workstations,  servers,  and  related  technology.  The  com- 
pany has  grown  rapidly  since  its  founding  in  1982,  and  is  a  major  employer  not  only 
in  northern  California,  but  also  in  Massachusetts  and  other  States. 

Summary 

ECAT  and  Sun  support  the  export  control  reform  proposals  announced  recently 
by  the  Administration's  Trade  Promotion  Coordinating  Committee  ("TPCC),  which 
promise  important  interim  relief  to  exporters  of  computer,  telecommunications  and 
software  products.  Nevertheless,  we  believe  that  THE  EXPORT  ADMINISTRATION  ACT 
("EAA")  Requires  Fundamental  Reform,  to  Meet  the  New  Challenges  of  the 
Post-Cold  War  Era.  The  reforms  promised  by  TPCC  are  evolutionary,  not  revolu- 
tionary. In  our  view,  world  political  and  economic  imperatives  have  changed  dra- 
matically since  the  last  time  Congress  systematically  reviewed  the  EAA.  Therefore, 
we  recommend  that  the  Congress  focus  at  first  on  three  selected  policy  issues: 

The  Purpose  of  Multilateral  Export  Controls.  ECAT  and  Sun  believe  that 
the  dichotomy  between  national  security  and  foreign  policy  controls  no  longer  is  rel- 
evant. The  new  legislation  should  begin  with  the  proposition  that  only  multilateral 
export  controls,  imposed  in  concert  with  our  allies  for  reasons  that  can  be  clearly 
articulated,  can  hope  to  be  effective,  and  should  strictly  limit  the  scope  and  duration 
of  any  unilateral  controls. 

Implementation  of  All  Export  Controls  on  Commercial  Products  Under 
One  STATUTE.  Some  commercial  products  today  are  controlled  under  the  more  re- 
strictive Arms  Export  Control  Act.  The  new  legislation  should  require  that  all  com- 
mercial products,  including  commercial  hardware  and  software  incorporating 
encryption,  be  controlled  under  the  EAA. 

Use  of  a  More  Anticipatory  Approach  to  Control  List  Construction.  We 
start  from  the  basic  premise  that  only  "choke-point"  technologies,  which  are  suscep- 
tible of  control  in  the  first  place,  should  be  on  the  various  multilateral  control  lists. 
However,  we  also  recognize  that  today's  "choke-point"  technology  is  tomorrow's  com- 
modity product.  Therefore,  we  support  indexing,  and  reforms  to  the  foreign  avail- 
ability assessment  procedure,  as  two  means  of  ensuring  that  various  multilateral 
control  lists  continue  in  the  future  to  reflect  the  relentless  advance  of  modern  tech- 
nology. The  current  foreign  availability  process  is  demonstrably  inadequate. 

Purpose  of  Controls 

We  begin  where  we  hope  Congress  and  the  Administration  will  begin.  If  the  Con- 
gress is  to  grant  export  control  authority  to  the  Executive  Branch,  than  it  should 
clarify  the  purpose  of  those  controls  in  the  post-Cold  War  era. 
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The  Administration  has  indicated  that  curbing  the  proliferation  of  weapons  of 
mass  destruction  is  a  top  priority.  ECAT  and  Sun  believe  that  nonproliferation  con- 
trols serve  a  useful  purpose.  However,  the  specific  targets  of  these  controls  have  not 
been  articulated  with  the  kind  of  precision  that  is  needed  in  order  to  win  public  un- 
derstanding and  multilateral  consensus. 

Therefore,  ECAT  and  Sun  recommend  that  you  consider  a  sense  of  the  Congress 
resolution  asking  the  President  to  state  the  specific  purposes  served  by  American 
export  control  policy.  Further,  the  new  EAA  should  authorize  imposition  of  export 
controls  only  after  such  controls  have  been  publicly  articulated  and  our  allies  have 
agreed  to  implement  parallel  controls. 

Unless  we  can  convince  our  allies  to  implement  multilateral  controls,  competitive- 
ness of  American  companies  will  be  sacrificed  without  tangible  results.  This  should 
be  anathema  to  the  Congress. 

Let  me  give  you  one  example.  Just  as  American  makers  of  IBM-compatible  per- 
sonal computers  have  been  facing  competition  from  foreign  companies  that  use  off- 
the-shelf  parts  and  manufacture  to  open  standards  for  the  past  ten  years,  Sun  also 
today  faces  significant  competition  from  third  parties  that  manufacture  "clones"  of 
our  computer  workstations. 

Historically,  Sun  has  lost  substantial  sales  to  third  party  manufacturers  of  such 
"clones."  These  companies  manufacture  in  countries  like  Taiwan  and  Korea,  which 
historically  have  not  participated  in  the  various  multilateral  control  regimes,  like 
CoCom.  As  such,  they  nave  been  free  to  sell  their  products  into  markets  which  have 
been  denied  to  Sun — including  Russia,  China,  and  other  countries  proscribed  by 
CoCom. 

The  net  result  has  been  that  Sun  has  lost  sales,  and  Americans  have  lost  jobs, 
without  advancing  the  objectives  of  our  export  control  system.  Where  comparable 
products  are  available  from  sources  that  do  not  share  our  export  control  objectives, 
the  controls  are  a  symbolic  gesture,  at  best.  In  an  era  of  global  competition,  we  sim- 
ply cannot  afford  to  forego  such  sales. 

Clarification  of  Control  Authority 

The  second  topic  I  would  like  to  address  is  the  clarification  of  our  export  control 
legislation,  so  that  all  commercial  products  are  controlled  under  one  statute — the 
new  EAA. 

Currently,  some  commercial  products  (like  general  purpose  computers)  are  con- 
trolled under  the  EAA,  whereas  other  commercial  products  (including  some  commer- 
cial public  domain  and  mass  market  software  which  is  used  on  general  purpose  com- 
puters) is  controlled  under  the  more  restrictive  Arms  Export  Control  Act. 

Again,  I  would  like  to  provide  a  specific  example  based  on  Sun's  experience.  We 
have  developed  a  computer  operating  system  software  program  which  is  necessary 
to  operate  our  workstations.  The  marketplace  demands  that  we  incorporate  a  secu- 
rity feature  into  this  program,  so  that  our  customers  can  protect  their  trade  secrets 
and  confidential  business  data  from  industrial  espionage.  It  no  longer  is  sufficient 
to  lock  one's  door  or  desk  and  to  hire  security  guards  against  potential  theft. 
Encryption  is  essential,  as  more  and  more  of  our  daily  business  is  conducted  elec- 
tronically. 

Despite  market  demand  for  this  feature,  Sun  is  effectively  precluded  from  export- 
ing versions  of  its  software  that  incorporate  encryption,  except  to  Canada.  The  alter- 
natives are  to  offer  no  security,  or  such  a  low  level  of  security  that  overseas  cus- 
tomers purchase  their  encryption  software  from  a  company  outside  of  the  U.S.  Sun 
is  often  precluded  from  bidding  on  foreign  contracts  that  specify  inclusion  of 
encryption  functions  in  the  software. 

It  is  crystal  clear  that  the  current  export  controls  on  encryption  are  a  toothless 
tiger.  The  Software  Publishers  Association  has  documented  over  200  foreign  vendors 
of  encryption  software  outside  of  the  United  States.  Over  half  of  these  products  use 
the  same  encryption  scheme  which  Sun  uses  in  the  versions  of  its  operating  soft- 
ware sold  in  the  U.S.  and  Canada. 

As  a  benchmark,  we  propose  that  if  75  percent  or  more  of  a  product's  users  are 
outside  of  the  military,  then  by  definition  that  product  should  be  considered  to  be 
"commercials"  and  governed  only  under  the  provisions  of  the  new  EAA. 

We  ask  that  Congress  state  clearly  that  all  commercial  products  are  controlled 
only  under  the  EAA.  This  is  consistent  with  the  practice  of  most  (if  not  all)  of  our 
allies,  and  would  provide  a  level  playing  field  which  is  essential  if  American  compa- 
nies are  to  retain  the  leadership  in  international  markets  which  they  now  enjoy. 

Anticipatory  List  Construction 

We  start  from  the  basic  premise  that  only  "choke-point"  technologies,  which  are 
susceptible  to  control  in  the  first  place,  should  be  on  the  multilateral  control  lists. 
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However,  we  also  recognize  that  today's  "choke-point"  technology  rapidly  becomes 
incorporated  into  tomorrow's  commodity  product.  Therefore,  the  various  multilateral 
control  lists  must  be  reviewed  periodically,  in  anticipation  of  the  relentless  advance 
of  modern  technology. 

In  the  past,  ECAT  has  strongly  advocated  indexing  provisions  similar  to  those 
which  were  incorporated  last  session  in  S.  320.  These  provisions  called  for  indexing 
not  only  for  supercomputers,  but  for  all  commercial  products  and  technologies  con- 
trolled under  the  EAA. 

In  retrospect,  we  now  observe  that  even  if  the  indexing  provisions  of  S.  320  had 
been  enacted,  they  would  not  have  been  sufficient,  because  they  start  by  looking  at 
products  and  technologies  that  already  are  in  the  international  marketplace.  It  sim- 
ply takes  too  much  time  to  analyze  the  marketplace,  obtain  international  agree- 
ment, and  publish  new  regulations.  Too  many  times,  we  have  observed  that,  by  the 
time  you  have  proceeded  around  this  torturous  track,  the  technology  under  evalua- 
tion already  is  obsolete! 

In  summary,  indexing  based  on  current  technology,  and  evaluating  the  inter- 
national marketplace  based  on  what  is  already  available  in  comparable  quality  and 
quality  to  U.S.  products,  as  has  been  done  in  the  past,  is  inadequate. 

Technology,  particularly  in  the  computer  and  communications  industries,  is  ad- 
vancing so  fast  and  being  disseminated  abroad  so  quickly  that  the  current  regu- 
latory apparatus  has  not  been  able  to  keep  pace. 

Sun  strives  to  stay  at  the  forefront  of  computer  technology.  We  have  observed, 
and  most  industry  experts  concur,  that  technology  life  cycles  in  our  business  are  less 
than  one  year!  That  means  that  we  must  continually  reinvest  substantial  sums  in 
research  and  development,  just  to  keep  competitive. 

ECAT  supports  the  indexing  concept  embodied  in  Senator  Feinstein's  S.  1496  (the 
High  Technology  Indexing  Act  of  1993).  We  also  note  our  support  for  H.R.  3534,  in- 
troduced by  Representative  Edwards,  which  would  reform  the  foreign  availability 
assessment  process  as  it  governs  computers,  generally. 

It  would  correct  deficiencies  in  the  existing  process,  by  anticipating  how  fast  tech- 
nology will  be  developed  and  disseminated.  When  the  Administration  finds  that  for- 
eign availability  is  likely  to  exist  over  the  next  18  months,  it  would  be  required  to 
take  two  actions.  First,  the  U.S.  Government  would  be  required  to  immediately  de- 
control that  technology  to  allied  and  neutral  countries.  Second,  the  U.S.  Government 
would  be  required  to  propose  decontrol  to  that  level  immediately  to  its  export  con- 
trol regime  partners. 

Happily,  we  can  point  to  one  specific  case  where  this  approach  has  worked.  The 
TPCC  applied  such  an  anticipatory  analysis  to  the  computer  industry  last  fall,  when 
it  published  an  increase  in  the  threshold  for  exports  to  allies  and  neutral  countries 
substantially  in  October,  and  obtained  a  commitment  from  our  allies  at  CoCom  to 
make  an  even  more  substantial  increase  in  December. 

Given  its  demonstrated  success,  the  Congress  should  incorporate  this  anticipatory 
approach  in  the  new  EAA,  in  order  to  update  the  new  EAA  to  reflect  the  realities 
of  global  competition  in  the  1990's. 

Additional  Financial  Assistance  to  Exporters 

Finally,  we  recommend  that  the  Government,  through  the  Export-Import  Bank 
and  other  financial  institutions,  make  additional  sources  of  export  financing  avail- 
able to  American  exporters.  This  Subcommittee  was  briefed  on  this  issue  by  Ken- 
neth Brody  of  the  Export-Import  Bank  last  September  at  the  time  of  the  TPCC  re- 
port. 

Additional  financing  is  essential  so  that  American  companies  can  compete  on  a 
level  playing  field  with  their  government-assisted  foreign  competitors. 

Conclusion 

Mr.  Chairman,  we  are  fortunate  to  be  witnessing  dramatic  political  change  in  the 
systems  of  our  former  adversaries.  Export  controls  may  in  part  have  been  respon- 
sible for  the  fact  that  we  won  the  Cold  War.  However,  we  also  must  keep  in  mind 
the  increasingly  rapid  development  and  diffusion  of  technology  worldwide.  We  can- 
not rest  on  past  accomplishments,  and  we  must  update  the  EAA  to  account  for  new 
political  realities.  With  these  recommendations,  we  have  attempted  to  be  innovative, 
while  at  the  same  time  being  responsible  global  citizens.  We  hope  that  the  Sub- 
committee will  find  these  recommendations  to  be  provocative  and  useful.  We  will 
be  happy  to  work  with  you  to  implement  them  in  the  new  EAA. 
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PREPARED  STATEMENT  OF  MS.  DERREL  DE  PASSE 

Vice  President,  Varian  Associates,  Inc. 
on  behalf  of  the  American  Electronics  Association 

Summary 

To  assure  continuing  competitiveness  of  the  American  high  technology  industry, 
it  is  essential  for  the  U.S.  to  build  a  modernized  system  of  export  controls  which 
reflects  current  political  and  economic  realities  and  does  not  serve  as  a  barrier  to 
trade. 

Continuing  Problems 

Despite  some  recent  improvements,  the  U.S.  export  control  system  remains  a  seri- 
ous barrier  to  trade  and  U.S.  competitiveness.  Even  if  many  dual-use  exports  are 
not  denied  outright,  they  are  often  delayed  by  government  bureaucracy.  These 
delays  result  in  lost  sales  and  may  even  cause  permanent  loss  in  market  share  as 
customers  are  forced  to  develop  alternative  sources  of  supply. 

The  complexity  of  1,500  pages  of  U.S.  rules  and  numerous  agencies  involved  in 
the  process  overwhelms  exporters,  particularly  small-  to  medium-sized  companies 
that  may  be  new  to  exporting.  By  contrast,  U.K.  exporters  deal  with  one  agency  and 
only  145  pages  of  rules.  In  addition,  it  is  notable  that  the  Export  Administration 
Regulations  were  amended  105  separate  times  in  1993 — about  twice  a  week;  130 
times  in  1992  and  114  times  in  1991.  The  Institute  for  International  Economics  re- 
cently estimated  that  overreaching  export  control  regulations  cause  as  much  as  $10— 
12  billion  in  exports  foregone  by  companies  that  are  actually  discouraged  to  enter 
export  markets. 

The  AEA  and  its  member  companies  strongly  support  an  effective  policy  that  cur- 
tails the  proliferation  of  conventional  weapons  and  weapons  of  mass  destruction. 
This  is  imperative.  However,  if  export  controls  are  used  to  administer  a  non- 
proliferation  policy,  then  they  must  be  implemented  multilaterally,  and  must  re- 
strict only  those  goods  that  are  truly  critical  "choke-point"  technologies. 

Legislative  Recommendations 
In  general,  legislation  should  contain: 

•  Congressional  mandate  that  licensing  procedures  include  clear  responsibility  and 
accountability  for  export  control  decisionmaking  and  require  the  licensing  agency 
to  publish  rules  which  clearly  specify  the  products  and  countries  targeted^  for  con- 
trol. 

•  Licensing  rules  that  are  implemented  multilaterally  and  restrict  only  those  goods 
that  are  critical  for  proliferation  activities,  not  merely  those  that  are  useful. 

•  Congressional  mandate  of  a  formal  process  for  measuring  the  economic  impact  of 
export  controls  on  U.S.  industry  and  comparing  those  costs  against  the  controls' 
effectiveness,  as  recommended  by  the  September  29  Trade  Promotion  Coordinat- 
ing Committee  initiative. 

Specific  Bills 

The  most  comprehensive  pending  legislation  adhering  to  the  principles  of  fun- 
damental reform  is  H.R.  3412,  by  Representatives  Roth  (R-WI)  and  Oberstar  (D- 
MN).  We  are  urgently  asking  the  Administration  and  the  Congress  to  support  this 
legislation. 

AEA  believes  the  Committee  should  adopt  as  a  package  the  overall  reform  bill  and 
the  following  extremely  critical  sector-specific  amendments: 

•  For  the  computer  industry,  H.R.  3534,  sponsored  by  Senator  Boxer  and  Represent- 
atives Edwards  and  Cox  in  effect  codifies  the  TPCC  process  by  requiring  the  Gov- 
ernment annually  to  link  export  controls  on  computers  and  related  technology  di- 
rectly to  controllability  and  the  ongoing  advancement  of  technology. 

•  For  the  telecommunications  industry,  H.R.  2912,  by  Representative  Wyden  re- 
quires U.S.  negotiations  with  CoCom  allies  to  remove  export  controls  on  tele- 
communications technology  to  many  countries  of  the  former  Soviet  Union,  Eastern 
Europe,  and  China  which  no  longer  pose  the  same  "national  security"  threats  that 
they  did  during  the  Cold  War;  and 

•  For  the  software  and  encryption  industry,  H.R.  3627,  by  Representative  Cantwell, 
requires  the  removal  of  controls  on  widely-available  software  and  some  hardware 
that  include  "encryption"  or  file  protection  features.  Such  restrictions  on 
encryption  are  a  prime  example  of  the  U.S.  Government  trying  futilely  to  control 
the  uncontrollable. 

Ultimately,  these  bills  should  take  us  down  a  path  envisioned  by  H.R.  3431,  by 
Senator    Gregg     and    Representative    Manzullo,     which    concludes    that    global 
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commoditization  of  commercial  electronics  has  rendered  dual  use  export  controls  in- 
effective. It  therefore  would  decontrol  semiconductors,  telecommunications,  and  com- 
puters. 

Testimony 

Mr.  Chairman,  Members  of  the  Committee,  I  am  Derrel  De  Passe,  Vice  President 
of  Worldwide  Government  Relations  at  Varian  Associates,  Inc.  in  Palo  Alto,  Califor- 
nia. On  behalf  of  the  American  Electronics  Association,  I  appreciate  this  opportunity 
to  testify  before  the  Senate  Banking  Committee  on  the  need  for  fundamental  and 
comprehensive  reform  of  the  Export  Administration  Act.  I  am  accompanied  by  Carol 
Henton,  Varian's  Manager  of  Export  Administration,  who  serves  as  vice  chairman 
of  AEA's  Export  Controls  Committee. 

The  AEA  represents  3,000  American  high  technology  companies  involved  in  vir- 
tually all  sectors  of  electronics,  employing  more  than  2  million  American  workers. 
Many  of  our  members  derive  at  least  half  of  their  total  annual  revenues  from  ex- 
ports. 

Varian  Associates  is  a  $1.3  billion  diversified  international  electronics  company 
that  designs,  manufactures,  and  markets  high  technology  systems  and  components 
for  applications  in  worldwide  markets.  Major  product  lines  include:  radiation  equip- 
ment for  cancer  therapy  and  industrial  inspection;  analytical  instruments  for  science 
and  industry;  wafer  fabrication  equipment  for  the  semiconductor  industry;  and  elec- 
tron tubes,  vacuum  equipment,  and  leak  detectors  for  industrial  and  scientific  proc- 
esses. The  company  has  manufacturing  sites  in  Arizona,  California,  Massachusetts, 
South  Carolina,  and  Utah,  and  employs  almost  8,000  people. 

Today,  I  would  first  like  to  briefly  describe  the  severe  problems  American  export- 
ers face  with  our  Government  bureaucracy,  despite  some  significant  recent  steps  to- 
ward improvement.  Second,  I'll  outline  the  principles  that  we  believe  should  guide 
reform  efforts  and  finally,  I  will  discuss  some  of  the  legislative  efforts  underway 
which  incorporate  those  principles  into  the  effort  to  reform  the  export  control  sys- 
tem. 

Exports  are  key  to  the  growth  of  American  technology  companies  like  Varian  and 
to  the  overall  prosperity  of  the  country.  To  assure  continuing  competitiveness  of  this 
industry,  it  is  essential  for  the  U.S.  to  build  a  modernized  system  of  export  controls 
which  reflects  current  political  and  economic  realities  and  does  not  serve  as  a  bar- 
rier to  grade. 

Despite  some  recent  improvements,  the  U.S.  export  control  system  remains  a  seri- 
ous barrier  to  trade  and  U.S.  competitiveness.  Even  if  exports  are  not  denied  out- 
right, they  are  often  delayed  by  Government  bureaucracy.  These  delays  result  in 
lost  sales  and  may  even  cause  permanent  loss  in  market  share  as  customers  are 
forced  to  develop  alternative  sources  of  supply. 

Furthermore,  the  system  burdens  both  the  Government  and  exporters  with  enor- 
mous administrative  costs.  As  NAM  has  told  you  before,  its  survey  of  American  com- 
panies found  that  the  average  cost  to  U.S.  manufacturers  of  complying  with  export 
control  rules  exceeds  $1  million  annually. 

Moreover,  the  complexity  of  1,500  pages  of  U.S.  rules  and  numerous  agencies  in- 
volved in  the  process  overwhelms  exporters,  particularly  small-  to  medium-sized 
companies  that  may  be  new  to  exporting.  The  Institute  for  International  Economics 
recently  estimated  that  this  problem  causes  as  much  as  $10—12  billion  in  exports 
foregone  by  companies  that  are  actually  discouraged  to  enter  export  markets.  Just 
to  give  you  an  example  of  what  we're  up  against,  the  Export  Administration  Regula- 
tions were  amended  105  separate  times  in  1993 — that's  about  twice  a  week — 130 
times  in  1992  and  114  times  in  1991.  By  contrast,  U.K.  exporters  deal  with  one 
agency  and  only  145  pages  of  rules. 

Let  me  just  draw  your  attention  to  this  chart,  which  those  of  us  in  export  control 
circles  call — and  I'm  sure  you'll  agree — the  "chart  from  hell."  Despite  its  appearance, 
it  is  not  an  organization  chart — it  is  a  Disorganization  chart.  And  it  is  real.  It 
shows  what  the  typical  export  license  is  likely  to  go  through  before  being  approved 
or  denied  or  returned  without  action.  We'd  like  to  cut  the  number  of  boxes  in  this 
chart  down  to  about  two:  the  exporter  and  the  licensing  agency. 

In  the  spirit  of  Vice  President  Gore's  "Reinventing  Government"  initiative,  it  is 
time  to  reinvent  the  system  for  controlling  exports  so  that  it  effectively  promotes 
security  without  jeopardizing  the  technological  competitiveness  upon  which  this 
country's  national  security  and  economic  security  are  grounded. 

Let  me  be  clear:  the  AEA  and  its  member  companies  strongly  support  an  effective 
policy  that  curtails  the  proliferation  of  conventional  weapons  and  weapons  of  mass 
destruction.  This  is  imperative. 
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But  if  export  controls  are  used  to  administer  this  policy,  then  they  must  be  imple- 
mented multilaterally,  and  must  restrict  only  those  goods  that  are  truly  critical 
"choke-point"  technologies. 

Before  I  go  any  further,  I  want  to  point  out  that  AEA  is  quick  to  acknowledge 
a  dramatic  first  step  toward  modernizing  export  controls  taken  by  the  Clinton  Ad- 
ministration's Trade  Promotion  Coordinating  Committee.  As  you  know,  on  Septem- 
ber 29  the  TPCC  announced  proposals  to  liberalize  controls  on  billions  of  dollars  of 
computer  and  telecommunications  exports.  AEA  worked  hard  with  the  Administra- 
tion to  build  the  political  support  necessary  to  make  this  happen,  and  for  this  pro- 
gressive action,  we  applaud  President  Clinton's  leadership. 

However,  even  the  TPCC  agreed  that  these  changes  are  only  a  first  step.  In  its 
report  'Toward  a  National  Export  Strategy,"  it  stated  that  "the  U.S.  Government 
is  committed  to  reforming  the  export  control  policies,  administrative  structures,  and 
decisionmaking  procedures  that  have  developed  over  the  past  50  years."  Toward 
that  end,  we  seelt  your  Subcommittee's  active  support  to  ensure  that  the  TPCC  is 
not  undercut  by  a  rollback  to  a  self-destructive  policy  of  unilateral  export  controls. 

We  must  not  lose  momentum  toward  reform. 

With  the  current  restructuring  of  CoCom  underway,  the  Administration  can  take 
leadership  now  in  formulating  an  export  controls  policy  that  forms  the  basis  for  a 
reformed  EAA  and  a  reformed  CoCom.  A  "wait  and  see"  attitude  won't  do,  despite 
the  possible  desire  of  some  Administration  agencies  to  use  the  CoCom  deliberations 
as  a  pretense  for  delaying  action  on  fundamental  reform.  The  time  is  now  to  rede- 
sign the  EAA  and  CoCom  so  that  the  policy  makes  sense  in  today's  global  security 
and  competitiveness  paradigm. 

Specifically,  what  should  this  legislation  contain? 

First,  it  must  ensure  that  American  exporters  are  not  handicapped  by  unneces- 
sary and  costly  delays.  To  do  this,  Congress  should  mandate  that  licensing  proce- 
dures must  include  clear  responsibility  and  accountability  for  export  control  deci- 
sionmaking and  require  the  licensing  agency  to  publish  rules  which  clearly  specify 
the  products  and  countries  targeted  For  control.  And,  to  repeat,  these  rules  must  be 
implemented  multilaterally  and  restrict  only  those  goods  that  are  critical  for  pro- 
liferation activities,  not  merely  those  that  are  useful.  Finally,  Congress  should  man- 
date a  formal  process  for  measuring  the  economic  impact  of  export  controls  on  U.S. 
industry  and  comparing  those  costs  against  the  controls'  effectiveness,  as  rec- 
ommended by  the  TPCC. 

All  of  these  principles  are  elaborated  in  an  AEA  statement  of  "Principles  for  a 
Modern  Export  Control  Policy"  which  I  would  ask  be  inserted  in  the  record.  This 
seven-point  blueprint,  if  you  will,  provides  elaboration  of  the  kind  of  policy  we  be- 
lieve makes  sense.  It  is  a  frame  of  reference  to  guide  legislative,  regulatory,  and 
multilateral  reforms  of  export  control  policy. 

The  most  comprehensive  pending  legislation  adhering  to  these  principles  of  fun- 
damental reform  is  H.R.  3412,  by  Representatives  Roth  (R-WI)  and  Oberstar  (D- 
MN).  We  are  urgently  asking  the  Administration  and  the  Congress  to  support  this 
legislation.  You  nave  heard  from  Mr.  Padilla  about  the  specifics  of  this  bill.  AEA 
is  glad  to  have  participated  in  the  NAM  industry  coalition  in  the  development  of 
this  legislation  with  Representatives  Roth  and  Oberstar. 

The  hill  should  further  serve  as  the  vehicle  for  additional  provisions  to  reform  ex- 
port control  policies  which  have  had  a  pervasive  and  deleterious  effect  on  key  indus- 
try sectors  over  the  years.  AEA  believes  the  Committee  should  adopt  as  a  package 
the  overall  reform  bill  and  the  following  extremely  critical  sector-specific  amend- 
ments: 

•  For  the  computer  industry,  H.R.  3534,  sponsored  by  Senator  Boxer  and  Represent- 
atives Edwards  and  Cox  in  effect  codifies  the  TPCC  process  by  requiring  the  Gov- 
ernment annually  to  link  export  controls  on  computers  and  related  technology  di- 
rectly to  controllability  and  the  ongoing  advancement  of  technology.  If  specific 
classes  of  computers  are  proven  or  anticipated  to  be  widely  available  with  no  pros- 
pect for  multilateral  control  or  for  meeting  the  controls  objectives,  then  these 
products  must  be  decontrolled; 

•  For  the  telecommunications  industry,  H.R.  2912,  by  Representative  Wyden,  re- 
quires U.S.  negotiations  with  CoCom  allies  to  remove  export  controls  on  tele- 
communications technology  to  many  countries  of  the  former  Soviet  Union,  Eastern 
Europe,  and  China  which  no  longer  pose  the  same  "national  security"  threats  that 
they  did  during  the  Cold  War;  and 

•  For  the  software  and  encryption  industry,  H.R.  3627,  by  Representative  Cantwell, 
requires  the  removal  of  controls  on  widely-available  software  and  some  hardware 
that  include  "encryption"  or  file  protection  features.  Such  restrictions  on 
encryption  are  a  prime  example  of  the  U.S.  Government  trying  futilely  to  control 
the  uncontrollable. 
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Ultimately,  these  bills  should  take  us  down  a  path  envisioned  by  H.R.  3431,  by 
Senator  Gregg  and  Representative  Manzullo,  which  concludes  that  global 
commoditization  of  commercial  electronics  has  rendered  dual  use  export  controls  in- 
effective. It  therefore  would  decontrol  semiconductors,  telecommunications,  and  com- 
puters. 

Mr.  Chairman  and  Members  of  the  Committee,  the  reauthorization  of  the  Export 
Administration  Act  is  one  of  the  most  important  pieces  of  trade  legislation  of  this 
year  and  the  decade.  The  Congress  and  the  Clinton  Administration  nave  an  oppor- 
tunity to  modernize  a  system  that  has  become  ossified  and  out  of  touch  with 
present-day  global  technological  and  security  realities.  We  urge  the  Committee  to 
support  the  above  legislation  to  re-invent  the  export  control  system  and  help  this 
country  maintain  its  technological  lead  around  the  globe. 

Thank  you. 
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AEA  Principles  for  a  Modern  Export  Control  Policy 

The  Administration's  September  29  announcement  that  resulted  in  a  proposal  to  remove  controls  on 
$30-40  billion  in  exports  of  computer  systems  represented  an  important  recognition  of  the  futility  of 
trying  to  restrict  sales  of  dual-use  technology  that  is  or  soon  will  be  in  mass-maricet  quantities  around 
the  world.  This  recognition  should  be  applied  to  controls  on  all  dual-use  technologies,  including 
computers,  telecommunications,  semiconductors,  software,  encryption  and  instrumentation,  among 
others. 

To  the  extent  that  some  continued  controls  are  deemed  necessary  and  a  list  of  controlled  products  is 
maintained,  such  a  list,  whether  for  "national  security",  "foreign  policy"  or  "nonproliferarion"  reasons, 
should  adhere  unwaveringly  to  the  following  principles: 


1.  All  products  and  technologies  on  the  lists  are  controlled  multilaterally  and  equally. 

2.  Only  "chokepoint"  products  and  technologies  (those  without  which  a  weapon  of  mass 
destruction  cannot  be  designed,  built  or  delivered)  that  are  controllable  and  unique  are  on 
the  control  lists. 

3.  All  lists  are  reviewed  at  least  annually  for  effectiveness  with  a  presumption  of  decontrol, 
with  automatic  anticipatory  adjustments  required  for  applicable  technology  in  the  event  that 
the  review  is  not  completed. 

4.  The  U.S.  Government  provides  formal  channels  for  meaningful  industry  consultation 
(including  technical  and  senior  industry  representatives)  on  issues  concerning  inclusion  of 
products  and  technologies  on  the  lists,  and  alternative  measures  to  export  controls. 

5.  The  products  are  controllable:  a)  none  of  the  products  and  technologies  on  the  lists  are 
available  from  countries  outside  of  the  multilateral  control  regimes  or  cooperating  countries; 
b)  they  are  controlled  in  the  same  fashion  by  all  supplier  countries:  and  c)  their  export  is 
capable  of  being  controlled:  i.e..  they  are  not  commodities. 

6.  No  licenses,  support  documents,  assurance  letters,  or  written  commitments  are  required  for 
an  export  of  a  product  or  technology  on  the  lists  to  countries  (or  for  reexports  from 
countries)  which  are  members  of  the  relevant  multilateral  control  regime. 

7.  All  remaining  export  licensing  requirements  are  under  strict  time  limits  to  prevent 
unnecessary  delay  of  shipment.   In  the  event  of  an  export  denial,  specific  reasons  for  denial 
are  enumerated  to  the  exporter  and  a  fast,  simple  means  is  provided  for  appeal. 


AEA  believes  the  Admirustraoon  should  insist  on  the  incorporanon  of  these  principles  in  COCOM 's 
new  nonproliferation  onentation  by  Apnl  1994,  as  agreed  recently  by  the  U.S.  and  its  COCOM 
partners,  and  in  legislation  to  rewrite  the  Export  Administration  Act  by  June  1994.     If  such  principles 
are  multilaterally  and  uniformly  implemented,  the  reform  of  COCOM  and  its  licensing  system  has  the 
potential  for  dramatically  altering  the  overall  structure  and  substance  of  export  control  policy  for  the 
betterment  of  an  effective  nonproliferation  strategy  without  compromising  the  economic  security  upon 
which  today's  national  security  is  grounded.  Deomocr  1993 
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PREPARED  TESTIMONY  OF  BOYD  J.  McKELVAIN 

ON  BEHALF  OF  THE  NATIONAL  FOREIGN  TRADE  COUNCIL 

Mr.  Chairman,  I  am  Boyd  J.  McKelvain,  Senior  Manager  for  International  Trade 
Regulation,  International  Law  and  Policy,  the  General  Electric  Company.  I  am  ap- 
pearing today  on  behalf  of  the  National  Foreign  Trade  Council.  The  Council  is  an 
association  of  over  500  U.S.  business  enterprises  engaged  in  all  aspects  of  inter- 
national trade  and  investment.  Its  primary  purpose  is  to  promote  policies  which  en- 
hance member's  global  competitiveness  and  support  an  open  international  trading 
system.  The  members  account  for  approximately  70  percent  of  the  Nation's  non-agri- 
cultural exports. 

Most  of  us  think  of  export  controls  in  terms  of  those  restrictions  aimed  at  denying 
our  adversaries  the  specific  civilian  goods  and  technology  that  have  a  militarily  criti- 
cal dual  use — things  like  advanced  computers,  telecommunications,  and  software. 
Now  as  the  Soviet  military  threat  to  the  security  of  the  United  States  and  its  allies 
has  receded,  we've  begun  to  dismantle  those  restrictions  along  with  the  disciplined 
multilateral  CoCom  machinery  that  permitted  a  measure  of  success  in  the  denial 
objective. 

But  our  laws,  regulations  and  Government  institutions  now  are  focussing  increas- 
ingly on  the  use  of  export  controls  to  accomplish  a  variety  of  foreign  policy  objec- 
tives. In  particular,  we're  focussing  export  controls  on  attempting  to  bring  about 
changes  in  the  policies  and  behavior  of  national  governments  in  relation  to  weapons 
proliferation,  violation  of  human  rights,  and  support  of  international  terrorism.  And 
in  some  cases,  in  spite  of  the  acknowledged  futility  of  achieving  any  effect  on  the 
target,  we  deny  U.S.  exporters  and  their  foreign  affiliates  and  customers  access  to 
a  marketplace  simply  to  achieve  the  symbolic  effect  of  "signalling"  that  the  United 
States  Government  disapproves  of  the  other  Government's  behavior. 

Even  U.S.  exporters  and  their  foreign  partners  and  customers  in  sectors  outside 
the  high-tech  arena  now  are  having  to  learn  to  deal  with  a  whole  range  of  U.S.  uni- 
lateralexport  restrictions  and  sanctions  targeted  at  the  big  emerging  markets  of  the 
newly  industrialized  and  industrializing  world.  The  impact  of  this  trend  will  fall 
most  heavily  on  the  capital  goods  sectors  of  the  economy.  Sectors  where  some  of  our 
best  jobs  are  concentrated — aerospace,  transportation,  construction,  power  systems, 
and  industrial  equipment.  U.S.  products  from  these  sectors  have  enjoyed  a  good-will 
advantage  over  European  and  Japanese  competitors  in  the  newly  industrialized  and 
industrializing  world.  But  the  focus  of  international  competition  over  the  rest  of  the 
90's  will  be  directed  increasingly  on  the  rapidly  growing  infrastructure  equipment 
and  services  markets  of  these  countries  because  oi  their  phenomenal  growth  and  be- 
cause home  markets  are  flat. 

Unfortunately  for  U.S.-based  competitors,  these  big  emerging  markets  are  found 
among  the  extensive  lists  of  so-called  "sensitive  countries"  where  our  export  control 
laws  and  institutions  have  begun  to  focus  their  attention. 

Export  controls  have  become  the  U.S.  weapon  of  choice  for  influencing  the  behav- 
ior of  the  developing  countries.  The  perceived  national  security  needs  of  these  gov- 
ernments often  create  a  motivation  to  acquire  both  conventional  and 
nonconventional  weapons,  and  their  cultures  and  values  may  be  at  variance  with 
those  of  the  United  States.  The  central  issue  is  whether  adequate  consideration  is 
being  given  to  the  relative  effectiveness  and  cost  of  export  controls  for  changing  the 
undesirable  behavior  of  other  governments. 

Our  companies  are  finding  an  increasing  customer  perception  of  political  risk  in 
doing  business  with  U.S.  suppliers  rather  than  our  European  and  Japanese  competi- 
tors, and  U.S.  leadership  in  these  crucial  markets  is  being  displaced  for  generations 
to  come. 

The  latest  IMF  data  on  the  exports  of  the  U.S.,  Japan,  and  the  EC  tell  a  troubling 
story  for  the  United  States.  Our  worldwide  share  of  the  merchandise  exports  of  the 
three  is  a  respectable  one  third.  But  to  six  of  the  most  important  developing  mar- 
kets where  the  U.S.  imposed  a  mix  of  unilateral  export  sanctions,  our  share  is  only 
one-fifth.  The  1992  shortfall  for  our  exports  to  China,  India,  Pakistan,  South  Africa, 
Iran,  and  Syria  was  $9.2  billion.  That  equates  to  more  than  180,000  jobs  that  might 
have  been  available  in  our  work  force. 

Even  in  industrial  countries,  the  process  of  designing  out  U.S.  products  to  avoid 
our  unilateral  reexport  control  policies  continues.  Highly  visible  products,  such  as 
aircraft,  for  which  we  have  enjoyed  a  competitive  lock  were  just  too  tempting  to 
those  willing  to  spend  U.S.  jobs  and  income  to  send  political  signals.  Now  we've  seen 
our  lock  broken  as  foreign  manufacturers  designed  around  our  ability  to  deny  their 
exports  to  those  markets,  and  we  face  international  competition  strengthened  by  our 
own  foreign  policy. 


59 

This  trend  must  be  reversed  if  we  are  to  avoid  long-term  damage  to  our  country's 
economic  security.  Proof  that  we  can  no  longer  afford  undisciplined  export  policies 
toward  these  countries  is  demonstrated  by  the  fact  that,  even  with  the  burden  of 
these  unilateral  burdens,  last  year's  U.S.  exports  to  the  top  twelve  "sensitive  coun- 
tries" were  more  than  half  as  much  as  we  exported  to  the  entire  European  Commu- 
nity. And  significantly,  these  economies  are  growing  at  seven  to  ten  percent  per  year 
while  our  traditional  trading  partners  struggle  to  stay  even. 

We  compliment  the  Clinton  Administration  for  the  work  of  the  Trade  Promotion 
Coordinating  Committee  and  related  commitments  to  overhaul  the  policies  and  sys- 
tem of  export  controls.  The  President's  personal  intervention  to  bring  about  the  ap- 
propriate decontrol  initiatives  for  computers  was  dramatic.  But  it  is  essential  that 
mechanisms  be  established  in  law  to  assure  an  ongoing  process  that  does  not  re- 
quire the  President's  personal  intervention  in  all  the  sectors  suffering  the  burden 
of  unnecessary  export  controls. 

The  TPCC  Report  stated  that  the  Administration  would  eliminate  by  the  end  of 
1993  those  unilateral  dual-use  export  controls  and  policies  that  are  not  essential  to 
overriding  national  interests  or  required  by  statute.  We  still  hope  to  see  this  prom- 
ise kept,  even  if  not  on  schedule. 

A  number  of  very  good  reform  proposals  have  been  introduced  in  Congress.  We 
especially  compliment  Mr.  Roth  and  Mr.  Oberstar  for  their  bill,  H.R.  3412,  which 
adopts  key  principles  that  arise  from  industry's  difficult  experiences  over  the  past 
40  years — multilateral  controls  as  the  central  feature,  strengthening  the  policy 
standards  for  foreign  policy  controls,  conforming  nonproliferation  controls  to  the 
same  strict  policy  standards  as  developed  for  national  security  controls,  license  free 
zones  for  countries  that  cooperate  with  the  United  States,  and  timely  export  licens- 
ing through  better  governmental  efficiencies. 

We  note  that  the  current  Export  Administration  Act,  in  its  Declaration  of  Policy, 
establishes  a  clear  presumption  against  the  use  of  export  controls.  Moreover,  the 
Declaration  requires  the  prior  "full  consideration  of  the  impact  on  the  economy"  and 
would  limit  controls  to  the  extent  required  to  further  significantly  the  Nation's  for- 
eign policy.  Serious  observers  might  wonder  about  the  record  of  compliance  over  the 
years  with  the  Act's  Declaration  of  policy.  Indeed,  the  Council  on  Competitiveness 
has  just  released  a  study  examining  the  performance  of  the  current  Administration 
against  its  own  avowed  intent  to  fully  consider  issues  of  economic  security  in  foreign 
policy  decisions.  Numerous  actual  export  control  cases  were  studied  to  determine 
whether  economic  factors  have  received  full  consideration  and  weight  in  decision- 
making. 

So  even  with  the  best  of  intentions,  there  is  little  to  demonstrate  that  the  use  of 
foreign  pobcy  export  controls  is  different  from  that  observed  by  the  GAO  in  1986. 
Specifically,  the  GAO's  report  concluded  that  the  controls  permit  competing  foreign 
firms  to  capture  U.S.  market  share  (meaning  jobs  and  income)  because  there  is  no 
requirement  to  assure  that  the  controls  must  result  in  denying  anything  to  the  tar- 
get country. 

The  1986  GAO  report  made  the  point  that  we  continued  to  observe  in  1993:  re- 
gardless of  its  cost,  removal  of  a  unilateral  foreign  policy  export  sanction  is  virtually 
impossible  even  when  there  is  no  hope  of  affecting  another  government's  behavior  be- 
cause the  act  of  removal  may  signal  a  weakening  of  U.S.  commitment  against  the 
other  government's  policies. 

Three  of  the  case  studies  of  the  Council  on  Competitiveness  involved  decisions  in 
1993  that  turned  on  this  political  fact  of  life.  The  estimated  loss  to  the  U.S.  economy 
is  $4  billion  per  year. 

We  cannot  afford  not  to  impose  further  discipline  on  a  system  that  permits  such 
waste  of  our  country's  economic  security. 

But  there  is  a  lawmaking  challenge  as  well.  Executive  decisionmaking  is  com- 
plicated by  the  proliferation  of  sanctions  requiring  export  denial  that  come  through 
various  other  legislative  sources  which  ultimately  affect  the  implementation  of  the 
Export  Administration  Act.  A  complex  web  of  uncoordinated  and  sometimes  conflict- 
ing sanctions  provisions  have  been  imposed  by  amendments  to  other  laws  such  as 
the  authorizing  legislation  for  the  State  and  Defense  Departments  and  the  Foreign 
Assistance  Act. 

Export  decisions  often  are  controlled  and  sometimes  deadlocked  by  unforeseen 
and  unintended  interactions  of  laws  and  regulations  that  have  not  had  the  benefit 
of  careful  analysis  and  coordination  before  being  enacted  and  implemented.  For  ex- 
ample, the  Executive  Branch  puzzled  for  almost  two  years  over  how  to  handle  hun- 
dreds of  export  applications  for  benign  products  to  the  Indian  Space  Research  Orga- 
nization while  hapless  exporters  caught  in  the  blind  maze  lost  their  businesses  and 
jobs. 
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In  the  same  manner,  we  see  a  further  increase  in  the  already  excessive  number 
of  agencies  involved  in  export  decisionmaking.  We  do  not  favor  the  measure  re- 
ported by  the  Senate  Foreign  Relations  Committee  (S.  1182)  on  September  14.  That 
Dill  would  require  the  referral  to  the  Arms  Control  and  Disarmament  Agency 
(ACDA),  the  NRC,  and  the  Defense,  Energy,  and  State  Departments  of  every  license 
application  which  has  been  submitted  to  the  Commerce  Department  for  each  item 
controlled  for  nuclear  nonproliferation  reasons.  Procedurally,  we  favor  having  a  sin- 
gle control  list  and  a  single  agency  handling  the  processing  and  referral  for  licenses 
within  established  policy  guidelines.  This  same  approach  was  proposed  by  the  Na- 
tional Academies  and  most  other  private  sector  bodies  that  have  studied  the  organi- 
zational issue. 

Finally,  it  is  our  strong  belief  that  restoration  of  faith  in  the  long-term  reliability 
of  U.S.  suppliers  requires  maintaining  and  strengthening,  in  law,  the  necessary 
standards  and  disciplines  against  which  any  future  export  controls  will  have  to  be 
measured.  In  the  following  specific  recommendations  we  address  the  need  for  stand- 
ards that  recognize  the  requirements  of  the  geopolitical  environment  as  well  as  our 
country's  economic  security;  to  harmonize  the  current  confused  and  counter- 
productive sanctions  laws;  and  to  provide  the  opportunity  for  citizens  to  petition  the 
courts  in  regard  to  Government's  compliance  with  such  standards. 

1.  Restrictions  on  unilateralism  provided  in  the  present  "National  Security"  sec- 
tion of  the  Act  should  be  extended  to  apply  to  all  controls  that  aim  to  restrict  access 
to  specific  U.S.  goods,  technology,  and  services.  In  particular: 

•  The  foreign  availability  standards  and  procedures  should  be  broadened  to  cover 
controls  imposed  on  listed  items  regardless  of  the  stated  reason  for  control.  This 
is  the  single  most  important  concept  in  eliminating  ineffective  restrictions  on  U.S. 
goods  in  international  trade. 

•  Realistic  limits  on  the  amount  of  time  during  which  controls  may  be  imposed 
without  effective  multilateral  cooperation  should  apply  to  all  such  controls.  U.S. 
firms  need  to  be  able  to  show  that  users  of  U.S.  goods  will  not  be  treated  less 
favorably  than  those  doing  business  with  foreign  competitors. 

•  De  minimis  limits  on  reexport  control  of  U.S. -origin  parts,  components,  and  tech- 
nology used  in  foreign-made  goods  and  technology  must  be  extended  across  the 
board  if  we  are  to  avoid  acceleration  of  the  designing-out  of  U.S.  goods  in  the  glob- 
al marketplace. 

2.  Standards  should  be  created  and  codified  for  the  use  of  export  controls  that  rec- 
ognize the  new  geopolitical  environment  and  requirements  of  national  economic  se- 
curity. 

•  Authority  to  impose  a  unilateral  control  or  sanction  should  be  limited  to  the  Presi- 
dent alone. 

•  Prior  consideration  of  alternatives  to  export  controls  and  comparison  of  their  rel- 
ative cost-effectiveness  in  achieving  a  specifically  identified  purpose  should  be  re- 
quired and  reported  to  Congress  on  a  timely  basis. 

— Reports  should  be  provided  to  Congress  (i)  to  explain  the  prior  analysis  and  ra- 
tionale of  the  control  when  it  is  imposed  and  (ii)  periodically  thereafter  to  de- 
scribe the  measured  effectiveness  against  the  purpose  and  reason  for  continuing 
in  lieu  of  other  measures. 

— "Demand  side"  measures  that  have  been  suggested  as  less  costly  to  our  coun- 
try's vitally  important  interests  of  jobs  and  economic  security  include  diplomatic 
recognition/isolation,  access  to  international  financing  sources,  security  assur- 
ances, withdrawal  of  aid  and  assistance,  and  denial  of  landing  rights.  Those 
who  would  engage  in  programs  to  acquire  weapons  of  mass  destruction  should 
be  offered  alternatives  that  remove  the  incentive  for  such  weapons. 

•  End-use  and  end-user  restriction  on  transactions  should  be  limited  to  controllable 
goods  and  services  identified  and  listed  on  the  basis  of  their  being  required  to 
achieve  the  target  proliferation  activity. 

— Present  "catch-all"  controls  should  be  eliminated  in  favor  of  criminal  sanctions 
against  those  found  willfully  assisting  in  targeted  programs  for  the  proliferation 
of  weapons  of  mass  destruction.  Only  a  tiny  fraction  of  goods  and  services  have 
a  potential  material  benefit  to  proliferation  activities.  By  imposing  a  require- 
ment to  screen  all  transactions,  a  confusing  knowledge  standard,  and  a  blind- 
maze  licensing  process,  these  controls  have  created  an  unrealistic  and  useless 
burden  on  virtually  all  Americans  competing  in  a  significant  portion  of  the 
world  marketplace. 

•  Overlapping  controls  by  different  agencies  should  be  identified  and  eliminated 
through  a  requirement  for  integration  of  regulations  affecting  U.S.  exports;  e.g., 
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— Rationalization  of  the  U.S.  Munitions  List  should  be  completed  and  clear  stand- 
ards for  jurisdiction  determination  and  dispute  resolution. 

— Treasury's  controls  should  not  be  permitted  unwittingly  to  "trump"  Commerce's 
authorization  of  international  transactions. 

3.  Existing  sanctions  legislation  should  be  harmonized.  Various  legislative  sanc- 
tions against  foreign  governments  or  firms,  adopted  piecemeal,  form  an  incoherent 
and  confusing  set  of  standards  which  potentially  can  operate  against  overall  na- 
tional interests.  These  provisions  should  be  rationalized  under  the  EAA. 

— Consolidate  and  rationalize  existing  sanctions  provisions  in  other  statutes  into 

a  single  section  of  the  new  Act. 
— Permit  the  President  discretion  in  determining  the  specific  timing  and  choice 

of  sanctions,   allowing  the  best  overall  interests  of  the  United  States  to  be 

served. 

•  The  following  findings  and  actions  should  be  required  upon  imposition,  and  there- 
after at  six  month  intervals,  of  unilateral  export  controls  for  sanctions  purposes: 
— The  President  determines  that  proposed  export  control  measures  can  and  will 

achieve  an  identified  national  security  or  foreign  policy  objective  of  the  United 

States. 
— The  President  determines  that  no  other  means  can  achieve  the  national  security 

or  foreign  policy  objective  at  less  cost  to  the  Nation's  economic  security. 
— The  President  determines  that  all  other  supplier  nations  are  likely  to  cooperate 

in  the  sanctions  in  a  manner  that  will  be  sufficient  to  remove  any  significant 

foreign  availability  within  six  months. 
— The  President  reports  the  foregoing  analysis  and  rationale  to  the  Congress  and, 

in  unclassified  form,  to  the  public. 

•  Effective  contract  sanctity  provisions,  subject  to  reasonable  exception,  should 
apply  to  sanctions  as  well  as  all  other  unilaterally  imposed  export  restrictions. 

4.  Provide  for  judicial  review  of  agency  actions  in  regard  to  their  compliance  with 
statutory  and  regulatory  authorities  for  the  implementation  and  continuation  of  ex- 
port controls. 

In  addition  to  these  specific  recommendations,  I  am  submitting  for  the  record  a 
copy  of  the  recommendations  on  unilateral  export  controls  provided  to  the  Adminis- 
tration by  the  President's  Export  Council  Subcommittee  on  Export  Administration. 
The  PECSEA's  paper  responded  to  the  Commerce  Department's  request  for  its  sug- 
gestions in  relation  to  the  TPCC  objective  of  eliminating  unilateral  export  controls. 

We  appreciate  this  opportunity  to  present  our  views  and  we  hope  that  you  will 
find  it  possible  to  produce  legislation  that  will  force  an  end  to  the  use  of  trade  re- 
strictions that  cannot  be  proved  effective  in  serving  the  full  range  of  national  inter- 
ests. 


PREPARED  STATEMENT  OF  DR.  THOMAS  H.  KARAS 
Office  of  Technology  Assessment 

Thank  you,  Mr.  Chairman  and  Members  of  the  Committee,  for  this  opportunity 
to  testify  on  some  of  the  implications  of  the  forthcoming  Export  Administration  Act 
of  1994.  With  your  permission,  I  will  summarize  my  remarks  orally  and  ask  that 
my  written  statement  be  included  in  the  record. 

As  you  know,  the  Committee  on  Banking,  Housing,  and  Urban  Affairs  endorsed 
the  Office  of  Technology  Assessment's  study  on  the  proliferation  of  weapons  of  mass 
destruction  (and  means  for  their  delivery).  We  have  delivered  to  you  an  initial  re- 
port and  two  accompanying  background  papers  assessing  the  proliferation  threat 
and  identifying  the  range  of  policy  tools  for  confronting  it.  We  will  deliver  additional 
reports  this  spring.  Dr.  Gerald  Epstein,  accompanying  me  today,  is  the  director  for 
this  assessment;  he  would  be  glad  to  answer  questions  about  the  study  should  they 
arise.  My  testimony  today  addresses  certain  export  control  issues  as  they  relate  to 
the  proliferation  problem. 

Our  study  did  not  address  other  export  control  goals  beyond  stemming  the  spread 
of  weapons  of  mass  destruction  (e.g.,  controlling  conventional  weapon  technologies, 
serving  other  foreign  policy  aims  for  export  controls,  opposing  boycotts,  or  dealing 
with  short-supply  problems).  Therefore,  my  comments  generally  will  not  apply  to 
those  goals. 
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Themes 

Judging  by  the  recent  public  discussion  of  export  control  revisions,  two  themes 
seem  likely  to  play  a  strong  role  in  the  Export  Administration  Act  (EAA)  of  1994. 
First,  we  are  likely  to  see  an  emphasis  on  the  importance  of  multilateral  cooperation 
in  export  controls.  Second,  many  have  called  for  a  more  explicit  weighing  of  U.S. 
economic  interests  in  decisions  on  export  controls.  From  the  point  of  view  of  non- 
proliferation  policy,  both  of  these  themes  are  important. 

As  OTA  made  clear  in  its  report  assessing  the  proliferation  threat,  multinational 
cooperation  is  increasingly  essential  to  the  effectiveness  of  nonproliferation  efforts, 
including,  but  not  limited  to,  export  controls.  In  the  course  of  our  work  on  non- 
proliferation  policy,  it  has  also  become  clear  that  sustaining  the  U.S.  national  con- 
sensus on  the  value  of  nonproliferation  export  controls  will  require  making  the  case 
that  the  economic  costs  are  justified  by  corresponding  security  benefits. 

The  bulk  of  my  testimony  today,  then,  will  be  on  these  two  themes  of 
multilateralism  and  cost  evaluation.  I  have  four  basic  points  to  make: 

1.  Multinational  cooperation  on  export  controls  is  essential  to  the  effectiveness  of 
the  nonproliferation  export  control  regimes,  and  the  new  EAA  should  reflect  this 
fact. 

2.  Even  though  there  may  be  a  presumption  against  unilateral  export  controls,  it 
is  in  the  interests  of  a  strong  U.S.  nonproliferation  policy  to  allow  the  Executive 
Branch  some  flexibility  to  take  action  on  important  transactions  of  kinds  that  may 
not  be  predictable  enough  to  write  explicitly  into  legislation. 

3.  Improved  data  collection  and  analysis  may  help  decisionmakers  to  make  more 
informed  assessments  of  the  economic  price  we  pay  to  sustain  an  export  control  re- 
gime. 

4.  Nevertheless,  there  are  inherent  limits  to  the  precision  we  can  hope  to  achieve 
on  the  question  of  economic  cost,  and  we  will  have  to  rely  more  on  informed  judg- 
ment than  on  objective  data. 

Role  of  Multilateral  Controls 

The  primary  purpose  of  nonproliferation  export  controls  on  dual-use  technologies 
is  to  slow  the  spread  of  capabilities  to  develop,  produce,  or  use  weapons  of  mass  de- 
struction. An  export  control  policy  does  not,  by  itself,  amount  to  a  nonproliferation 
policy.  Export  controls  are  only  one  tool  of  such  a  policy.  The  bad  news  is  that  tech- 
nologies that  can  be  used  for  both  civilian  and  military  purposes  are  spreading  as 
more  nations  industrialize.  The  long-run  prospects  are  slim  that  one  or  a  few  na- 
tions can  tightly  control  these  technologies. 

The  good  news  is  that  in  recent  years  more  nations  have  begun  to  acknowledge 
the  international  security  risks  of  proliferation  of  weapons  of  mass  destruction  and 
have  agreed  to  strengthen  multilateral  efforts  to  control  exports  of  commodities  or 
technical  information  that  could  help  potential  proliferants.  There  are  several  ways 
the  new  EAA  could  place  these  multilateral  arrangements  at  the  center  of  U.S.  ex- 
port control  policy.  It  could  underscore  the  importance  of  cooperation  among  suppli- 
ers to  make  controls  as  effective  as  possible.  It  could  declare  a  U.S.  intent  to  expand 
the  membership  of  multilateral  control  regimes.  And  it  could  call  for  the  U.S.  Gov- 
ernment to  work  to  harmonize  the  control  systems  of  the  members  and  to  help  make 
enforcement  by  other  nations  more  uniform  and  effective. 

Both  industry  and  Government  officials  have  argued  that  the  new  legislation 
should  also  carry  a  strong  presumption  throughout  against  unilaterally  imposed 
U.S.  controls,  on  the  grounds  that  they  are  likely  both  to  be  ineffective  and  to  place 
an  unfair  competitive  burden  on  U.S.  exporters.  One  issue  this  Committee  will  face 
is  the  degree  to  which  this  presumption  should  be  mandated,  or  conversely,  left  to 
Executive  Branch  discretion  for  detailed  implementation.  The  arguments  in  favor  of 
the  presumption  against  unilateral  controls  are  strong.  Some  have  proposed  that  the 
law  should  go  beyond  discouraging  unilateral  controls  to  absolutely  prohibiting  them 
or,  at  least,  setting  fixed  periods  (such  as  6  months  or  a  year)  during  which  the 
United  States  must  either  achieve  full  agreement  on  multilateral  controls  by  all 
suppliers  or  drop  the  U.S.  controls. 

The  alternative  to  such  fixed  limits  on  unilateral  controls  is  to  leave  the  Executive 
Branch  some  flexibility,  while  reinforcing  the  presumption  against  unilateralism 
with  strict  accountability  for  exceptions  made  to  the  rule.  This  can  be  done  by  man- 
dating reports  to  the  Congress  both  before  and  after  imposing  any  unilateral  con- 
trols. These  reports  would  justify  the  controls  in  detail  before  they  are  implemented 
or  extended  and  then  assess  their  effectiveness  at  least  annually. 

Some  Executive  Branch  flexibility  on  unilateral  controls  may  be  desirable.  First, 
everyone  agrees  that  there  are  at  least  some  activities  that  the  United  States  should 
not  participate  in,  whatever  other  nations  may  be  doing.  For  example,  would  we 
have  wanted  American  firms  to  sell  Nazi  Germany  parts  for  its  death  camp  gas 
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chambers,  even  if  foreign  competitors  were  doing  so?  The  issue  is  not  whether  the 
United  States  should  sometimes  distance  itself  from  repugnant  activities,  but  where 
we  draw  our  lines.  It  is  not  feasible  to  predict  in  legislation  every  possible  cir- 
cumstance in  which  the  United  States  will  want  to  draw  a  line,  even  if  it  must  do 
so  alone. 

A  second  reason  for  flexibility  on  unilateral  controls  is  that  U.S.  efforts  to  reduce 
foreign  availability  of  some  goods  may  be  worth  pursuing  for  a  longer  period  than 
a  few  months.  Reducing  foreign  availability  requires  both  gaining  the  agreement  of 
foreign  supplier  nations  to  control  their  exports  and  getting  them  to  administer 
those  controls  effectively.  If  success  in  multilateral  controls  is  coming  slowly,  some- 
times the  answer  may  be  to  keep  trying  rather  than  to  give  up  entirely  and  make 
the  goods  in  question  openly  available  from  all  suppliers. 

Another  issue  related  to  the  degree  of  Executive  Branch  flexibility  on  unilateral 
controls  concerns  the  "know  or  is  informed"  rule  found  in  the  current  Export  Admin- 
istration Regulations  (EAR):  if  an  exporter  knows  that  an  item  will  be  directly  used 
in  a  missile,  chemical,  or  biological  weapon  program,  the  exporter  must  apply  for 
an  individual  validated  export  license.  This  rule  (modified  by  additional  Commerce 
Department  guidance  to  exporters  in  December,  1993)  was  established  under  the 
Bush  Administration's  Enhanced  Proliferation  Control  Initiative  (EPCI).  In  addition, 
in  a  regulation  pre-dating  EPCI,  the  exporter  must  also  apply  for  such  a  license  if 
he  or  she  knows,  or  has  reason  to  know,  that  the  item  will  be  used  directly  or  indi- 
rectly in  a  nuclear  weapon-related  program.  In  transactions  raising  either  nuclear 
or  other  kinds  of  proliferation  concerns,  the  items  need  not  be  on  the  published 
Commerce  Control  List.  In  addition,  the  regulations  allow  the  Commerce  Depart- 
ment to  require  a  validated  license  by  informing  a  company  that  a  planned  export 
may  pose  an  unacceptable  risk  that  the  item  wul  be  used  in,  or  diverted  to,  a  pro- 
hibited activity. 

Exporters  have  complained  that  these  rules  are  unfair.  They  say  that  the  rules 
place  part  of  the  Government's  intelligence  burden  on  private  firms.  Before  the  De- 
cember 1993  modifications,  the  regulations  did  not  specify  that  the  items  must  be 
"directly  employed"  in  chemical,  biological,  and  missile  programs.  This  gave  the  im- 
pression that  virtually  all  exporters  of  any  type  of  item  would  have  to  institute  cost- 
ly export  control  compliance  mechanisms  to  protect  themselves  against  the  possibil- 
ity that  their  products  might  be  used,  however  indirectly,  in  a  banned  activity.  Some 
companies  also  complained  that  only  selected  exporters  were  being  informed  about 
unacceptable  end-users,  while  others,  not  so  notified,  could  continue  exports  to  the 
same  places. 

In  principle,  the  regulations  seem  to  put  companies  at  some  risk  of  either  expend- 
ing costly  resources  to  assure  compliance  or  of  being  forced  to  prove  a  lack  of  knowl- 
edge to  avoid  being  penalized  for  violations.  In  practice,  no  firms  appear  to  have 
been  penalized  for  having  failed  to  apply  for  a  license  for  something  that  they  are 
alleged  to  have  known  would  be  used  in  a  banned  project.  On  the  other  hand,  Com- 
merce Department  officials  have  acknowledged  that  sometimes  firms  have  been  in- 
formed only  selectively  about  risky  customers;  they  say  they  are  going  to  improve 
that  situation. 

There  are  arguments  in  favor  of  maintaining  a  "know"  rule.  First,  it  gives  the 
Government  a  safety  net  by  allowing  the  application  of  export  controls  when  it 
learns  about  a  pending  transaction  which  risks  helping  a  weapon  program,  but 
which  is  not  explicitly  covered  by  the  current  Commerce  Control  List.  Second,  the 
Government  already  obtains  information  about  possible  weapons  proliferation  pro- 
grams through  the  export  control  licensing  process;  it  does  not  seem  unreasonable 
to  ask  firms  who  come  into  such  information,  or  who  encounter  a  "red  flag"  (the 
term  in  Commerce  Department  guidance)  that  should  arouse  suspicion,  to  pass  it 
along  to  the  Government.  Third,  many  companies  would  themselves  prefer  not  to 
deal  with  end-users  developing  weapons  of  mass  destruction,  whether  their  products 
are  critical  to  those  programs  or  not.  Procedures  for  the  Government  to  inform  them 
of  the  character  of  their  buyers  may  well  save  them  from  public  embarrassment 
later  on. 

On  the  other  side  of  that  argument,  only  a  few  other  nations  have  a  "know"  rule. 
Getting  other  nations  to  enforce  the  same  specific  controls,  even  after  the  United 
States  might  have  informed  them  of  its  own  actions,  may  be  difficult.  Ideally,  the 
United  States  would  attempt  to  gain  multilateral  agreement  on  controlling  the  kind 
of  transaction  it  stopped  under  the  "knows  or  is  informed  rule."  In  the  meantime, 
whether  the  control  later  becomes  multilateral  or  not,  proliferant  projects  denied  un- 
listed U.S.  goods  may  very  well  find  them  somewhere  else.  In  those  instances,  the 
immediate  payoff  from  imposing  this  particular  burden  on  U.S.  exporters  may  be 
low. 
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One  decision  to  make  about  the  new  EAA,  then,  is  whether  it  will  continue  to  au- 
thorize the  "know"  rule.  If  Congress  decides  to  accept  industry  arguments  that  the 
"know"  rule  is  too  burdensome,  there  is  an  alternative  to  consider:  provide  in  the 
legislation  for  mutual  exchanges  of  information  between  the  Government  and  ex- 
porting companies.  The  Government  could  strive  to  inform  exporters  that  certain 
transactions  risk  putting  them  in  bad  company,  even  if  the  exporter  is  not  risking 
penalties  for  violating  regulations.  Exporters,  for  their  part,  might  be  expected  to 
report  to  the  Government  all  their  exports  either  to  some  set  of  buyers,  or  of  some 
larger  set  of  items  that  might  be  relevant  to  weapon  programs,  even  if  they  are  not 
formally  controlled.  At  a  minimum,  the  Government  could  use  such  information  in- 
ternally to  strengthen  its  own  nonproliferation  efforts.  This  approach  would  not, 
however,  serve  the  safety-net  function  of  the  present  EPCI  regulations. 

A  related  idea  worth  considering  for  the  new  legislation  is  to  use  reporting  re- 

Suirements  in  international  trade  regulations  not  just  as  a  means  of  blocking  the 
jow  of  goods  and  technology  to  proliferant  activities,  but  as  a  means  of  acquiring 
information  that  could  be  useful  in  the  international  arena.  The  overarching  goal 
of  nonproliferation  policy  must  be  to  build  international  consensus  and  cooperation 
in  opposition  to  proliferation.  The  sharing  of  information  (suitably  sanitized  of  pro- 
prietary data)  with  other  governments,  or  even  with  the  public,  about  global  export 
patterns  in  dual-use  goods  and  technology  is  one  way  to  serve  that  goal. 

Role  of  Economic  Costs  of  Controls  in  Regulatory  Policies  and  Decisions 
Another  issue  certain  to  play  a  role  in  your  deliberations  on  the  EAA  is  the  ques- 
tion of  taking  economic  impact  into  account  in  export  control  policies  and  decisions. 
Bringing  better  economic  data  and  analysis  into  the  decisionmaking  process  is  a 
highly  desirable  goal,  especially  given  the  claims  and  counter-claims  that  have  been 
made  about  the  economic  costs  of  export  controls.  Nevertheless,  the  Committee 
should  be  aware  of  the  inherent  limitations  to  cost  estimating  in  this  area.  Let  me 
review  several  categories  of  costs  that  export  controls  could  be  argued  to  impose,  as 
well  as  suggest  for  each  the  kinds  of  data  that  may  or  may  not  be  available  for  as- 
sessing those  costs. 

Denied  Licenses 

The  most  obvious  cost  to  exporters  is  that  of  sales  for  which  the  company  has  ap- 
plied for,  and  been  denied,  an  export  license.  These  are  the  sales  that  we  are  telling 
companies  they  must  forgo  in  the  national  interest.  (Note  that  to  the  degree  that 
other  supplier  nations  are  imposing  comparably  effective  controls,  these  Tosses  do 
not  necessarily  impose  a  competitive  disadvantage  on  U.S.  exporters.)  In  calendar 
year  1993,  the  Commerce  Department  denied  506  license  applications  totaling  $288 
million  in  value  (21,030,  amounting  to  $16.5  billion,  were  approved).  An  additional 
3,326  applications,  totaling  $5.5  billion  were  returned  to  the  applicant  without  ac- 
tion, with  an  unknown  fraction  of  these  refiled  and  later  approved  or  denied.  Thus, 
sales  losses  directly  attributable  to  dual-use  export  controls  represented  no  more 
than  0.8  of  one  percent,  and  probably  much  less,  of  estimated  U.S.  exports  of  goods 
and  services  (about  $652  billion)  for  1993. 2  Moreover,  after  peaking  at  $1.7  billion 
in  1991,  the  figure  has  declined  in  the  past  two  years  with  the  end  of  CoCom  con- 
trols, and  it  is  likely  to  decline  even  further  this  year.  In  fact,  since  computers  have 
constituted  a  high  percentage  of  the  numbers  and  values  of  export  license  applica- 
tions, last  fall's  easing  of  computer  controls  will  dramatically  reduce  the  numbers 
of  license  applications  to  be  processed  (and,  possibly,  the  number  of  denials  as  well). 

Most  would  probably  agree  that  recent  losses  because  of  export  license  denials  did 
not  have  a  large  effect  on  the  total  U.S.  export  picture.  Some  firms  or  industrial 
sectors,  however,  may  have  been  disproportionately  affected,  however,  since  export 
controls  apply  mostly  to  a  few  high-technology  industries.  For  example,  in  1992,  the 
U.S.  machine  tool  industry  exported  about  $366  million  worth  of  numerically  con- 


1The  current  EAA  provides  that  information  supplied  by  license  applicants  must  be  kept  con- 
fidential within  the  Government.  Such  a  law  protects  companies  from  losing  proprietary  infor- 
mation to  their  competitors,  and  thereby  encourages  them  to  comply  fully  with  export  control 
regulations.  Such  protection  will  certainly  be  maintained,  but  it  is  still  worth  exploring  whether 
ways  can  be  found  to  disseminate  information  useful  to  nonproliferation  efforts  without  com- 
promising competitive  positions. 

2  It  should  also  be  noted  that  applications  filed  in  a  given  year  do  not  equate  to  exports  ex- 
pected in  that  year,  since  licenses  are  generally  valid  for  a  period  of  two  years  after  they  are 
granted.  Once  a  license  is  granted,  the  Department  of  Commerce  receives  no  farther  information 
on  whether  the  proposed  transaction  actually  took  place  or  not.  In  the  case  of  denied  licenses, 
the  statistics  do  not  show  whether  the  rejected  transaction  would  have  taken  place  in  the  same 
year  the  license  was  applied  for. 
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trolled  machine  tools;3  in  the  same  year,  the  industry  received  licenses  to  export 
about  $309  million  worth  of  orders  containing  CoCom  (so-called  "national  security") 
listed  machine  tools,  while  $6.3  million  in  applications  were  rejected.4  It  can  be  ar- 
gued that  insofar  as  the  vigor  of  certain  strategic  high-technology  U.S.  industries 
depends  on  the  strength  of  their  exports,  and  insofar  as  export  controls  put  those 
industries  at  a  competitive  disadvantage  (either  directly  or  indirectly — see  below), 
export  controls  may  adversely  affect  the  U.S.  economy  out  of  proportion  to  the  raw 
dollar  value  of  the  exports  affected.  Then-Under  Secretary  of  Defense  William  Perry 
made  precisely  this  argument  last  fall  in  favor  of  relaxing  U.S.  export  controls  on 
computers.  He  also  pointed  out  that  affected  industries  may  be  militarily,  as  well 
as  economically,  strategic,  and  that  the  Defense  Department  has  a  stake  in  their 
health. 

A  major  gap  in  our  ability  to  assess  the  costs  of  export  controls  now  is  that  Com- 
merce's control  numbers  and  record  keeping  do  not  permit  analyzing  the  values  of 
licenses  approved,  denied,  or  returned  on  the  basis  of  the  reason  for  control  relevant 
for  each  case.  Changing  the  system  to  collect  this  information  could  be  done,  and 
is  extremely  important  if  we  are  to  begin  to  weigh  the  benefits  and  costs  of  the  dif- 
ferent types  of  controls.  I  suspect,  for  example,  that  the  direct  costs  of  nonprolifera- 
tion  calls  have  been  a  relatively  small  proportion  of  the  direct  costs  of  the  whole 
export  control  system,  but  the  data  available  only  suggests,  rather  than  proves,  this 
suspicion. 

Even  if  this  information  were  available,  however,  exporters  argue  that  the  trans- 
actions directly  blocked  by  denied  or  returned  license  applications  represent  only  a 
fraction  of  the  costs  to  industry  of  the  export  control  system. 

Business  with  Target  Countries  or  Entities  Forgone 

Exporting  companies,  knowing  that  sales  of  listed  goods  to  listed  countries  or  enti- 
ties are  very  likely  to  be  denied,  will  not  even  apply  for  licenses  for  such  trans- 
actions. (Note,  again,  that  when  multilateral  controls  are  effective,  the  U.S.  export- 
ers' foreign  competitors  are  subject  to  forgoing  the  same  sales.)  As  with  denied 
transactions,  voluntarily  forgoing  sales  that  export  controls  are  meant  to  prevent  is 
also  a  direct  cost  of  the  controls,  but  there  is  no  good  way  to  measure  what  those 
sales  might  have  been.  One  economist  has  attempted  to  do  so  on  the  basis  of  statis- 
tical analysis  of  international  trade  patterns,  finding  that  up  to  $20  or  $30  billion 
in  annual  sales  in  1989  may  have  been  forgone  because  of  export  controls.5  How- 
ever, there  are  many  uncertainties  in  such  an  analysis;  moreover,  with  the  end  of 
the  Cold  War,  the  decline  in  CoCom  controls,  the  relaxation  of  controls  on  comput- 
ers and  telecommunications  equipment,  and  the  collapse  in  buying  power  of  the 
former  Communist  countries,  projecting  the  findings  of  that  study  into  the  future 
seems  questionable.  This  method  also  provides  no  direct  way  of  disaggregating  the 
effects  of  different  types  of  export  controls  on  the  larger  economic  picture. 

Note  that,  as  in  judging  the  impact  of  license  denials,  judging  the  full  impact  of 
forgone  business  also  requires  estimating  whether  specific  industries  of  national  im- 
portance are  being  disproportionately  affected. 

Internal  Compliance  Mechanisms 

Some  exporting  companies  maintain  offices  to  manage  their  compliance  with  the 
EAR.  Conceivably,  export  license  applicants  (and  holders  of  distribution  licenses 
who  do  not  need  individual  licenses  for  each  export,  but  must  maintain  internal  con- 
trol mechanisms  and  auditable  records)  could  be  asked  to  submit  estimates  of  the 
costs  of  these  offices.  Current  data  does  not  allow  any  generalizations  about  relative 
disadvantages  these  costs  may  place  on  U.S.  firms  vis-a-vis  their  foreign  competi- 
tors. 

Commerce  Department  officials  have  indicated  to  OTA  that  some  firms  report 
that  their  internal  export  monitoring  offices  can  be  worth  the  costs.  The  additional 
information  they  acquire  about  their  own  exporting  practices  and  patterns  may  ac- 
tually help  improve  their  competitive  strategies  and  tactics.  Moreover,  monitoring 
their  own  behavior  may  help  them  avoid  bad  publicity  over  transactions  they  would 
have  preferred  not  to  be  involved  in. 


3  Association  for  Manufacturing  Technology,  1993-1994  Economic  Handbook  of  the  Machine 
Tool  Industry  (McLean,  VA:  AMT,  1993),  p.  C-18. 

4  For  many  reasons,  including  that  cited  in  footnote  1,  the  statistics  for  exports  and  figures 
for  license  approvals  and  denials  are  not  strictly  comparable,  but  they  do  give  some  indication 
that  this  industry  was  disproportionately  affected  by  export  controls. 

6J.  David  Richardson,  Sizing  Up  U.S.  Export  Disincentives  (Washington:  Institute  for  Inter- 
national Economics,  1993). 
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Buyers  Deterred  by  Licensing  Procedures  and  Delays 

Some  companies  have  argued  that  delays  in  license  processing,  onerous  controls 
on  end-uses  of  some  commodities,  and  requirements  to  apply  to  the  U.S.  Govern- 
ment to  reexport  U.S.-supplied  goods  have  caused  legitimate  foreign  buyers  to  avoid 
U.S.  exporters,  and  shop  instead  in  countries  that  grant  licenses  more  expeditiously 
and  with  fewer  strings  attached.  One  can  imagine  opinion  surveys  of  exporting  firms 
to  try  to  obtain  some  estimates  of  this  kind  of  business  loss,  but  it  is  difficult  to 
see  how  we  could  ever  arrive  at  objective,  hard  numbers.  For  the  most  part,  the  ex- 
porting firms  themselves  have  no  way  of  knowing  when  foreign  buyers  have  decided 
not  to  ask  them  to  bid  on  orders,  or  for  what  reasons. 

On  the  other  hand,  this  burder — whatever  its  size — does  not  seem  inherent  to  ex- 
port controls  as  such.  Most  license  applications  are  processed  fairly  quickly.  Those 
that  must  be  referred  to  other  agencies,  and  especially  those  which  are  escalated 
to  higher  decisionmaking  levels  take  longer.  But  surely  the  Executive  Branch  can 
find  ways  to  process  even  the  difficult  cases  in  ways  that  are  both  thorough  and 
expeditious. 

Buyer  resentments  over  U.S.  reexport  licensing  requirements  seem  to  have  relat- 
ed mainly  to  CoCom,  rather  than  nonproliferation,  controls.  Officials  of  the  Com- 
merce Department  have  said  they  believe  that  recent,  more  permissive  reexport  pro- 
visions in  the  EAR  have  largely  addressed  the  concerns  of  CoCom  partners. 

Deterred  Exporters 

A  final  category  of  cost  to  the  economy  of  export  controls  are  foreign  sales  forgone 
by  small-  and  medium-sized  firms  who  are  deterred  by  the  mass  and  complexity  of 
U.S.  Export  Administration  Regulations  from  even  trying  at  all  to  export  their  prod- 
ucts. Some  Commerce  officials  estimate  that  this  may  be  the  largest  cost  of  all.  It 
is  also  the  least  subject  to  meaningful  quantitative  estimates. 

Conclusion  on  Costs 

In  sum,  for  most  of  the  asserted  costs  of  export  controls,  we  are  probably  stuck 
with  subjective  estimates  rather  than  hard  data.  Despite  the  ambitions  stated  in  the 
Administration  bill,  we  should  recognize  this.  To  place  it  all  in  perspective,  it  may 
be  useful  to  consider  trends  in  aggregate  numbers  of  export  license  values  approved 
and  denied,  not  as  a  measure  of  the  actual  costs,  but  as  a  surrogate  for  the  relative 
amount  of  business  potentially  affected  by  controls.  The  following  figure  shows  those 
trends. 
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These  data  suggest  that  insofar  as  current  export  controls  may  be  having  a  sig- 
nificant impact  on  the  overall  U.S.  economy,  one  must  look  to  arguments  about  con- 
sequences lor  specific  strategic  industries  rather  than  to  gross  effects  on  the  inter- 
national balance  of  trade.  This  statement  is  even  truer  for  the  subset  of  controls 
aimed  at  stemming  the  proliferation  of  weapons  of  mass  destruction. 
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PREPARED  TESTIMONY  OF  DR.  PAUL  FREEDENBERG 
International  Trade  Consultant,  Baker  &  Botts,  L.L.P. 

Mr.  Chairman,  Members  of  the  Subcommittee,  you  are  about  to  begin  a  major  re- 
write of  the  Export  Administration  Act  in  a  time  of  profound  change.  One  strong 
indicator  of  that  change  is  the  fact  that  CoCom,  the  international  institution  which 
governs  technology  transfer,  is  about  to  go  out  of  business  after  45  years  of  exist- 
ence. This  event  changes  the  entire  playing  field  in  the  area  of  export  controls.  It 
dramatically  signifies  the  end  of  Western  concern  about  denying  strategic  tech- 
nology to  the  Communist  World  and  the  shift  of  those  efforts  into  a  concern  about 
anti-proliferation  and  anti-terrorism. 

To  replace  CoCom,  the  United  States  is  attempting  to  create  a  new  multilateral 
organization  to  deal  with  export  controls  that  would  include  Russia,  our  former 
enemy,  within  its  membership.  Unfortunately,  those  efforts  are  not  likely  to  be  suc- 
cessful in  creating  an  organization  that  would  have  anywhere  near  the  discipline, 
the  structure,  and  the  coherence  that  CoCom  had.  Most  importantly,  it  has  already 
been  agreed  that  the  new  organization  will  not  have  the  single  member  veto  that 
its  CoCom  predecessor  had.  That  means  that  the  United  States  will  not  be  able  to 
block  exports  to  target  countries  by  other  members  of  the  new  organization,  even 
if  it  considers  those  exports  dangerous  or  contrary  to  the  new  rules.  In  fact,  the 
rules  of  the  new  organization  are  likely  to  be  very  much  like  the  rules  of  the  current 
anti-proliferation  organizations,  such  as  the  Australia  Group  (on  Chemical  and  Bio- 
logical Warfare)  and  the  Missile  Technology  Control  Regime.  These  are  organiza- 
tions that  have  a  list  of  dangerous  products  that  members  have  pledged  to  control 
but  which  lack  a  secretariat,  regular  meetings,  or  tight  rules  about  licensing  proce- 
dures. They  lack  discipline  and  operate  in  the  manner  of  a  "Gentleman's  Agree- 
ment." 

The  prospect  of  this  arrangement  governing  multilateral  export  controls  for  the 
balance  of  this  decade  is  not  reassuring  to  U.S.  exporters.  They  fear  that  the  United 
States  will  get  the  worst  of  two  worlds,  with  U.S.  companies  losing  sales  but  target 
countries  still  able  to  obtain  products  from  alternative  sources. 

To  further  complicate  matters,  the  pace  of  technological  change  has,  if  anything, 
increased  dramatically  in  recent  years.  The  result  is  a  world  which  bears  no  resem- 
blance to  the  one  on  which  our  export  control  policy  has  been  based  for  the  past 
45  years.  It  will  be  difficult  to  adapt  the  Export  Administration  Act  to  this  new 
world.  Allow  me  to  provide  a  portrait  of  one  industry  with  which  I  am  familiar  in 
order  to  give  you  an  idea  of  just  how  difficult  the  technological  environment  makes 
the  task  of  control. 

The  Pace  of  Computing  Technology  and  Controllability 

The  average  shelf  life  of  a  computer  is  now  under  18  months.  Indeed,  more  than 
70  percent  of  1992  revenues  for  the  U.S.  computer  industry  came  from  products  that 
did  not  exist  two  years  earlier.  This  figure  is  expected  to  exceed  80  percent  by  1995. 
What  these  statistics  mean  is  that  the  computer  industry  must  get  its  products  to 
market  quickly  or  risk  missing  an  entire  product  cycle,  a  potentially  debilitating  de- 
velopment. 

The  most  important  element  in  President  Clinton's  export  control  reforms  put  for- 
ward in  the  Trade  Policy  Coordinating  Committee  report  of  September  30  is  that 
rather  than  reacting  to  the  market  as  it  is,  it  anticipates  the  large-scale  introduction 
of  the  new  Reduced  Instruction  Set  Computing  ("RISC")  technology. 

Historically,  the  power  of  personal  computers  and  workstations  as  measured  by 
Composite  Theoretical  Performance  ("CTF')  was  based  on  the  power  of  the 
microprocessor  resident  on  the  computer's  "motherboard,"  the  computer's  main  elec- 
tronic circuit  card.  The  microprocessor's  CTP  performance  was  the  computer's  CTP 
performance. 

At  the  time  of  the  last  export  control  level  update — the  1991  "Core  List"  exercise 
in  CoCom — the  most  powerful  microprocessor  then  in  mass  production  and  available 
in  quantity  through  numerous  retail  outlets  and  other  marketing  channels  world- 
wide was  the  Intel  80386  chip.  Its  CTP  was  rated  at  12.4,  so  decontrol  limits  were 
set  at  12.5.  By  early  1993,  Intel,  as  an  example,  had  introduced  the  80486  chip  with 
a  CTP  of  22.  And  in  1993,  most  American  semiconductor  and  computer  exporters 
began  to  introduce  RISC-based  microprocessors  at  CTPs  of  66  and  above.  Here  is 
a  chart  that  will  highlight  the  chronology: 
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Table  1 


January  1993  Intel  80486  22  CTP 

September  1993  Intel  Pentium  66  CTP 

September  1993  Power  PC  601  107  CTP 

December  1993  DEC  Alpha  194  CTP 

Within  the  next  two  years,  individual  chips  with  CTPs  of  350  or  more  will 
be  on  the  market 


The  Logic  Behind  the  Latest  U.S.  Proposal  to  CoCom 

The  September  30,  1993  TPCC  export-control-level  decisions  address  the  fact  that 
the  IBM  PowerPC  601  and  Pentium-based  machines  will  be  available  by  the  mil- 
lions around  the  world  in  1994.  These  are  desk -top  machines  of  enormous  power 
and  small  size.  Indeed,  almost  all  would  fit  in  an  automobile  trunk.  Given  their 
small  size  and  their  ubiquity,  trying  to  control  machines  at  previous  control  param- 
eter levels  made  no  sense.  The  President's  announcement  and  the  anticipated 
CoCom  decisions  to  raise  the  decontrol  level  for  computers  are  the  first  time  that 
the  computer  industry  has  seen  a  decision  by  those  making  export  control  policy  to 
anticipate  where  computer  technology  is  going  and  what  is  controllable.  This  is  a 
major  shift  in  the  U.S.  Government's  approach  to  the  issue  and  a  welcome  one. 

These  announcements  make  sense  for  another  reason — semiconductors  are  not 
controlled  at  all  except  to  CoCom-proscribed  countries.  American  chip  manufactur- 
ers have  developed  numerous  vendor  relationships  with  customers  around  the  world 
in  many  countries,  including  many  that  are  outside  CoCom.  This  is  the  principal 
vehicle  by  which  "clone"  computers  appear  on  the  worldwide  market  so  soon  after 
American  computers  incorporating  the  same  chips  first  appear.  To  attempt  to  con- 
trol computers  using  these  chips,  while  allowing  non-controlled  computers  using  the 
same  chips  to  be  developed  and  marketed  abroad,  only  harms  American  exports — 
at  the  critical  time  of  initial  market  availability  when  computer  sales  are  essential 
to  winning  market  share,  follow-on  orders  for  peripheral  equipment,  customer  loy- 
alty, and  revenue  to  drive  needed  investment  in  research  and  development. 

To  link  export  control  levels  to  this  pace  of  semiconductor  and  computer  change 
makes  sense,  but  the  old  assumptions  on  how  to  estabbsh  such  levels  (i.e.,  equating 
computer  and  microprocessor  performance)  are  already  being  rendered  obsolete. 

New  Computer  Architectures 

The  dynamics  of  the  worldwide  general  purpose  computing  market  are  driving 
changes  in  computer  architectures,  especially  in  the  personal  computer,  workstation, 
and  networked  computer  marketplaces.  A  major  reason  for  these  architectural 
changes  is  that  customers  wanted  a  cost-effective  way  to  replace  obsolete  technology 
with  newer  technology  in  order  to  upgrade  their  systems.  In  the  past,  upgrading  a 
PC  or  workstation  meant  having  to  replace  it  with  an  entirely  new  one — an  expen- 
sive idea,  especially  in  an  era  where  product  innovation  cycles  occur  in  six-to-eight- 
een-month  cycles. 

Therefore,  the  new  PCs  and  workstations  now  appearing  in  the  marketplace  per- 
mit less  costly  upgrades  by  replacing  old  microprocessors  or  motherboards  with  new 
chips  or  boards  containing  newer  microprocessors.  Instead  of  spending  several  thou- 
sands of  dollars  to  keep  pace  with  technology,  a  customer  need  spend  only  a  fraction 
of  that.  In  addition,  the  new  machines  include  expansion  slots  for  adding  more  than 
one  microprocessor,  thereby  enabling  the  customer  to  expand  his  or  her  computing 
power  simply  by  adding  more  chips.  Once  this  happens,  the  old  assumption  that  the 
CTP  of  the  computer  equals  the  CTP  of  a  single  microprocessor  becomes  outdated. 
A  customer  simply  buys  additional  chips,  either  directly  from  a  vendor  or  through 
some  other  electronics  outlet,  and  thereby  gets  more  power  from  the  machine.  It  is 
as  simple  as  snapping  in  a  new  board,  and  the  new  boards  are  small  enough  to  fit 
in  a  briefcase. 

Today's  personal  computers  and  workstations  typically  provide  for  four  expansion 
slots.  Silicon  Graphics  machines  already  provide  for  up  to  sixteen.  Other  companies 
plan  multiples  of  this  number  in  their  next  generation. 
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Parallel  Computing 

As  early  as  the  mid-1970's,  computer  scientists  recognized  that  the  laws  of  physics 
were  becoming  a  barrier  to  future  progress  in  semiconductor  technology.  It  was  well 
understood  that  in  order  to  make  semiconductors  (especially  microprocessors)  more 
powerful,  the  size  of  the  circuitry  on  a  given  chip  must  become  smaller.  Longer  cir- 
cuits mean  that  it  takes  more  time  for  electronic  signals  which  operate  at  the  speed 
of  light  to  get  from  Point  A  to  Point  B,  thereby  slowing  computer  performance. 
These  scientists  understood  that  as  we  started  to  manufacture  sub-micron  (visible 
only  through  powerful  electron  microscopes)  circuit-based  semiconductors,  we  would 
also  begin  to  press  the  limits  of  physics  governing  the  speed  of  light. 

Sub-micron  circuitry  means  that  chips  perform  their  operations  in  nanoseconds 
and  even  faster  speeds.  A  nanosecond  is  the  time  in  which  light  travels  about  two 
feet.  You  can  get  even  faster  speeds  from  even  smaller  circuitry,  but  at  some  point 
in  time,  you  begin  to  approach  the  limits  of  physics.  You  cannot  go  faster  than  light. 

This  the  problem  that  computer  scientists  faced.  They  concluded  that  if  you  can- 
not change  physics  laws,  then  you  must  change  the  nature  of  problems  that  comput- 
ers work  on.  Their  solution:  Break  the  problem  you're  working  on  into  smaller  units, 
have  several  computers  work  on  the  component  elements  of  the  problem  at  the  same 
time,  piece  the  results  that  these  computers  arrive  at  back  together  and  thereby  ar- 
rive at  the  conclusion  to  the  overall  problem.  This  is  the  approach  used  in  "parallel 
computing." 

At  first,  parallel  computing  was  only  performed  by  large  mainframes  like  Cray 
systems  and  vectored  IBM  systems.  But  as  technology  has  continued  to  improve,  sci- 
entists and  engineers  (particularly  software  engineers)  have  learned  how  to  make 
smaller  computers,  such  as  personal  computers  and  workstations,  work  together  in 
parallel.  Today,  many  companies  offer  parallel  systems.  For  example,  IBM  comput- 
ers operate  in  "moderately  parallel"  configurations,  meaning  they  can  use  up  to  64 
RS6000  workstations  to  work  on  a  given  problem.  Using  the  CTP  formula  currently 
in  effect,  the  CTP  of  a  64-way  IBM  RS6000  system  today  is  434.79. 

This  year,  IBM  will  announce  for  general  availability  the  next  version  of  their 
parallel  product  line,  which  will  have  multiples  of  the  current  configuration  of 
workstations  working  in  parallel.  In  1995,  we  should  see  the  advent  of  so-called 
"massively  parallel"  systems  available.  Remember,  with  the  recent  Japanese  agree- 
ment regarding  control  parameters,  the  supercomputer  definition  is  set  at  a  CTP  of 
1500.  Meanwhile,  we  can  anticipate  "massively  parallel"  workstations  operating  at 
CTPs  in  the  tens  of  thousands  available  within  the  next  two  years,  approaching  the 
level  of  100,000  CTP  by  1995  and  one  million  CTP  by  the  turn  of  the  century.  Given 
this  new  technological  environment,  the  Administration-proposed  supercomputer 
threshold  of  2,000  seems  rather  modest.  Also,  this  new  technology  raises  the  ques- 
tion of  whether  it  makes  sense  to  have  a  special  supercomputer  definition  at  all. 
How  does  one  define  a  supercomputer  in  the  age  of  parallel  processing? 

As  I  have  been  pointing  out,  the  new  microprocessors,  along  with  the  new  com- 
puter architectures,  plus  the  availability  of  networking,  have  resulted  in  an  expo- 
nential growth  of  computing  power  for  1994  and  beyond.  Adding  still  further  to  this 
explosion  of  computing  power  is  the  wide  availability  of  software  for  "virtual  parallel 
processing." 

Computer  networks  are  prevalent  around  the  world,  and  software  engineers  have 
been  working  on  ways  to  get  even  more  power  out  of  existing  computer  networks. 
In  one  area  of  computer  networking  development — which  has,  until  now,  been  over- 
looked in  the  export  control  regulations — the  use  of  these  networks  has  now  made 
it  possible  to  use  many  workstations  and  personal  computers  in  parallel  configura- 
tions. This  is  so-called  "virtual  parallel  processing." 

"Virtual"  computers  are  those  in  which  a  number  of  networked  computers  are  con- 
figured through  the  use  of  software  to  act  as  a  single  computer.  Under  today's  vir- 
tual parallel  software,  any  Unix -based  computer  can  be  used  in  a  parallel  configura- 
tion. 

In  the  United  States,  a  commonly  used  virtual  system  is  "Parallel  Virtual  Ma- 
chine," or  "PVM."  PVM  permits  many  Unix-based  systems  such  as  IBM's  RS6000 
machines  to  operate  as  a  single  system.  PVM,  which  was  developed  at  Oak  Ridge 
National  Laboratory,  is  available  to  users  at  no  cost  and  without  export  control  via 
Internet,  and  thousands  of  copies  are  currently  in  use  around  the  world.  For  exam- 
ple, many  American  universities  (such  as  Cornell,  Syracuse,  Stanford,  Yale,  and 
Washington  University)  use  virtual  systems  for  quantum  physics,  molecular  me- 
chanics, shallow-water  dynamics,  and  fluid  dynamics  applications,  among  others. 

It  should  also  be  noted  that  PVM  is  not  the  only  such  virtual  software  available 
around  the  world.  It  is  simply  the  most  widely  used  in  the  United  States.  Other 
such  software  includes  Linda,  Parmacs,  Express,  and  PCN,  with  Parmacs  being  very 
widely  used  in  Europe. 
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These  virtual  systems  are  already  in  widespread  use  globally.  No  export  controls 
can  stop  their  transfer  across  borders.  The  university  community  uses  them  widely, 
and  since  there  is  no  CoCom  country  which  controls  the  indigenous  transfer  of  uni- 
versity learning  within  its  own  borders,  people  all  over  the  world  are  already  well 
aware  of  these  systems  and  can  easily  access  the  software  through  Internet  and 
other  international  networks. 

Economic  Impact:  Incentive  to  Move  Assembly  Offshore 

American  computer  companies  wish  to  maintain  jobs  and  manufacturing  in  the 
United  States.  In  this  context,  it  is  prudent  to  consider  the  impact  that  new  com- 
puter architectures  and  customer  options  will  have  on  American  exports. 

The  underlying  licensing  assumption  of  the  current  policy  regarding 
supercomputer  and  other  computer  controls  is  that  computer  systems  will  be 
shipped  as  a  single  unit  or  system.  However,  several  points  should  be  considered 
about  the  new  computer  architectures: 

•  Microprocessors  are  not  controlled,  except  to  targeted  countries. 

•  Multi-chip  architectures  mean  that  customers  abroad  can  upgrade  computers  that 
have  been  shipped  under  general  or  distribution  license  simply  by  adding  new 
chips  or  expansion  boards,  thereby  boosting  the  computer's  performance  to  levels 
that  would,  if  shipped  as  a  complete  system,  require  a  supercomputer  export  li- 
cense. In  such  a  case,  it  would  clearly  be  possible  for  a  customer  wishing  to  cir- 
cumvent U.S.  supercomputer  requirements  for  special  security  regimes  as  a  condi- 
tion of  the  license  to  purchase  items  on  a  component-by-component  basis  abroad. 
Under  such  circumstances,  the  impact  on  U.S.  assembly  operations  could  be  sig- 
nificant, since  there  would  be  an  incentive  to  buy  clones  and  separate  chips  and 
boards  and  a  disincentive  to  buy  a  complete  system  from  an  American  manufac- 
turer or  vendor. 

•  A  similar  situation  exists  in  parallel  systems  architectures.  Assume  that  a  par- 
allel system  is  shipped  without  individual  license  from  the  United  States,  because 
it  falls  within  the  distribution  license  or  the  supercomputer  control  parameters. 
The  system  already  has  the  high  speed  switch  and  software  that  makes  invoking 
parallel  operations  possible.  If  a  customer  wishes  to  upgrade  that  system,  then 
he  or  she  need  only  acquire  additional  workstations  (also  available  under  general 
or  distribution  license)  to  upgrade  the  system  to  "supercomputer"  level  without 
having  had  to  receive  a  U.S.  export  license.  Again,  an  incentive  is  thereby  created 
to  move  U.S.  assembly  offshore  at  the  cost  of  American  jobs. 

Clearly,  the  Congress  should  consider  the  potential  impact  that  special 
supercomputers  licensing  conditions  could  have  on  American  employment,  especially 
since  there  are  so  many  valid  substitutable  approaches  available  to  customers  that 
render  the  control  system  ineffective.  The  time  has  come  to  terminate  these  special 
supercomputer  licensing  provisions  to  the  members  of  the  successor  regime  to  CoCom. 

Possible  Framework  for  New  EAA 

I  had  hoped  to  provide  my  comments  on  the  Administration's  proposals  for  the 
rewrite  of  the  EAA.  Unfortunately,  they  are  not  yet  available,  and  so  I  would  like 
to  propose  instead  to  discuss  an  alternative  framework  to  guide  export  controls  in 
the  radically  new  technological  environment  I  have  just  described.  My  alternative 
draws  on  work  that  has  been  done  for  the  Computer  Systems  Policy  Project 
("CSPP")  and  the  Computer  and  Business  Equipment  Manufacturers  Association 
("CBEMA").  The  CSPP  is  composed  of  the  Chief  Executive  Officers  of  America's 
largest  computer  companies.  CBEMA  membership  includes  our  Nation's  highest 
technology  companies,  accounting  for  $270  billion  in  domestic  sales  and  4.5  percent 
of  our  country's  GNP.  They  conduct  20  percent  of  our  industrially  funded  research 
and  development,  and  they  employ  one  million  people  in  the  United  States,  but  they 
derive  nearly  50  percent  of  their  revenue  from  overseas  business.  CSPP/CBEMA 
suggest  that  a  new  theoretical  structure  for  control  should  be  established  in  order 
to  guide  policymakers  in  composing  the  list  of  controlled  products  and  technologies. 
That  list  should  be  organized  around  the  following  policy  goals: 

•  to  prevent  the  proliferation  of  weapons  of  mass  destruction  and  missile  delivery 
systems; 

•  to  enforce  multilateral  sanctions  designed  to  compel  adherence  to  international 
norms  of  behavior;  and 

•  to  deter  terrorist  activity. 

This  requires  recognizing  the  broad  diffusion  of  technology  and  the  rapid  speed 
at  which  it  advances.  The  export  control  system  should  aim  to  control  only  those 
products  and  technologies  that  are  not  widely  available  from  uncontrolled  sources. 
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Focusing  controls  on  proliferation  "choke-points"  will  ensure  that  the  Government 
effectively  uses  its  limited  resources  to  meet  the  Nation's  proliferation  goals.  It  will 
also  help  prevent  unnecessary  adverse  effects  on  U.S.  exporters  of  commercial  prod- 
ucts. Burdensome  export  licensing  requirements  on  products  and  technologies  that 
are  not  critical  for  proliferation  prevent  U.S.  industries  from  being  first  to  market 
with  the  most  innovative  commercial  products.  As  a  result,  legitimate  trade  opportu- 
nities are  lost  without  accomplishing  any  national  goals.  In  accordance  with  these 
goals,  CSPP/CBEMA  recommend  that  the  U.S.  implement  a  new  export  control  sys- 
tem based  on  the  following  three-tiered  structure. 

1.  Tier  I  consists  of  products  and  technologies  that  are  required  for  the  prolifera- 
tion of  weapons  of  mass  destruction  or  missile  delivery  systems.  The  Government 
will  have  discretion  to  require  prior  approval  for  the  export  of  these  "choke -point" 
products  and  technologies. 

2.  Tier  II  consists  of  commercial  products  and  technologies  not  essential  to  pro- 
liferation. Export  of  these  products  and  technologies  will  be  restricted  only  in  nar- 
rowly defined  circumstances. 

3.  Tier  III  contains  products  and  technologies  with  no  connection  to  proliferation 
activities.  There  will  be  no  restrictions  on  their  export. 

This  would  require  the  identification  of  "choke-point"  products  and  technologies. 
A  product  or  technology  would  be  categorized  as  a  Tier  I  item  only  if  rigorous  tech- 
nical analysis  determines  that  there  is  a  direct  and  substantial  link  between  the 
product  or  technology  and  proliferation  activity.  To  be  classified  as  a  "choke-point" 
product  or  technology,  the  item  must  be  required  for  the  proliferation  of  weapons 
of  mass  destruction  or  missile  delivery  systems.  In  other  words,  a  "choke-point" 
product  or  technology  is  something  without  which  proliferation  activity  cannot 
occur.  A  high  level  of  technological  sophistication  alone  will  not  justify  classification 
as  a  Tier  I  item. 

The  Government  would  be  able  to  require  prior  approval  of  Tier  I  exports  to  speci- 
fied countries.  However,  these  controls  would  normally  be  allowed  only  if  they  are 
f>art  of  an  effective  multilateral  control  regime.  Effective  multilateralization  requires 
iill  participation  by  all  countries  that  are  a  source  of  the  product  or  technology. 

In  addition,  export  controls  on  "choke-point"  products  and  technologies  may  only 
be  imposed  if  the  item  is  controllable.  This  means  that  a  feasible  method  must  exist 
to  prevent  the  product  or  technology  from  reaching  the  export  control  target. 

Unilateral  Controls 

Unilateral  controls  should  be  strongly  discouraged.  A  strong  bias  should  be  cre- 
ated toward  reliance  on  multilateral  controls.  For  example,  in  another  industry  with 
which  I  am  familiar,  the  U.S.  machine  tool  industry  is  still  suffering  the  effects,  in 
terms  of  lost  market  share  and  lost  reputation,  of  the  foreign  policy  controls  imposed 
on  the  Kama  River  truck  plant  in  1979.  Because  of  those  controls,  the  U.S.  machine 
tool  builders  lost  a  market  in  which  they  were  the  dominant  supplier  during  the 
1970's.  But,  in  addition,  because  they  were  forbidden  to  service  their  machines  or 
even  to  supply  spare  parts,  they  developed  a  reputation  within  the  entire  Soviet 
market  as  an  unreliable  supplier.  That  meant  that  U.S.  companies  were  not  asked 
to  bid  on  projects  in  which  all  of  our  other  CoCom  allies  participated.  Markets  worth 
billions  oi  dollars  were  effectively  abdicated  during  the  late  1970's  and  1980's.  Not 
only  that,  the  reputation  for  unreliability  has  continued  into  the  successor  Russian 
market,  with  prospective  buyers  still  wary  of  potential  U.S.  foreign  policy  controls 
undermining  the  delivery  of  goods  and  services.  Russian  factor  managers  beyond  the 
Kama  River  plant  remember  the  dislocations  caused  by  the  U.S. — controls  during 
the  1980's  and  hesitate  to  risk  a  rerun  in  the  1990's. 

In  machine  tools — as  is  the  case  in  virtually  all  other  sectors  of  American  his- 
tory— the  United  States  no  longer  dominates  the  world  marketplace.  Unilateral  con- 
trols, therefore,  are  frequently  ineffective  in  denying  the  intended  target  the  product 
or  technology  that  is  controlled.  Our  leverage  to  affect  the  other  nation's  policies 
through  unilateral  denial  is  all  but  gone.  Unilateral  controls  frequently  serve  to  fur- 
ther disadvantage  U.S.  companies  without  materially  affecting  the  availability  of 
the  product  or  technology  to  the  target  country.  In  the  process,  the  immediate  mar- 
ket and  the  long-term  reputation  for  U.S.  companies  are  destroyed. 

There  are,  of  course,  extreme  cases  where  there  is  no  alternative  available  to  pol- 
icymakers in  order  to  distance  our  Nation  from  particularly  repugnant  conduct,  or 
isolate  terrorist  regimes.  But  the  new  Act  ought  to  be  written  in  such  a  way  as  to 
compel  immediate  negotiations  in  order  to  attain  multilateral  cooperation  within  six 
months  and  then  to  compel  twice  yearly  review  of  unilateral  controls  with  tough 
standards  to  weigh  the  controls  against  the  cost  to  American  companies  in  terms 
of  lost  markets,  lost  jobs,  and  damaged  reputations. 
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Indexation 

Furthermore,  it  is  critical  that  products  and  technologies  placed  on  the  Commerce 
Department's  Commodity  Control  List  ("CCL")  be  indexed  for  performance  in  a  man- 
ner that  takes  account  of  the  succeeding  12  months  after  review,  so  that  items  are 
removed  from  the  CCL  as  their  technology  becomes  less  critical  to  proliferation  ef- 
forts. The  machine  tool  and  the  semiconductor  production  equipment  industry  had 
bitter  experience  with  lack  of  updating.  It  was  17  years  between  the  1991  develop- 
ment of  the  CoCom  Core  List  and  1974  when  the  CoCom  machine  tool  and  semi- 
conductor production  equipment  control  lists  had  been  last  revised. 

What  occurred  during  that  long  span  of  time  was  a  deliberate  decision  on  the  part 
of  the  U.S.  Government  to  freeze  the  parameters  on  performance  of  these  industries 
as  a  part  of  an  overall  policy  of  economic  warfare  against  the  Soviet  Union.  Other 
products,  such  as  telecommunications  equipment,  were  similarly  frozen  at  mid- 
1970's  performance  parameters,  but  it  was  never  acknowledged  to  U.S.  industry 
that  this  was  an  intentional  U.S.  policy.  Thus,  year  after  year  went  by,  with  a  great 
deal  of  effort  and,  indeed,  man-years  of  top  engineers  providing  expertise  for  the 
Technical  Advisory  Committees  at  the  Commerce  Department  and  detailed  and 
well-argued  proposals  from  U.S.  industry  to  other  parts  of  the  U.S.  Government — 
all  to  no  avail  for  a  decade  and  one-half. 

Arbitrary  and  opaque  behavior  on  the  part  of  the  U.S.  Government  should  not  be 
allowed  to  continue  under  the  new  Act.  In  order  to  compel  regular,  periodic  review 
of  the  control  list,  at  a  minimum,  the  indexation  provision  contained  in  the  1992 
EAA  Conference  Report  ought  to  be  included  in  any  new  EAA.  My  preference  would 
be  for  a  more  forward-looking  provision,  basing  indexation  on  performance  param- 
eters expected  over  the  succeeding  12  months  alter  the  review,  as  President  Clinton 
did  in  his  Trade  Promotion  Coordinating  Committee  Report  of  September  30,  1993. 

The  Office  of  Foreign  Availability 

Moreover,  the  Office  of  Foreign  Availability  ought  to  be  strengthened  and  en- 
larged within  the  Bureau  of  Export  Administration  at  the  Commerce  Department. 
Currently,  despite  some  excellent  recent  foreign  availability  determinations,  that  Of- 
fice is  in  the  process  of  being  "reinvented"  out  of  existence.  It  is  down  to  less  than 
ten  staff  people,  and  there  is  talk  of  merging  it  into  other  divisions  of  BXA.  This 
is  contrary  to  the  intention  of  Congress  in  legislatively  creating  the  Office  in  the 
1985  amendments  to  the  EAA  and  threatens  to  destroy  one  of  the  truly  useful  tools 
created  to  keep  the  list  review  process  dynamic  and  responsive  to  changed  condi- 
tions. 

Inter-Agency  Process 

Another  of  the  critical  questions  which  the  Committee  will  be  considering  as  it 
writes  the  new  Act  is  that  of  the  responsibilities  which  the  various  agencies  will 
have  within  the  licensing  process.  I  believe  that  the  time  has  come  for  Congress  to 
re-examine  the  entire  interagency  review  process.  Policies  and  circumstances  which 
may  have  required  certain  review  processes  in  the  1970's  and  1980's  may  no  longer 
be  appropriate  as  Congress  establishes  an  export  control  system  for  the  1990's  and 
beyond.  In  the  first  panel's  testimony  today,  you  have  seen  the  export  control  chart 
that  details  all  the  agencies  that  review  licenses  under  various  circumstances.  It  is 
based  on  extensive  research  done  by  the  National  Association  of  Manufacturers 
("NAM"),  and  it  is  popularly  known  as  the  "chart  from  hell."  Is  it  really  necessary 
to  build  so  much  redundancy  into  the  system?  How  many  agencies  have  to  review 
the  same  license  before  the  U.S.  Government  comes  to  a  conclusion  with  regard  to 
whether  a  license  ought  to  be  granted?  These  are  the  questions  the  Committee 
ought  to  consider  as  it  writes  the  new  legislation.  Is  it  still  necessary  for  the  Com- 
merce and  Defense  Departments  to  replicate  studies  of  the  technological  perform- 
ance of  a  particular  export  item,  or  the  reliability  of  a  particular  end-user,  which 
is  done,  in  any  event,  by  utilizing  reports  from  the  intelligence  agencies,  or  by  send- 
ing State  and  Commerce  Department  employees  out  into  the  field  to  check  out  pro- 
spective applicants?  In  the  past,  this  has  led  to  interagency  warfare  and  public  dis- 
agreements aired  in  the  media  even  before  they  are  given  interagency  review. 

I  think  that  we  can  do  better  and  that  we  certainly  need  to  do  better  as  inter- 
national competition  becomes  even  more  fierce  in  the  1990's.  Obviously,  the  State, 
Defense,  and  Energy  Departments  have  vital  roles  to  play  in  drawing  up  the  lists 
that  will  guide  licensing  decisions.  Also,  their  advice  and  counsel  should,  be  relied 
upon  when  difficult  technical  or  foreign  policy  issues  arise  within  the  licensing  proc- 
ess. But  I  fail  to  see  why  these  agencies  need  to  be  involved  on  a  regular  basis  in 
day-to-day  licensing  decisions.  The  Commerce  Department  ought  to  be  given  the  au- 
thority and  the  resources  to  conduct  its  own  technological  reviews  of  licenses  in 
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order  to  properly  reflect  the  President's  policies  through  the  review  of  control  lists 
and  the  issuance  of  export  licenses. 

We  are  never  going  to  get  away  from  the  Kafkaesque  horror  stories  about  export 
licensing  caused  by  the  seemingly  endless  interagency  reviews  until  we  get  rid  of 
the  system  that  is  described  in  the  "chart  from  hell."  The  final  authority  for  grant- 
ing licenses  should  be  vested  in  one  agency,  the  Commerce  Department.  When  ex- 
traordinary circumstances  force  interagency  review,  firm  deadlines  need  to  be  estab- 
lished and  enforced,  within  which  the  Secretary  01  any  dissenting  agency  would  be 
obligated  to  authorize  the  escalation  up  to  the  next  interagency  level. 

Dispute  Resolution 

This  approach  should  also  be  used  to  resolve  disputes  between  the  Commerce  De- 
partment Commodity  Control  List  and  the  State  Department's  Munitions  List.  A 
dispute  resolution  process  with  tight  time  limits  should  be  established.  It  should 
also  be  mandated  that  either  department  can  bring  issues  into  the  process  for  reso- 
lution. Currently,  most  issues  need  the  State  Department's  consent  before  they  can 
even  be  brought  into  the  dispute  resolution  process.  I  can  tell  you  from  personal  ex- 
perience that  this  is  a  system  badly  in  need  of  revision.  As  it  stands,  the  process 
is  heavily  biased  toward  the  State  Department,  with  an  automatic  presumption  that 
any  item  claimed  by  the  State  Department  for  the  Munitions  List  belongs  on  that 
list.  I  would  argue  that  when  an  item  has  both  a  civilian  and  a  military  use,  the 
presumption  should  be  that  control  is  maintained  under  the  CCL. 

Conclusion 

In  conclusion,  Mr.  Chairman,  as  Albert  Einstein  said  at  the  dawn  of  the  Atomic 
Age,  "Everything  has  changed  about  the  world,  except  the  way  that  we  look  at  it." 
The  same  could  be  said  about  export  control  policy  today. 

We  live  in  a  period  of  almost  blinding  technological  and  political  change.  As  the 
Committee  considers  its  new  legislation,  certain  key  points  need  to  be  kept  in  mind. 
First,  with  technological  diffusion  and  miniaturization  as  prevalent  as  they  are,  it 
is  almost  impossible  to  control  technology  or  to  keep  it  with  prescribed  parameters. 
Consequently,  the  mandate  to  the  Executive  ought  to  be  that  control  lists  should 
to  be  draw  as  narrowly  as  possible,  always  keeping  in  mind  that  the  objective  is 
to  control  the  export  of  "choke-point"  technologies  required  for  the  proliferation  of 
weapons  of  mass  destruction.  The  objective  is  not  to  control  all  sophisticated  tech- 
nologies. Second,  while  it  may  be  necessary  to  impose  unilateral  controls  tempo- 
rarily, multilateralism  ought  to  be  at  the  core  of  any  new  legislation.  Finally,  sim- 
plification and  accountability  ought  to  be  the  guide  to  any  new  export  administra- 
tion licensing  process.  We  can  no  longer  afford  a  slow,  inefficient,  and  confusing  li- 
censing process.  Given  both  the  threats  and  the  international  competition  that  we 
face,  we  simply  must  do  better. 
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Overview 

Mr.  Chairman,  Members  of  the  Committee,  I'm  honored  today  to  testify  before 
your  Committee.  I  will  try  to  be  brief.  My  message  is  simple:  If  we  are  serious  about 
preventing  future  Iraqs,  we  need  to  contend  with  the  increased  likelihood  that  they 
will  get  more  strategic  technology  with  the  relaxation  of  controls. 

These  risks  along  with  their  military  implications  and  impact  on  customs  agents' 
ability  to  block  objectionable  shipments  need  to  identified  and  assessed  at  least  as 
much  as  the  dollar  value  of  increased  trade  that  might  come  with  modifying  the  Ex- 
port Administration  Act  (EAA)  and  CoCom.  To  focus  on  short-term  trade  benefits 
and  ignore  the  long-term  costs  of  changing  our  export  control  policies  is  simply  bad 
business,  an  enterprise  that  will  ultimately  shame  American  trade,  cost  American 
lives,  and  drain  the  U.S.  Treasury. 

To  avoid  this  Congress  should  focus  on  four  questions: 

1.  What  are  the  key  proliferation  threats  the  U.S.  and  its  allies  face? 

2.  How  can  export  controls  mitigate  or  prevent  these  threats? 

3.  What  changes  to  U.S.  export  controls  does  this  recommend? 

4.  What  does  it  suggest  our  policy  should  be  toward  CoCom's  successor? 

My  own  answers  presume  three  views.  The  first  is  that  the  proliferation  threats 
we  face  will  no  longer  be  driven  simply  by  rouge  states,  like  Iraq,  acquiring  strategic 
technology,  but  by  the  exports  and  military  activities  of  states  already  possessing 
strategic  forces,  such  as  China  and  the  former  Soviet  republics.  The  second,  is  that 
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perhaps  the  most  significant  lever  we  have  on  the  proliferation  behavior  of  these 
nations  and  other  Western  suppliers  is  the  threat  of  cutting  off  access  to  high  tech- 
nology and  the  U.S.  market.  And  finally,  because  relaxing  controls  naturally  in- 
creases the  scope  for  uncontrolled  activity,  moves  in  this  direction  should  be  bal- 
anced by  upgrading  the  authority  and  effectiveness  of  customs  enforcement  over 
both  licensed  and  unlicensed  exports  and  by  improving  the  review  of  whatever  li- 
censed trade  remains. 

This  leads  to  several  recommendations.  The  most  prominent  of  these  is  to  pay 
greater  attention  to  blocking  objectionable  shipments  by  helping  U.S.  Customs  com- 
puterize all  U.S.  exporters'  submission  of  shipping  export  declarations.  Once  such 
a  system  is  established,  Congress  should  require  U.S.  exporters  to  clear  all  of  their 
declarations  with  Customs  in  advance  of  any  shipment,  much  as  states,  such  as 
Australia,  have  long  done. 

As  for  the  U.S.  export  licensing  system,  I  believe  more,  not  less  interagency  refer- 
ral, is  the  way  to  go  not  only  to  assure  thorough  review,  but  to  speed  up  the  review 
process  itself.  In  fact,  for  years  the  Commerce  and  Energy  Departments  have  been 
using  17th  Century  bureaucratic  techniques  in  a  counterproductive  effort  to  main- 
tain or  increase  monopoly  control  over  the  licensing  process.  Congress  should  put 
an  end  to  this  and  demand  that  20th  Century  technology  and  management  skills 
be  employed  to  establish  a  single,  unified,  computerized  interagency  license  referral 
and  review  process.  Such  a  system  could  eliminate  time  consuming  initial  screening 
of  licenses  by  Energy  and  Commerce  and  most  of  the  labor  intensive  low-level  inter- 
agency meetings  that  follow,  while  increasing  the  likelihood  that  objectionable  ex- 
ports would  be  spotted. 

I  also  argue  that  to  prevent  such  shipments  from  being  made  to  bad  destinations, 
Congress  should  avoid  reliance  on  licensing  requirements  that  would  be  triggered 
only  if  an  exporter  is  foolish  enough  to  admit  that  his  goods  are  going  directly  to 
a  specific  proscribed  locale.  It  makes  sense  to  require  the  U.S.  Government  to  list 
destinations  and  projects  of  concern  as  much  as  possible  but  export  licensing  must 
be  triggered  by  a  listing  of  commodities  destined  for  any  locale  if  we  want  to  avoid 
the  embarrassment  of  actually  licensing  illicit  transshipments. 

As  for  U.S.  policy  toward  CoCom's  successor  organization,  three  issues  deserve  at- 
tention. First,  CoCom's  charter  needs  to  recognize  that  Russia  can  either  retard  or 
drive  proliferation  trends  by  how  much  strategic  technology  it  chooses  to  sell  to  Asia 
and  the  Middle  East  and  how  it  chooses  to  act  toward  the  Soviet  republics  and 
Central  Europe.  To  the  extent  Russia  and  other  former  Soviet  republics  are  allowed 
to  participate  in  a  CoCom  successor  organization,  their  continued  participation  (and, 
thus,  their  continued  free  access  to  most  CoCom  controlled  items),  then,  should  be 
conditioned.  This  could  be  done  by  stipulating  that  violating  the  organization's 
guidelines  or  threatening  the  security  of  any  other  member  could  serve  as  grounds 
for  expulsion. 

Second,  the  U.S.  should  insist  not  only  on  the  explicit  listing  of  Iran,  Iraq,  Libya, 
and  North  Korea  as  proscribed  destinations  for  exports  of  CoCom  items,  but  require 
the  most  advanced  arms  supplying  members  of  the  new  CoCom  successor  organiza- 
tion to  notify  all  others  whenever  they  intend  to  ship  key  sensitive  items  to  the  Mid- 
dle East,  South  Asia,  or  China. 

Finally,  the  U.S.  should  ask  the  successor  organization  to  adopt  a  no  undercut 
rule  on  any  member  nation's  denial  of  CoCom  listed  items  to  any  destination.  This 
would  prevent  other  CoCom  nations  from  undercutting  any  member's  denial  of  an 
item  by  selling  it  themselves,  such  as  might  occur  in  the  future  with  U.S.  sanction- 
ing of  high  technology  to  nations  such  as  China. 

The  Proliferation  Threats  We  Face 

These  recommendations  are  undoubtedly  different  from  those  you've  received  from 
industry.  This  should  hardly  seem  surprising:  Although  the  suggestions  I've  made 
would  not  slow  or  prevent  increased  trade,  their  main  aim  is  to  stem  proliferation, 
which  is  more  of  a  public  rather  than  a  private  good.  The  recommendations,  more- 
over, are  premised  on  a  view  of  future  proliferation  that  is  somewhat  different  than 
what  we  are  used  to. 

Traditionally,  our  proliferation  concerns  have  focused  almost  entirely  on  rouge  na- 
tions, such  as  Iraq  and  Iran,  and  their  attempts  to  acquire  strategic  technology  from 
the  West.  Our  approach  to  these  proliferation  threats  has  been  to  try  to  deny  these 
nations  the  weapons  capabilities  they  want.  These  threats  are  still  are  our  most  ur- 
gent concerns. 

With  the  end  of  the  Cold  War,  however,  two  new  kinds  of  proliferation  threats 
have  emerged.  The  first  of  these  concerns  the  former  Soviet  republics.  The  second 
is  China  and  Asia. 
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After  its  break  with  China  at  the  end  of  the  1950's,  the  Soviet  Union  had  a  rel- 
atively conservative  policy  over  it  export  of  strategic  weapons  technology.  With  the 
possible  exception  of  its  SCUD  sales,  Moscow  exported  little  or  no  missile,  nuclear, 
chemical  or  biological  weapons  related  items  outside  the  Warsaw  Pact. 

With  the  economic  decline  of  the  Soviet  Union  in  the  late  1980's  and  finally  its 
dissolution  in  1991,  though,  Moscow  began  approving  exports  in  nearly  all  of  these 
categories  including  some  of  the  most  advanced  conventional  weapons.  Most  of  these 
Moscow-approved  exports  have  gone  to  China.  Public  reports  have  indicated  that 
they  have  included  uranium  enrichment  technology,  nuclear  triggers,  submarine 
quieting  and  propulsion  technology,  submarine  ballistic  missile  technology,  solid 
rocket  technology,  space  launch  vehicle  engines,  long-range  air  refueling  hardware, 
advanced  ground  attack  planes,  and  more. 

There  have  also  been  recent  reports  of  missile  related  cooperation  between  North 
Korea  and  Russia  (where  Russia  has  helped  air  lift  North  Korean  SCUD  tels  to 
Syria),  Russia  and  India,  nuclear,  air  defense  and  submarine  sales  to  Iran,  and  nu- 
clear sales  to  Pakistan.  Some  of  these  sales  have  raised  Missile  Technology  Control 
Regime  (MTCR)  and  other  nonproliferation  control  regime  questions  and  may  have 
been  coordinated  with  other  former  Soviet  republics. 

Beyond  this  hemorrhaging  of  strategic  technology  from  the  former  Soviet  repub- 
lics, though,  there  is  also  a  worry  that  Russian  foreign  policy  is  becoming  offensively 
aggressive  toward  its  central  European  neighbors  and  the  former  Soviet  republics 
that  border  it.  This  new,  more  truculent  policy  has  a  direct  impact  on  the  prospects 
for  proliferation  in  the  case  of  Ukraine,  which  is  currently  debating  whether  to  hold 
on  to  and  improve  the  strategic  nuclear  weapons  it  has. 

There  have  even  been  suggestions  that  Ukraine  might  retain  these  weapons  to 
create  a  new  central  European  security  system  for  states  neighboring  Russia  who 
feel  threatened  by  her.  Putting  aside  the  merits  of  such  schemes,  it  is  clear  that 
Russian  behavior  is  likely  to  be  the  single  most  important  determinate  of  their  like- 
lihood, of  the  denuclearization  of  the  former  Soviet  republics  generally,  and  of  what 
sort  of  nuclear-based  security  guarantee  alliance  systems  there  will  be  for  central 
and  Western  Europe  in  the  decade  ahead.  The  U.S.,  as  the  key  nuclear  guarantor 
of  NATO,  can  hardly  afford  to  be  unconcerned.  It  is  arguably  the  most  significant, 
new  set  of  proliferation  problems  we  face. 

Beyond  Europe,  though,  there  are  also  new  long-term  proliferation  worries  in 
Asia.  Everyone  is  familiar  with  the  problem  that  North  Korea  presents.  Perhaps  an 
even  greater  threat  to  the  region  in  the  decade  ahead  is  China's  strategic  build-up 
and  the  proliferation  it  might  prompt. 

What  makes  this  strategic  modernization  so  worrisome  is  the  active  cooperation 
of  China's  greatest  Post  War  adversary,  Russia.  As  has  already  been  noted,  begin- 
ning in  the  late  1980's,  Russia  began  helping  China  in  virtually  every  category  of 
strategic  technology.  The  aim  of  this  cooperation  has  been  to  correct  China's  key 
weaknesses  in  strategic  submarine,  nuclear  weapons  design  and  production,  and 
ballistic  missile  and  space  technology.  Much  of  this  Russian  technology  has  been 
paid  for  with  the  proceeds  from  Chinese  military's  weapons  sales,  including  missile 
and  other  weapons  transactions  in  the  Middle  East. 

This  modernization  has  upset  most  of  China's  neighbors  including  Taiwan,  Aus- 
tralia, and  Japan,  all  close  friends  of  the  United  States.  What  makes  it  doubly  trou- 
bling, however,  is  that  China  no  longer  feels  it  needs  to  array  its  forces  against  Rus- 
sia and,  in  fact,  has  redeployed  the  forces  it  once  had  on  the  Sino-Russian  border 
to  bases  on  or  closer  to  its  Asian  coasts.  Finally,  the  Chinese  military  have  voiced 
rather  offensive  aspirations  to  use  their  forces  in  future  wars  in  North  and  South 
East  Asia. 

For  the  moment,  of  course,  China's  military  capabilities  are  too  nominal  to  be 
much  of  a  worry.  The  future — the  next  decade — though,  looks  to  be  quite  different, 
at  least  in  the  eyes  of  China's  neighbors.  They  already  feel  compelled  to  arm  them- 
selves and  to  do  more  to  keep  U.S.  forces  in  the  region. 

Japan,  in  particular,  has  begun  to  voice  interest  in  acquiring  overt  strategic  mili- 
tary capabilities — recently,  dedicated  spy  satellites  for  the  Japanese  Self-Defense 
Agency — that  Japanese  policy  previously  prevented  any  discussion  of.  Given  Japan's 
plans  to  use  hundreds  of  tons  of  weapons  usable  plutonium  in  its  civilian  reactor 
program  and  its  demonstrated  long-range  rocket  capabilities  (and  this  month,  the 
launching  of  a  new  rocket,  the  H-2,  with  a  reentry  vehicle),  a  key  concern  is  wheth- 
er or  not  Japan  might  militarize  strategically  in  response  to  the  Chinese  and  North 
Korean  threats. 

Such  a  militarization  would  almost  certainly  prompt  other  nations  in  the  region 
literally  to  go  nuclear  and  ballistic.  Among  the  most  likely  nations  to  take  this 
course,  would  be  South  Korea,  Taiwan,  and,  in  time,  Indonesia.  By  any  measure, 
any  of  these  actions  would  constitute  a  major  security  crisis  for  the  U.S.  and  the 
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security  alliances  we  have  maintained  in  the  region  for  more  than  30  years.  Na- 
tional defense  spending  and  the  fear  of  war  would  increase  all  along  the  Pacific  Rim. 
This,  in  turn,  would  likely  undermine  the  kind  of  Asian  market  access  that  the  U.S. 
economy  will  need  in  order  to  grow  in  the  1990's  and  beyond  and,  if  there  was  a 
true  war  scare  in  Asia,  prompt  a  run  on  capital  markets  that  could  prove  disastrous 
here  at  home. 

How  Export  Controls  Can  Mitigate  These  Threats 

No  one  would  argue  that  export  controls,  sanctions,  and  customs  enforcement  are 
the  only  or  even  the  prime  tools  for  addressing  these  kinds  of  threats.  Diplomacy, 
economic,  and  military  policy  all  must  play  a  role.  Yet,  it  would  be  a  mistake  to  dis- 
miss the  importance  of  export  controls,  sanctions  and  customs  enforcement  in  influ- 
encing events  and  buying  time  for  the  other  elements  of  our  foreign  and  military 
policies  to  work  against  proliferation. 

Perhaps  the  most  important  role  export  controls  play  in  the  fight  against  pro- 
liferation is  the  distinction  they  make  between  legitimate  and  illegitimate  trade. 
This  distinction  is  critical  to  any  legal  effort  to  interdict  the  activities  of  exporters 
who  choose  either  to  falsify  the  end  users  or  final  destinations  of  licensed  items 
being  exported  or  who  export  strategic  technology  or  hardware  improperly  without 
licenses. 

By  this  standard,  the  more  export  controls  there  are,  the  more  narrowly  confined 
is  the  scope  for  illicit  activity  and  conversely,  the  fewer  controls  there  are,  the 
broader  the  scope  for  such  activity. 

This  may  seem  to  be  an  academic  point;  it's  not.  For  many  years,  the  office  I  di- 
rected in  the  Pentagon  worked  with  other  Missile  Technology  Control  Regime 
(MTCR)  nations  in  Europe  to  prevent  technology  and  hardware  from  contributing 
to  a  multinational  missile  project  based  in  Argentina  known  as  the  Condor  II  mis- 
sile program.  The  Condor  II  was  a  version  of  the  most  advanced  ballistic  missile 
in  the  world,  the  American  Pershing  II,  and  was  being  built  for  Egyptian  and  Iraqi 
customers. 

The  project  attempted  to  procure  technology  and  hardware  from  Europe  and  the 
U.S.  through  a  complicated  procurement  scheme  that  frequently  involved  the  fal- 
sification of  export  licenses  both  here  and  in  Europe.  Because  most  European  na- 
tions required  missile  technology  exports  and  imports  between  their  nations  to  be 
licensed,  though,  it  was  possible  to  interdict  these  shipments  whenever  the  phony 
end  users  and  destinations  were  found  out.  In  fact,  the  licensing  process  itself  be- 
came an  important  ingredient  in  the  intelligence  effort  directed  against  the  pro- 
gram. Finally,  the  interdiction  effort  against  Condor  II  was  so  successful  that  it  was 
possible  for  our  diplomats  to  get  Egypt  and  Argentina  to  agree  to  halt  the  program. 

In  the  future,  this  may  be  far  more  difficult  to  accomplish.  There  is  talk  in  the 
U.S.  of  making  all  trade  in  MTCR  items  license  free  within  the  MTCR,  of  expanding 
the  MTCR's  membership  to  include  nations  like  Argentina,  and  even  of  assisting 
rocket  programs  so  long  as  they  are  professed  to  being  "peaceful."  Any  and  all  of 
these  "decontrols"  would  have  made  termination  of  Condor  II  virtually  impossible. 

Another  advantage  of  export  controls  and  effective  customs  enforcement  is  that 
they  can  help  protect  the  good  reputation  of  honest  firms  who  have  no  desire  to  pro- 
mote proliferation.  Just  before  Desert  Shield  we  had  an  example  of  this.  A  U.S. 
manufacturer  had  one  of  its  exports  to  Iraq  blocked  because  U.S.  intelligence  had 
determined  that  it  would  contribute  to  Iraq's  nuclear  weapons  manufacturing  capa- 
bility. The  shipment  was  held  up  and  never  sent. 

Several  German  firms  making  a  similar  product  were  not  so  lucky.  Their  govern- 
ment saw  nothing  wrong  in  making  such  sales  to  Iraq.  The  firms  made  the  exports, 
immediately  received  unfavorable  press,  and  had  to  restructure  their  corporate 
boards  to  demonstrate  resolve  to  prevent  such  shipments  in  the  future.  In  addition, 
they  were  forced  to  retain  expensive  legal  counsel  in  the  U.S.  to  explain  their  ac- 
tions to  Congress  and  Executive  officials  who  were  considering  barring  them  from 
doing  business  in  the  U.S.  Given  this  episode,  the  German  government  chose  to 
adopt  more  extensive  export  controls  similar  to  our  own. 

This,  then,  brings  us  to  the  utility  of  sanctions  against  foreign  entities  that  pro- 
liferate. These  have  rarely  been  employed — twice  against  the  Chinese,  once  against 
South  Africa  and  Israel,  once  against  the  Russians  and  Indians,  and  all  for  missile 
proliferation-related  activities.  In  fact,  when  Congress  first  enacted  U.S.  missile 
sanctions  legislation  in  1990,  most  State  and  Commerce  officials  were  opposed  to  it. 
Yet,  less  than  a  year  later  a  key  assistant  secretary  of  State  privately  told  me  that 
for  all  of  its  unilateralism  and  extraterritoriality,  the  legislation  was  a  God  send. 
As  he  explained,  without  the  legislation  it  would  be  impossible  to  negotiate  on  mis- 
sile proliferation  with  any  real  leverage. 
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And  it's  worked.  In  the  case  of  South  Africa,  sanctions  led  to  the  government  re- 
considering and  finally  dropping  its  space  launch  vehicle  program.  In  the  case  of 
Russian  cooperation  on  India's  rocket  program,  sanctions  resulted  in  a  termination 
of  the  contract  and  agreement  to  adhere  to  the  MTCR's  guidelines.  In  the  case  of 
China,  sanctions  have  at  least  joined  the  issue  of  Chinese  behavior  at  a  higher  level 
than  would  otherwise  be  the  case.  Moreover,  it  is  quite  clear  that  all  of  the  sanc- 
tioned nations,  including  Russia  and  China,  care  intensely  about  getting  such  sanc- 
tions lifted  not  only  because  they  want  continued  access  to  U.S.  high  technology  and 
markets,  but  because  there  is  a  real  stigma  associated  with  them. 

These  nonproliferation  advantages,  it  should  be  noted,  can  be  enjoyed  even  if  con- 
trols and  sanctions  are  used  unilaterally.  Certainly,  making  controls  and  sanctions 
multilateral  increases  their  effectiveness  but  that  hardly  argues  against  not  having 
them  until  they  are  multilateralized.  Indeed,  more  often  than  not,  maintaining  U.S. 
unilateral  controls  has  been  necessary  to  set  examples  for  other  nations  to  adopt. 
This  was  clearly  the  case  with  the  establishment  of  Nuclear  Supplier  Group  controls 
over  dual-use  items  and  is  no  less  so  today  with  regard  to  export  controls  against 
Iran. 

What  Changes  to  U.S.  Export  Controls  Does  This  Recommend? 

To  the  extent  that  U.S.  policy  and  law  on  export  controls  tend  toward  loosening 
U.S.  export  control  restraints  (1)  to  levels  shared  multilaterally,  (2)  by  creating  li- 
cense-free zones,  or  (3)  by  reducing  requirements  for  individually  validated  licenses 
to  general  distribution  or  substitute  licensing,  they  naturally  will  expand  the  scope 
for  illicit  transshipment  and  diversions  of  strategic  weapons  technology  executed 
outside  of  any  licensing  system. 

This  trade-off  or  dilemma  should  be  faced  consciously  and  the  possible  costs  as- 
sessed on  both  sides  of  the  equation — not  just  of  trade  gained  or  lost,  but  in  terms 
of  strategic  weapons  technology  diversions  stemmed  or  gone  unstopped.  Just  as  the 
most  interested  and  informed  parties — the  exporting  community  and  the  Commerce 
Department — have  assessed  the  trade  side  of  the  equation,  so  too  should  the  most 
knowledgeable  and  involved  parties — U.S.  Customs,  the  Intelligence  Community, 
and  the  Defense  Department — should  be  asked  to  assess  the  military  and  enforce- 
ment costs  of  proposed  export  control  policies  and  to  indicate  what  measures  might 
reduce  these  costs.  To  my  knowledge,  this  has  never  been  done. 

Even  without  such  an  analysis,  though,  it's  fairly  clear  that  as  the  scope  for  diver- 
sions and  the  abuse  of  U.S.  export  controls  increases,  law  enforcement's  authority 
needs  to  be  strengthened  proportionately.  Preexisting  enforcement  loopholes  that 
diverters  have  been  using  or  might  take  greater  advantage  should  be  closed.  One 
such  loophole,  I  understand,  involves  the  U.S.  mails.  Diverters  of  smaller  high-tech- 
nology items  increasingly  are  using  the  U.S.  postal  system  to  evade  U.S.  Customs, 
which  currently  is  not  allow  to  inspect  the  mails.  This  should  be  corrected. 

Another  enforcement  reform  opportunity  may  be  found  in  exporters'  filing  of  their 
shipper  export  declarations  with  U.S.  Customs.  Currently  every  export  shipment, 
whether  licensed  or  not,  requires  a  shipper's  export  declaration  to  be  filed  with  U.S. 
Customs.  This  declaration  indicates  wnat  is  Deing  shipped  (at  least  in  general 
terms)  and  precisely  to  whom.  This  information,  if  received  in  a  timely  fashion,  can 
help  U.S.  Customs  block  illicit  exports  since  they  have  good  intelligence  on  bad  for- 
eign end  users  and  brokers. 

Unfortunately,  these  declarations  currently  are  sent  to  Customs  manually  and 
generally  are  received  after  the  shipment  has  been  made.  This  paper  process,  more- 
over, is  highly  inaccurate.  Customs  officials  believe  as  much  as  seven  percent  of  U.S. 
exports  (i.e.,  up  to  $40  billion  in  commerce)  simply  goes  unreported  with  this  sys- 
tem.1 

Customs  wants  to  correct  this  by  computerizing  the  declaration  process  under  a 
new  program,  the  Automatic  Export  System.  Instead  of  sending  paper  after  the  fact, 
exporters  would  file  their  shipper  export  declarations  electronically  by  computer  and 
seek  export  clearance  from  Customs  in  advance  of  any  shipment.  This  is  not  a  blue 
sky  proposal:  Australia  has  been  using  an  identical  system  for  years  now  and  it 
works.  If  enough  countries  followed  in  Australia's  footsteps,  computerized  intel- 
ligence sharing  on  proliferation-related  shipments  would  be  possible.  Establishing 
such  a  system  could  also  be  a  step  in  the  direction  of  one-stop  licensing  for  U.S. 
exporters — something  they  have  all  said  they  want. 


1This  is  between  3  and  30  time6  more  than  the  amount  of  money  that  has  been  estimated 
that  the  U.S.  economy  loses  due  to  existing  export  controls  and  the  lost  export  opportunities 
they  generate.  For  these  estimates  see  Glennon  J.  Harrison,  "Export  Controls:  Background  and 
Issues,  Congressional  Research  Service  Report  for  Congress  (Washington,  DC:  U.S.  Congressional 
Research  Service,  12  January  1993,  94-30  ECN),  p.  CRS-10. 
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The  current  U.S.  export  licensing  process,  unfortunately,  is  quite  far  from  being 
anything  like  one-stop  shopping.  It  isn't  for  any  lack  of  trying  on  the  part  of  indus- 
try. The  problem,  however,  is  that  the  exporting  community  that  favors  one-stop  li- 
censing, would  like  to  create  such  a  system,  in  part,  to  prevent  or  restrict  the  refer- 
ral of  their  licenses  to  agencies  outside  of  the  Commerce  Department  in  order  to 
speed  up  approvals. 

This  is  the  wrong  way  to  go  particularly  as  proliferators  rely  increasingly  on  so- 
phisticated transshipment  schemes  for  dual-use  items.  To  deal  with  this  challenge, 
more,  not  less  referral  of  export  licenses  is  desirable.  Industry,  though,  fears  this 
would  only  further  delay  decision  on  their  licenses.  This  is  hardly  necessary  if  Con- 
gress acts  to  establish  a  single,  unified  computer  license  entry  system. 

Under  such  a  system,  all  interested  agencies  could  review  licenses  without  waiting 
upon  the  Commerce  Department  or  the  Energy  Department  to  screen  them  and  dis- 
tribute copies  of  the  licenses  they  think  deserve  referral  and  review.  Nor  would 
time-consuming,  low-level  interagency  license  review  meetings,  which  currently  take 
place,  be  as  necessary.  In  fact,  automatic,  comprehensive,  computerized  license  re- 
ferrals could  make  it  possible  to  shorten  the  existing  deadlines  for  license  review. 

Again,  this  is  not  a  pipe  dream.  In  fact,  attempts  have  been  made  to  devise  such 
a  system  in  the  past.  One  such  program  was  High  Track  90.  It,  however,  was 
viewed  with  suspicion  by  the  Commerce  Department,  and  was  eliminated  in  budget 
cuts.  This  strikes  me  as  a  rather  false  economy.  Instead  of  cutting  such  programs, 
Congress  should  fund  them  and  authorize  universal,  automatic,  comprehensive  re- 
ferral of  all  export  licenses  to  the  agencies  currently  authorized  to  review  licenses 
that  the  Commerce  and  Energy  Departments  currently  screen  for  their  consider- 
ation. 

Some,  of  course,  would  argue  that  this  is  unnecessary,  that  all  we  need  to  worry 
about  is  strategic  technology  being  shipped  to  bad  destinations.  Only  these  licenses, 
they  would  argue,  should  be  referred  to  other  agencies  for  review.  Yet,  if  Congress 
is  serious  about  preventing  strategic  technology  from  going  to  bad  end  users,  as  it 
should  be,  it  must  understand  that  destination-driven  controls  are  woefully  inad- 
equate to  this  task.  The  key  reason  why  is  the  increasing  number  and  sophistication 
of  diverters  or  transshippers  who  get  licenses  to  export  strategic  technology  to  legiti- 
mate destinations  only  to  have  these  exports  reshipped  again  to  other  destinations 
until  they  make  their  way  to  forbidden  locales.  We  may  think  we  are  doing  enough 
by  telling  exporters  not  to  directly  ship  anything  to  proscribed  destinations,  but  in- 
direct shipments  increasingly  is  the  problem. 

This  recommends  requiring  a  license  for  any  item  no  matter  where  it  is  being 
shipped  if  it  is  one  we  do  not  want  a  bad  destination  or  project  to  receive.  It  also 
recommends  maintaining  and  expanding  as  much  as  possible  the  current  require- 
ments that  the  importer  secure  U.S.  consent  before  he  retransfers  the  item  to  an- 
other end  user.  Although  onerous,  maintaining  these  requirements  will  keep  us  hon- 
est about  what  we  truly  want  to  control  and  what  a  serious  control  effort  actually 
requires. 

What  Our  Policy  Should  Be  Toward  CoCom's  Successor 

No  discussion  of  U.S.  export  control  policy  would  be  complete  without  some  con- 
sideration as  to  what  CoCom's  successor  organization  should  be.  Here  several  issues 
deserve  attention.  First,  CoCom's  successor  should  not  attempt  to  reinvent  or  over- 
take the  activities  of  the  MTCR,  the  Australia  Group  (which  controls  chemical  and 
biological  weapons-related  materials  and  technology),  or  the  Nuclear  Suppliers' 
Group. 

There  may  be  overlap  between  the  CoCom  successor  organization  and  these 
groups  as  far  as  what  items  are  controlled  but  the  key  purpose  of  CoCom's  successor 
should  be  different.  Where  nonproliferation  control  regimes  focus  on  curbing  trade 
in  weapons  of  mass  destruction  and  the  means  for  their  delivery,  CoCom's  successor 
should  be  concerned,  as  CoCom  was,  on  controlling  a  much  broader  list  of  military- 
related  items  and  technologies. 

One  of  the  key  reasons  why  the  organization  should  have  this  broader  objective 
is  so  it  might  serve  as  an  agent  for  arms  control  in  the  Middle  East  and  as  potential 
lever  against  the  bad  behavior  not  only  of  rouge  states  such  as  Iran  and  Iraq,  but 
of  the  former  Soviet  republics  and  China.  It  is  becoming  increasingly  clear  that  both 
China  and  Russia  are  quite  anxious  about  maintaining  access  to  U.S.  and  Western 
high  technology  to  modernize  their  nations  economies. 

On  the  other  hand,  U.S.  threats  to  cut  off  trade  with  Russia  or  China  are  far  less 
of  a  concern.  In  the  case  of  Russia,  there  is  not  that  much  trade  to  begin  with  and 
what  there  is  in  the  way  of  trade  is  mostly  one-way  trade  from  the  West  to  Russia. 
In  the  case  of  China,  on  the  other  hand,  the  trade  imbalance  is  so  unfavorably  in 
her  favor,  cutting  off  trade  would  seem  economic  suicide.  Threatening  to  cut-off  or 
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curtail  these  nations'  access  to  Western  technology,  on  the  other  hand,  has  already 
happened  on  several  occasions,  and  is  something  they  worry  about. 

Keeping  in  mind  the  long-term  proliferation  threats  noted  above  and  China  and 
Russia's  key  role  in  determining  their  likelihood,  the  CoCom  successor  organization 
should  be  modeled  in  such  a  way  that  it  can  be  used,  if  necessary,  to  leverage  both 
these  nations'  behavior.  To  the  extent  Russia  and  other  former  Soviet  republics  are 
allowed  to  participate  in  a  CoCom  successor  organization,  their  continued  participa- 
tion (and,  thus,  their  continued  free  access  to  most  CoCom  controlled  items),  then, 
should  be  conditioned.  This  could  be  done  by  stipulating  that  violating  the  organiza- 
tion's guidelines  or  threatening  the  security  of  any  other  member  could  serve  as 
grounds  for  expulsion. 

Beyond  this,  the  CoCom  successor  organization  needs  to  be  effective  in  controlling 
military  commerce  with  rouge  nations.  In  this  regard,  the  U.S.  should  insist  not 
only  on  the  explicit  listing  of  Iran,  Iraq,  Libya,  and  North  Korea  as  proscribed  des- 
tinations for  exports  of  CoCom  items,  but  require  the  most  advanced  arms  supplying 
members  of  the  new  CoCom  successor  organization  to  notify  all  others  whenever 
they  intend  to  ship  key  sensitive  items  to  the  Middle  East,  South  Asia,  or  China. 

Finally,  the  U.S.  should  ask  the  successor  organization  to  adopt  a  no  undercut 
rule  on  any  member  nation's  denial  of  CoCom  listed  items  to  any  destination.  This 
would  prevent  other  CoCom  nations  from  undercutting  any  member's  denial  of  an 
item  by  selling  it  themselves,  such  as  might  occur  in  the  future  with  U.S.  sanction- 
ing of  high  technology  to  nations  such  as  China. 

To  my  knowledge,  none  of  these  suggestions  would  undermine  America's  current 
positions  concerning  the  successor  to  CoCom.  Some  of  them  clearly  would  meet  with 
opposition.  After  our  experience  with  Iraq,  however,  we  should  be  in  no  rush  to  es- 
tablish an  inadequate  set  of  controls.  We  tried  that  before;  it  was  very  costly. 
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RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  RIEGLE 
FROM  CHRISTOPHER  A.  PADILLA 

Q.l.a.  You  stated  in  your  testimony  that  the  Institute  for  Inter- 
national Economics  estimates  that  our  present  export  control  sys- 
tem costs  the  U.S.  up  to  $30  billion  per  year  in  lost  exports.  Is  the 
$30  billion  in  lost  exports  because  of  long  delays  in  licensing  result- 
ing in  lost  contracts,  or  exports  foregone  because  its  just  to  com- 
plicated to  deal  with  at  all? 

A,l.a.  In  Sizing  Up  U.S.  Export  Disincentives,  Professor  David 
Richardson  of  Syracuse  University  and  the  Institute  for  Inter- 
national Economics  cites  two  types  of  Export  disincentives:  "de- 
mand-constricting" disincentives  and  "cost-inflicting"  disincen- 
tives.1 An  example  of  the  former  are  export  embargoes  or  sanc- 
tions, which  shrink  or  block  export  demand.  These  are  exports  for- 
gone simply  because  exporters  either  know  that  licenses  will  be  de- 
nied outright,  or  because  the  burdens  placed  on  licenses  through 
complicated  procedures  are  so  great  as  to  outweigh  the  desire  to 
pursue  export  sales.  It  is  my  view  that  "demand-constricting"  dis- 
incentives such  as  this  constitute  the  bulk  of  foregone  exports. 

Delays  in  license  processing,  while  also  significant,  may  more 
properly  be  viewed  as  "cost-inflicting"  disincentives,  which  impose 
administrative  costs  on  firms  to  track  and  resolve  deals  and  con- 
tentious cases.  Firms  must  maintain  large  staffs  of  people  to  obtain 
such  licenses,  which  often  are  ultimately  approved  but  only  after 
significant  delays  and  conditions.  Some  export  contracts  are  lost 
due  to  this  type  of  disincentive,  but  it  is  my  view  that  it  is  the  act 
of  imposing  the  control  or  sanction — and  thus  depressing  overall 
export  demand — is  a  more  significant  element  of  the  total  cost  in 
U.S.  exports. 

Q.l.b.  Do  you  feel  that  any  elements  of  the  current  complicated 
interagency  licensing  system  are  useful  in  deterring  nuclear,  chem- 
ical, and  biological  weapons  proliferation? 

A.l.b.  Yes.  We  do  not  object,  for  example,  to  the  process  of  screen- 
ing end-users  to  make  sure  that  sensitive  technologies  do  not  fall 
into  the  hands  of  "bad"  customers.  But  we  feel  that  the  process  for 
performing  such  screening  can  and  should  be  significantly  im- 
proved by  consolidating  accountability  and  responsibility  in  one 
place,  with  clear  lines  of  authority  ana  decisionmaking  responsibil- 
ity. In  the  current  system,  licenses  can  languish,  or  approval  can 
be  required  for  exports  that  may  have  little  or  no  relationship  to 
weapons  proliferation.  Sections  4  (a)  and  (b),  5(a),  and  7(c)  of 
S.  1846  address  how  the  current  system — with  refinements  in  focus 
and  improvements  in  license  referral  processes — would  accomplish 
reform. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  SASSER 
FROM  CHRISTOPHER  A.  PADILLA 

Q.l.  Foreign  availability  has  long  been  used  as  a  means  for  decon- 
trolling national  security-controlled  items.  It  has  been  suggested  by 
some  that  the  foreign  availability  procedures  and  standards  should 
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be  changed  to  make  them  more  effective  to  ensure  that  export  con- 
trols keep  in  line  with  current  technology.  What  changes  would  you 
make  to  the  foreign  availability  procedures? 

A.1.  We  suggest  two  specific  changes.  First,  we  would  bring  con- 
trols imposed  for  nonproliferation  reasons  under  the  discipline  of 
foreign  availability  procedures.  At  present,  many  controls  imposed 
on  proliferation-related  items  restrict  goods  widely  available  from 
any  sources  around  the  world.  Second,  we  believe  a  more  independ- 
ent assessment  of  foreign  availability  is  needed,  and  we  suggest 
that  the  U.S.  International  Trade  Commission  be  empowered  to 
make  such  assessments  in  an  objective  and  neutral  manner. 

Q.2.  Several  of  us  on  the  Committee  have  expressed  concerns  on 
how  the  CoCom  successor  will  function.  Currently,  CoCom  operates 
on  a  consensus  basis.  One  country  cannot  move  forward  with  a  con- 
trolled export  if  another  objects.  However,  our  allies  seem  deter- 
mined to  replace  this  approach  with  a  so-called  "national  discre- 
tion" regime.  In  my  judgment,  this  poses  a  lose-risk  for  the  United 
States. 

From  a  national  security  perspective,  it  will  be  more  difficult  to 
stop  sales  from  our  allies  to  countries  of  concern.  From  an  economic 
perspective,  U.S.  exporters  would  be  at  a  disadvantage  if  competi- 
tors abroad  are  able  to  sell  to  markets  closed  to  U.S.  firms.  I'd  like 
your  opinion  on  the  implications  of  the  national  discretion  policy 
that  the  post-CoCom  multilateral  export  control  regime  will  adopt. 
And,  as  the  Administration  negotiates  the  details  of  the  successor 
regime  what  should  it  be  focusing  on? 

A.2.  Your  concerns  are  shared  by  industry.  Historically  the  U.S.  ex- 
port control  bureaucracy  has  viewed  and  implemented  the  spec- 
trum of  national  discretion  controls  much  more  stringently  than  its 
CoCom  partners.  Consequently,  without  any  statutory  changes  that 
encourage  multilateralism,  industry  is  fearful  this  historical  trend 
will  continue  and  broaden.  The  Administration  should  focus  on 
achieving  greater  multilateral  implementation  of  the  various  con- 
trols regimes.  Industry  favors  consolidation  of  the  regimes  in  a  sin- 
gle entity  because  fragmented  international  regimes  lead  to  even 
more  complicated  national  export  control  regulations. 

Q.3.  NAM's  EAA  proposal  consolidates  dual-use  export  licensing 
authority  in  the  Department  of  Commerce.  It  provides  for  Com- 
merce referral  of  export  license  applications  to  any  other  depart- 
ment or  agency  to  seek  information  and  recommendations,  but 
those  recommendations  are  not  binding  on  the  Secretary  of  Com- 
merce in  rendering  determination  on  export  license  applications.  Is 
the  impetus  for  this  proposal  the  problem  of  licensing  delays  or 
more  with  agency  should  have  authority  over  export  license  deci- 
sions? 

A.3.  The  proposal  has  its  origins  in  both  the  problems  of  licensing 
delays  and  license  decision  accountability.  The  current  structure  is 
convoluted  and  has  no  clear  lines  of  decisionmaking  authority. 
After  analyzing  various  structural  models,  industry  took  this  pro- 
posal from  the  National  Academy  of  Science  report  Finding  Com- 
mon Ground. 
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Q.4.a.  During  the  Cold  War,  U.S.  veto  power  over  CoCom  country 
sales  provided  a  powerful  lever.  It  appears  that  under  the  new  re- 
gime the  United  States  will  not  have  such  leverage.  Because  of  the 
problem  of  proliferation  and  because  we  want  our  companies  to  be 
able  to  compete  on  a  level  playing  field,  we  need  to  find  other  ways 
to  exert  leverage. 

For  starters,  the  U.S.  has  the  largest  market  in  the  world.  For- 
eign companies  covet  access  to  our  market.  I  imagine  that  it  is  puz- 
zling to  some  that,  when  the  U.S.  want  to  punisn  some  bad  actor, 
its  first  reflex  seems  cut  off  U.S.  exports.  Do  you  think  that  access 
to  the  U.S.  market  should  be  increasingly  used  or  threatened  as  a 
policy  lever? 

A.4.a.  The  U.S.  market  should  not  "increasingly"  be  used  as  a  lever 
rather  it  should  be  "equitably  used."  Numerous  studies  indicate 
that  export  sanctions  are  ineffective  unless  they  are  multilateral. 
Export  sanctions  should  not  be  the  "default"  response,  they  should 
be  viewed  as  one  option  from  a  list  of  possible  responses  that  in- 
cludes import  sanctions  as  well.  Section  5(a)  of  S.  1846  and 
H.R.  3412  addresses  the  issue  of  sanctions. 

Q.4.b.  Following  the  imposition  of  the  Toshiba  sanctions,  the  Japa- 
nese government  sufficiently  tightened  its  export  control  system.  Is 
the  Toshiba  case  instructive  here? 

A.4.b.  Yes,  the  Toshiba  case  is  instructive.  It  illustrates  the  impact 
import  sanctions  can  have  on  encouraging  foreign  governments  to 
actually  implement  effective  export  control  regimes.  Since  Toshiba 
the  Japanese  have  established  the  Center  for  Information  on  Secu- 
rity Trade  Control  which  publishes  information  to  assist  Japanese 
companies  in  establishing  export  control  programs  and  audits  their 
programs. 

However,  the  Toshiba  case  also  reveals  the  problems  of  global 
trade  interdependency.  The  U.S.  Government  was  not  fully  aware 
of  its  own  dependence  on  Toshiba  components  and  had  to  adjust 
the  sanctions  accordingly. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  RIEGLE 

FROM  TIMOTHY  DWYER 

Q.l.  You  stated  in  your  testimony  that  you  support  indexing,  but 
that  we  should  go  further  by  adopting  a  proposal  that  anticipates 
both  how  fast  technology  will  be  developed  and  how  fast  it  will  be 
disseminated.  In  other  words,  if  foreign  availability  is  likely  to 
occur  within  18  months,  the  technology  would  be  automatically  de- 
controlled. How  would  the  anticipatory  approach  to  indexing  work 
in  other  area,  for  instance  with  machine  tools? 
A.1.  Historical  trends  in  the  computer  industry  clearly  demonstrate 
that  the  processing  power  of  microprocessors  doubles  every  18 
months,  and  that  "clones"  of  U.S.  computers  are  manufactured  by 
foreign  competitors  in  non-CoCom  countries  within  3  months  after 
their  introduction  in  the  United  States.  Because  we  are  a  computer 
company,  not  a  machine  tool  company,  we  are  not  familiar  with  the 
pace  of  technological  change  in  the  machine  tool  industry.  How- 
ever, we  believe  that  anticipatory  indexing  could  be  applied  to  all 
products  or  technologies,  where  the  technological  trends  dem- 
onstrate that  there  is  a  consistent  rate  of  advancement  over  a  pe- 
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riod  of  time.  Most  companies  are  aware  of  how  fast  technology  is 
changing  in  their  industry.  It  should  be  easy  for  each  controlled  in- 
dustry to  develop  an  industry  wide  forecast  of  anticipated  techno- 
logical advance  for  the  next  12-24  months. 

In  the  machine  tool  industry,  one  measure  of  the  state-of-the  art 
is  the  "positioning  accuracy"  of  a  specific  machine  tool.  Today,  some 
machine  tools  are  controlled  according  to  the  "positioning  accura- 
cies" along  a  linear  axis  and/or  a  rotary  axis.  As  positioning  accura- 
cies improve  in  future  generations  of  machine  tools,  it  seems  rea- 
sonable that  one  might  oe  able  to  decontrol  certain  systems  before 
the  domestic  industry  is  overwhelmed  by  foreign  competition.  The 
only  open  question  is  whether  18  months,  or  some  (longer  or  short- 
er) other  period  of  time,  properly  reflects  the  pace  of  change  in  that 
particular  industry. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  SASSER 

FROM  TIMOTHY  DWYER 

Q.l.  Foreign  availability  has  long  been  used  as  a  means  for  decon- 
trolling national  security-controlled  items.  It  has  been  suggested 
that  the  foreign  availability  procedures  and  standards  should  be 
changed  to  make  them  more  effective  to  ensure  that  export  controls 
keep  in  line  with  current  technology.  What  changes  would  you 
make  to  the  foreign  available  procedures? 

A.1.  As  the  foreign  availability  process  now  exists,  it  takes  a  mini- 
mum of  9  months  to  have  any  effect  on  decontrolling  U.S.  exports. 
In  an  industry  that  advances  as  quickly  as  the  computer  industry, 
the  result  is  the  loss  of  millions  of  dollars  in  sales.  Those  lost  sales 
result  in  lost  jobs  for  American  workers. 

Under  the  current  export  control  laws,  countries  such  as  Taiwan 
and  South  Korea  can  receive  computers  up  to  1,000  Mtop/s  under 
general  license  GFW  from  the  U.S.  Proscribed  countries  can  only 
receive  computers  up  to  260  Mtop/s  under  general  license  G-DEST. 
The  problem  occurs  when  these  GFW  eligible  countries  imports 
parts  from  the  U.S.  and  then  manufactures  computers  that  exceed 
260  Mtop/s.  Taiwan,  which  is  not  a  member  of  CoCom,  has  no  ex- 
port control  regime  that  prevents  the  export  of  these  computers. 
These  computers  are  openly  exported  to  Russia,  the  PRC,  and  other 
proscribed  countries.  The  U.S.  Government  has  for  years  tried  to 
get  the  Taiwanese  government  to  pass  domestic  laws  that  would 
prevent  this.  However,  the  Taiwanese  legislators  refuse  to  pass  any 
law  that  would  prevent  their  constituents  from  freely  exporting 
their  products. 

In  the  past,  the  problem  has  principally  been  with  Taiwan,  but 
as  of  today,  India,  Israel,  South  Korea,  Singapore,  and  even  the 
PRC  have  the  ability  to  produce  advanced  computers  domestically. 
If  a  U.S.  company  has  to  wait  9  months  for  the  foreign  availability 
process  to  work,  then  what  they  are  allowed  to  sell  is  last  year's 
model.  And  in  computers,  no  one  wants  last  year's  model! 

Sun  and  ECAT  support  the  indexing  concept  embodied  in  Sen- 
ator Feinstein's  S.  1496  (The  High  Technology  Indexing  Act  of 
1993)  and  H.R.  3534,  introduced  by  Representative  Edwards,  which 
would  reform  the  foreign  availability  assessment  process  for  com- 
puters and  other  products.  These  reforms  would  correct  current  de- 
ficiencies in  the  existing  process  by  anticipating  how  fast  tech- 
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nology  will  be  developed  and  disseminated.  When  the  Administra- 
tion finds  that  foreign  availability  is  likely  to  exist  over  the  next 
18  months,  it  would  be  required  to  take  two  actions.  First,  the  U.S. 
Government  would  be  required  to  immediately  decontrol  that  tech- 
nology to  allied  and  neutral  countries.  Second,  the  U.S.  Govern- 
ment would  be  required  to  propose  decontrol  to  that  level  imme- 
diately to  its  export  control  regime  partners. 

The  Trade  Promotion  Coordinating  Committee  applied  such  a  an- 
ticipatory analysis  to  the  computer  industry  the  fall  of  1993,  when 
it  published  increase  in  the  threshold  for  exports  of  computers  to 
allied  and  neutral  countries  and  subsequently  agreed  to  additional 
decontrol  with  our  allies  at  CoCom.  Given  its  demonstrated  suc- 
cess, the  Congress  should  incorporate  this  type  of  anticipatory  ap- 
proach in  the  new  EAA. 

Q.2.  Several  of  us  on  the  Committee  have  expressed  concerns  on 
how  the  CoCom  successor  will  function.  Currently,  CoCom  operates 
on  a  consensus  basis.  One  country  cannot  move  forward  with  a  con- 
trolled export  if  another  objects.  However,  our  allies  seem  deter- 
mined to  replace  this  approach  with  a  so-called  "national  discre- 
tion" regime.  In  my  judgment,  this  poses  a  lose-lose  risk  for  the 
United  States. 

From  a  national  security  perspective,  it  will  be  more  difficult  to 
stop  sales  from  our  allies  to  countries  of  concern.  From  an  economic 
perspective,  U.S.  exporters  would  be  at  a  disadvantage  if  competi- 
tors abroad  are  able  to  sell  to  markets  closed  to  U.S.  firms.  I'd  like 
your  opinion  on  the  implications  of  the  national  discretion  policy 
that  the  post-CoCom  multilateral  export  control  regime  will  adopt. 
And,  as  the  Administration  negotiates  the  details  of  the  successor 
regime,  what  should  it  be  focusing  on? 

A.2.  Historically,  CoCom  has  only  insured  a  "level  playing  field"  for 
exporters  in  the  CoCom  member  countries.  Specifically,  the  "single 
member  veto"  permitted  the  U.S.  to  insure  that  it  could  stop  an  ex- 
port by  a  CoCom  member  company,  if  the  U.S.  would  not  permit 
an  export  of  equivalent  technology  by  a  U.S.  company.  However, 
the  CoCom  regime  could  do  little  or  nothing  to  prevent  the  export 
from  non-member  nations.  This  was  only  an  effective  control  when 
all  of  the  controlled  technology  originated  in  CoCom  member  na- 
tions. 

We  share  the  Committee's  concern  that  "national  discretion"  pro- 
cedures will  place  American  exporters  at  a  disadvantage  vis-a-vis 
their  foreign  competitors.  In  effect,  the  U.S.  will  be  imposing  uni- 
lateral controls  unless  all  member  countries  not  only  control  the 
same  products  that  we  control  but  also  adopt  the  same  procedures, 
timeframes,  and  policies  for  licensing  of  exports. 

Indeed,  by  replacing  the  single  member  veto  with  a  national  dis- 
cretion regime,  the  U.S.  will  in  effect  make  its  export  control  policy 
hostage  to  other  countries'  decisions  of  what  is  in  their  own  na- 
tional interest.  If  we  deny  a  license  that  another  country  will  per- 
mit, then  the  only  loser  is  the  American  worker! 

We  recommend  that,  at  minimum,  a  "no  undercut"  rule  such  as 
that  which  is  utilized  by  some  of  the  proliferation  regimes  should 
be  adopted,  if  the  single  member  veto  is  abandoned.  However,  un- 
less every  country  that  can  receive  the  controlled  product  under  a 
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general  license  is  a  member,  then  the  whole  effort  will  be  self-de- 
feating. 

Q.3.  It  is  widely  agreed  that  export  controls  are  more  effective  if 
implemented  multflaterally  by  all  supplier  countries.  However, 
there  have  been  and  will  be  some  instances  when  the  United  States 
takes  unilateral  action  to  further  its  foreign  policy  interests.  The 
critical  issues  is  whether  and,  if  so,  how  to  limit  or  discipline  the 
use  of  unilateral  export  controls. 

The  NAM  proposal  requires  that  unilateral  controls  expire  within 
180  days  of  implementation  unless  the  controls  are  agreed  to  multi- 
laterally,  the  Congress  adopts  a  joint  resolution  to  trie  extend  the 
controls,  or  the  President  upgrades  the  "emergency"  controls  to  a 
total  embargo.  Could  you  discuss  other  possible  limitations  on  uni- 
lateral controls  that  you  think  are  reasonable? 

A.3.  Sun  and  ECAT  support  NAM's  proposal  that  unilateral  con- 
trols expire  within  a  180  days  of  implementation  unless  the  con- 
trols are  agreed  to  multilaterally,  the  Congress  adopts  a  joint  reso- 
lution to  the  extend  the  controls,  or  the  President  upgrades  the 
"emergency"  controls  to  a  total  embargo. 

We  think  that  unilateral  controls  also  should  have  to  pass  an 
economic  effects  test.  If  foreign  suppliers  can  provide  goods  which 
were  previously  supplied  by  U.S.  persons  prior  to  the  imposition  of 
unilateral  controls,  such  unilateral  controls  are  demonstrably  inef- 
fective and  should  be  abandoned.  A  current  example  of  this  is  the 
sale  of  Airbus  passenger  planes  to  Iran  from  Europe.  A  U.S.  com- 
pany, Boeing,  will  lose  the  sale  due  to  a  unilateral  control,  while 
a  European  consortium  of  our  CoCom  allies  will  get  the  sale.  As 
long  as  the  equivalent  product  is  available  from  a  second  source, 
then  unilateral  controls  are  useless. 

We  also  would  like  to  note  that  the  Congress  and  the  Adminis- 
tration have  numerous  other  remedies  available  to  demonstrate 
displeasure  with  foreign  countries,  in  addition  to  imposing  export 
controls.  These  include  denial  of  arms  sales,  foreign  assistance,  air- 
craft landing  rights,  and  restrictions  on  imports  from  the  country 
involved. 

In  consideration  of  the  many  alternative  to  export  controls  avail- 
able in  support  of  the  U.S.  foreign  policy  interest,  unilateral  export 
controls  should  be  imposed  only  as  a  last  resort  and  only  when 
they  are  likely  to  cause  noticeable  economic  impact  to  the  targeted 
country. 

Q.4.  NAM's  EAA  proposal  consolidates  dual-use  export  licensing 
authority  in  the  Department  of  Commerce.  It  provides  for  Com- 
merce referral  of  export  license  applications  to  any  other  depart- 
ment or  agency  to  seek  information  and  recommendations,  but 
those  recommendations  are  not  binding  on  the  Secretary  of  Com- 
merce in  rendering  determinations  on  export  license  applications. 
Is  the  impetus  for  this  proposal  the  problem  of  licensing  delays  or 
more  which  agency  should  have  authority  over  export  license  deci- 
sions? 

A.4.  The  impetus  of  NAM's  EAA  proposal  consolidating  dual-use 
export  licensing  authority  in  the  Department  of  Commerce  results 
from  both  the  problem  of  delays  caused  by  inter-agency  review  and 
delays  caused  by  the  fact  that  every  referral  agency  retains  the 
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right  to  prevent  the  Commerce  Department  from  taking  a  final  de- 
cision. 

The  inter-agency  referral  process  causes  inevitable  delays,  as 
each  agency  reviews  applications  in  light  of  its  own  perspective  on 
foreign  policy  and  its  narrow,  institutional  interests.  Sun  has  found 
that  many  of  these  agencies  lack  the  technical  expertise  in-house 
to  evaluate  many  of  the  license  applications,  where  state-of-the-art 
products  are  involved.  In  particular,  the  Department  of  Defense 
has  little  knowledge  of  modern  commercial  uses  of  what  was  once 
military  technology.  In  additions,  each  agency  in  effect  today  has 
the  power  to  escalate  a  case  all  the  way  to  the  President  if  its  in- 
terests are  not  reflected  in  the  Commerce  Department's  views. 

We  would  not  limit  the  opportunity  of  other  agencies  to  make 
their  views  known  to  the  Commerce  Department  in  the  inter-agen- 
cy referral  process.  However,  we  believe  that  the  Commerce  De- 
partment is  in  the  best  position  of  any  Cabinet  agency  to  tech- 
nically evaluate  the  applications,  weigh  all  competing  interests  and 
make  rapid  and  certain  decisions  on  export  license  applications. 

Q.5.a.  During  the  Cold  War,  U.S.  veto  power  over  CoCom  country 
sales  provided  a  powerful  lever.  It  appears  that  under  the  new  re- 
gime the  United  States  will  not  have  such  leverage.  Because  of  the 
problem  of  proliferation,  and  because  we  want  our  companies  to  be 
able  to  complete  on  a  level  playing  field,  we  need  to  find  other  ways 
to  exert  leverage. 

For  starters,  the  U.S.  has  the  largest  market  in  the  world.  For- 
eign companies  covet  access  to  our  market.  I  imagine  that  it  is  puz- 
zling to  some  that,  when  the  U.S.  wants  to  punish  some  bad  actor, 
its  first  reflex  seems  to  cut  off  U.S.  exports.  Do  you  think  that  ac- 
cess to  the  U.S.  market  should  be  increasingly  used  or  threatened 
as  a  policy  lever? 

A.5.a.  Access  to  the  U.S.  market  is  only  one  of  a  number  of  policy 
levers  in  the  hands  of  the  Administration.  Sun  and  ECAT  would 
support  denial  of  market  access  only  if  allied  countries  who  are 
members  of  the  multilateral  export  control  regime  agree  to  recip- 
rocal import  controls.  The  problems  is  that,  for  every  foreign  ex- 
porter of  goods  into  the  U.S.  market  there  is  a  U.S.  importer  of 
products  from  that  company.  It  is  not  necessarily  accurate  to  as- 
sume that  export  controls  affect  U.S.  companies  more  severely  than 
import  controls,  in  today's  global  marketplace. 

Q.5.b.  Following  the  imposition  of  the  Toshiba  sanctions,  the  Japa- 
nese government  sufficiently  tightened  its  export  control  system.  Is 
the  Toshiba  case  instructive  here? 

A.5.b.  The  Japanese  government  did  tightened  its  export  control 
system  in  the  mid-1980's.  Whether  this  happened  primarily  as  a  re- 
sult of  the  Toshiba  sanctions,  or  because  the  Japanese  began  to 
fully  understand  the  national  security  implications  of  the  CoCom 
regime,  or  due  to  extraneous  political  factors,  or  some  combination 
of  these  factors,  one  can  only  speculate.  This  type  of  sanction  is 
only  effective,  if  as  in  Japan's  case,  the  U.S.  is  a  major  market  for 
the  country.  Certainly  a  number  of  Asian  countries  which  produce 
high-tech  products,  may  soon  find  that  the  People's  Republic  of 
China  is  a  much  more  important  market  than  the  United  States. 
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However,  it  seems  clear  that  the  economic  sanctions  were  only 
one  part,  and  perhaps  only  a  small  part,  of  the  reason  for  the  tight- 
ening of  its  domestic  export  control  system  by  the  Japanese  govern- 
ment. If  the  U.S.  had  adopted  some  of  the  alternatives  to  import 
sanctions,  such  as  restriction  of  arms  sales,  restriction  of  aircraft 
landing  rights,  and  other  sanctions  which  might  have  produced  the 
same  result  without  the  disruptive  effect  on  U.S.  companies  which 
were  purchasing  parts  from  Toshiba. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  RIEGLE 

FROM  DERREL  DE  PASSE 

Q.l.  One  of  the  elements  in  the  American  Electronics  Association's 
"Principles  for  a  Modern  Export  Control  Policy"  is  that  the  U.S. 
Government  provides  formal  channels  for  meaningful  industry  con- 
sultation on  issues  concerning  inclusion  of  products  and  technology 
on  the  lists.  We  now  have  very  active  Technical  Advisory  Commit- 
tees, and  it  is  my  understanding  the  U.S.  Government  has  been 
working  closely  with  them  for  some  time  to  help  resolve  export  con- 
trol issues.  How  do  you  suggest  we  improve  this  situation?  Specifi- 
cally, what  needs  to  be  done  legislatively? 

A.1.  The  TAC  system's  record — both  in  terms  of  the  U.S.  Govern- 
ment's consultation  with  the  TAC's  and  the  TACs'  consultation 
with  broader-based  industry  associations — has  been  inconsistent. 

Concerning  TAC/industry  consultation:  While  it  is  difficult  to  ap- 
point a  TAC  membership  that  is  roughly  representative  of  the  in- 
dustry as  a  whole,  this  shortcoming  can  be  overcome  if  the  TAC's 
were  to  have  a  statutory  requirement  to  consult  with  industry  asso- 
ciations for  technical  and  policy  advice  on  classified  and 
nonclassified  issues  that  come  before  the  TAC's.  It  is  AEA's  experi- 
ence that  the  current  TAC  leadership  is  highly  responsive  to  trade 
associations  and  actively  seeks  their  advice.  This  has  not  always 
been  the  case  with  previous  leadership,  and  it  may  not  be  the  case 
in  the  future.  Therefore,  more  formal  procedures  should  be  put  in 
place  that  require  TAC's  to  provide  adequate  and  timely  solicita- 
tions to  industry  associations  for  advice  and  comment  on  proposed 
export  control  policy  and  regulations.  Formal  channels  should  be 
established  for  funneling  industry  input  to  the  Government 
through  the  TAC's.  While  industry  groups  always  have  the  right  to 
and  do  communicate  formally  and  informally  with  the  Government 
through  various  means,  the  quality  of  information  coming  from 
Government-appointed  industry  advisory  committees  would  be  en- 
hanced by  this  cooperative  system. 

Concerning  the  Government's  consultation  with  TAC's,  this,  too, 
has  been  inconsistent.  It  has  not  been  unusual  for  the  Government 
to  give  the  TAC's  very  short  notice  for  review  of  and  comment  on 
U.S.  proposals  to  CoCom,  and  then  summarily  ignore  the  TACs'  ad- 
vice. This  occurs  even  though  TAC  members  have  security  clear- 
ance and  ostensibly  are  equally  as  informed  as  Government  offi- 
cials to  make  reasoned  judgments  about  the  national  security  ver- 
sus economic  security  implications  of  a  particular  proposal.  Legisla- 
tion can  address  this  by  requiring  the  TAC  secretariat  in  the  Gov- 
ernment to  give  adequate  advance  notice  to  the  TAC's  before  pro- 
posals go  forward.  Moreover,  greater  weight  and  influence  need  to 
be  given  to  the  TAC's,  by  requiring  that  the  TAC's  provide  reports 
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(classified  or  unclassified,  as  the  case  may  require)  to  Congress  ex- 
pressing concurrence  or  nonconcurrence  with  an  Administration 
proposal.  This  idea  is  embodied  in  Senator  Boxer's  bill,  S.  1820. 

Finally,  it  is  essential  in  this  new  post-Cold  War  "nonprolifera- 
tion  paradigm"  that  the  TACs'  charter,  currently  limited  to  so- 
called  "national  security"  export  controls  typically  associated  with 
CoCom,  be  expanded  to  consider  matters  involving  foreign  policy 
and  nonproliferation  concerns  that  have  dominated  the  export  con- 
trol agenda  in  the  past  few  years. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  SASSER 

FROM  DERREL  DE  PASSE 

Q.l.  Foreign  availability  has  long  been  used  as  a  means  for  decon- 
trolling national  security-controlled  items.  It  has  been  suggested  by 
some  that  the  foreign  availability  procedures  and  standards  should 
be  changed  to  make  them  more  effective  to  ensure  that  export  con- 
trols keep  in  line  with  current  technology.  What  changes  would  you 
make  to  the  foreign  availability  procedures? 

A.1.  The  foreign  availability  procedures  have  historically  had  three 
fundamental  problems:  1)  their  initiation  and  conduct  (and  hence 
outcome)  are  too  easily  manipulated  by  political  forces  within  the 
Administration  according  to  perceived  needs  for  the  "protection  of 
the  national  security";  2)  they  have  applied  only  to  so-called  Sec- 
tion 5  national  security  (CoCom)  controls  and  not  to  Section  6  for- 
eign policy  controls  which  are  applied  without  any  regard  for  their 
domestic  economic  impact;  and  3)  foreign  availability  analysts  are 
not  statutorily  permitted  to  examine  technological  advancements 
and  market  forces  that  may  confer  imminent  foreign  availability  on 
a  particular  product  within  a  relatively  short  time — say  one  to  two 
years. 

The  latter  example  is  evident  in  the  computer  foreign  availability 
case  brought  by  AEA  in  February  1993.  In  this  case,  the  Commerce 
Department  in  August  1993  found  foreign  availability  of  computer 
products  at  67  MTOPS,  even  though  analysts  knew  that,  by  De- 
cember-January 1993/94,  widespread  multiprocessor  computer  sys- 
tems based  on  decontrolled  computer  chips  would  be  available 
above  200  MTOPS.  The  analysts  were  not  permitted,  however,  to 
take  this  imminent  availability  from  a  foreign  source  into  account; 
they  were  only  permitted  to  make  a  foreign  availability  determina- 
tion based  on  what  was  available  during  the  term  of  the  study. 
This  "retrospective"  procedure  fundamentally  puts  computer  manu- 
facturers at  a  competitive  disadvantage.  A  positive  finding  thus 
only  allows  U.S.  exporters  to  catch  up  with  foreign  competitors  who 
have  no  comparable  export  controls. 

Accordingly,  AEA  recommends  that:  1)  an  independent  agency, 
such  as  the  International  Trade  Commission  (ITC),  should  be  given 
responsibility  to  conduct  foreign  availability  studies  so  that  the  in- 
vestigating agency  may  be  less  influenced  in  the  initiation  and  con- 
duct of  the  study  by  political  pressures  from  the  Executive  Branch; 
2)  as  a  historical  discipline  on  the  use  of  Section  5  national  security 
controls,  foreign  availability  should  also  be  applied  to  Section  6  for- 
eign policy  controls  (including  nuclear  and  nonproliferation  con- 
trols); and  3)  foreign  availability  studies  should  be  conducted  with 
an  eye  toward  anticipated  thresholds  of  technology  that  will  be 
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available  within  the  next  year  to  two  years.  Industry  analysts  in 
the  Government,  using  publicly-available  information  and  propri- 
etary industry  data  about  imminent  technology  and  market  trends, 
are  able  to  project  with  reasonable  accuracy  when  new  technologies 
in  the  pipeline  will  be  in  the  domestic  and  international  market- 
place. Those  technologies  which  meet  that  prospective  foreign  avail- 
ability test  should  be  required  to  be  decontrolled.  This  concept  is 
embodied  in  Senator  Boxer's  bill,  S.  1820,  the  "Computer  Equip- 
ment and  Technology  Export  Control  Reform  Act."  The  independent 
agency  recommendation  in  (1),  above,  as  well  as  the  prospective 
foreign  availability  concept,  are  embodied  in  Senator  Murray's  bill, 
S.  1846,  the  "Commercial  Export  Administration  Act." 

Q.2.  Several  of  us  on  the  Committee  have  expressed  concerns  on 
how  the  CoCom  successor  will  function.  Currently,  CoCom  operates 
on  a  consensus  basis.  One  country  cannot  move  forward  with  a  con- 
trolled export  if  another  objects.  However,  our  allies  seem  deter- 
mined to  replace  this  approach  with  a  so-called  "national  discre- 
tion" regime.  In  my  juagment  this  poses  a  lose-lose  risk  for  the 
United  States.  I'd  like  your  opinion  on  the  implications  of  the  na- 
tional discretion  policy  that  the  post-CoCom  multilateral  export 
control  regime  will  adopt.  And,  as  the  Administration  negotiates 
the  details  of  the  successor  regime,  what  should  it  be  focusing  on? 
A.2.  "National  discretion"  procedures  historically  have,  in  practice, 
been  a  euphemism  for  unilateral  U.S.  export  controls,  because  even 
when  the  U.S.  and  its  CoCom  allies  maintained  common  rules  on 
export  licensing  and  controlled  products,  the  U.S.  process  for  con- 
sidering export  licenses,  with  protracted  interagency  referrals  and 
time-consuming  pre-license  checks,  constituted  unilateralism  by 
process.  Therefore,  we  fear  that  national  discretion  procedures 
under  the  new  CoCom  regime,  in  which  no  common  list  nor  com- 
mon procedures  are  as  yet  agreed,  will  exacerbate  this  problem  for 
U.S.  exporters. 

The  new  CoCom  regime  needs  to  focus  on  a  multilaterally  agreed 
list  of  "choke-point"  technologies  (without  which  weapons  of  mass 
destruction  cannot  be  designed,  built,  or  delivered)  which  will  be 
controlled  to  a  multilaterally  agreed  list  of  restricted  end-users. 
These  controls  need  to  be  focused  on  stemming  the  proliferation  of 
weapons  of  mass  destruction  and  conventional  weapons. 

Q.3.  It  is  widely  agreed  that  export  controls  are  more  effective  if 
implemented  multilaterally  by  all  supplier  countries.  However, 
there  have  been  and  will  be  some  instances  when  the  United  States 
takes  unilateral  action  to  further  its  foreign  policy  interests.  The 
critical  issue  is  whether  and,  if  so,  how  to  limit  or  discipline  the 
use  of  unilateral  export  controls. 

The  NAM  proposal  requires  that  unilateral  controls  expire  within 
180  days  of  implementation  unless  the  controls  are  agreed  to  multi- 
laterally, the  Congress  adopts  a  joint  resolution  to  extend  the  con- 
trols, or  the  President  upgrades  the  "emergency"  controls  to  a  total 
embargo.  Could  you  discuss  other  possible  limitations  on  unilateral 
controls  that  you  think  are  reasonable? 

A.3.  AEA  fully  supports  the  proposal  for  emergency  unilateral  con- 
trols as  developed  by  the  NAM  industry  coalition  and  described  in 
Senator  Sasser's  question.  This  in  our  view  is  the  best  option  for 
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placing  limitations  on  the  use  of  unilateral  controls  that  don't  ini- 
tially have  multilateral  support. 

Other  disciplines  on  the  use  of  unilateral  controls  include:  regu- 
lar and  rigorous  reviews  of  the  controls  against  their  effectiveness 
in  meeting  the  objectives  of  the  controls;  the  current  and  imminent 
foreign  availability  of:  the  product(s)  being  controlled  (whether  for 
"national  security,"  "foreign  policy"  or  "nonproliferation"  reasons); 
the  economic  impact  on  industry;  and  the  effectiveness  of  imple- 
mentation of  similar  controls  by  other  countries,  among  other 
measures. 

Additionally,  unilateral  controls  should  be  permitted  to  be  im- 
posed only  after  the  Administration  has  demonstrated  that  its  at- 
tempts at  other  complementary  measures  designed  to  discourage 
proliferant  behavior  have  failed.  A  simple  annual  report  to  Con- 
gress extending  the  unilateral  controls,  as  the  Administration  is 
proposing  in  its  bill,  is  insufficient.  Alternative  measures  would  in- 
clude, but  not  be  limited  to:  denial  of  arms  sales,  foreign  assist- 
ance, U.S.  Government  procurement,  Eximbank  assistance,  aircraft 
landing  rights,  restrictions  on  imports  from  the  country  involved, 
opposition  to  assistance  from  multilateral  development  banks,  ex- 
pulsion of  the  offending  country's  students  from  United  States  uni- 
versities, and  the  suspension  or  downgrading  of  diplomatic  rela- 
tions. 

Q.4.  NAM's  EAA  proposal  consolidates  dual-use  export  licensing 
authority  in  the  Department  of  Commerce.  It  provides  for  Com- 
merce referral  of  export  license  applications  to  any  other  depart- 
ment or  agency  to  seek  information  and  recommendations,  but 
those  recommendations  are  not  binding  on  the  Secretary  of  Com- 
merce in  rendering  determinations  on  export  license  applications. 
Is  the  impetus  for  this  proposal  the  problem  of  licensing  delays  or 
more  which  agency  should  have  authority  over  export  license  deci- 
sions? 

A.4.  The  answer  is  both.  The  Commerce  Department  is  the  only 
agency  in  the  export  licensing  process  which  tends  to  consider  dual- 
use  exports  as  much  for  their  commercial  applications  as  for  their 
military  applications.  Other  agencies  tend  to  consider  only  the  lat- 
ter, because  there  historically  has  been  little  political  pressure 
within  the  Executive  Branch  to  raise  economic  issues  relative  to 
national  security  issues.  The  Commerce  Department  is  therefore  in 
a  better  position  to  make  balanced  judgments  about  the  appro- 
priateness of  a  particular  export. 

The  fact  is,  however,  that  a  well  formulated  policy,  incorporating 
inputs  from  all  relevant  agencies  about  sensitive  dual-use  tech- 
nologies, should  be  able  to  limit  the  occasions  when  judgments 
need  to  be  made  on  a  particular  export.  In  most  cases,  under  the 
current  reform  proposals,  either  a  product  would  be  on  the  control 
list,  destined  for  a  listed  country,  or  it  wouldn't.  There  should  be 
minimal  interagency  review  under  such  a  system. 

Again,  in  AEA's  view  the  Commerce  Department,  as  the  sole  ad- 
ministering agency,  is  best  suited  to  handle  export  license  case- 
loads. The  National  Academy  of  Sciences'  1990  report,  Finding 
Common  Ground,  likewise  concluded  that  a  single  administering 
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agency  is  necessary  for  day-to-day  licensing  decisions  because  it 
would: 

•  establish  a  more  rational  and  consistent  regulatory  structure; 

•  achieve  efficiency  in  list  administration  and  implementation  of 
regulatory  changes; 

•  attain  further  improvement  in  license  processing; 

•  avoid  jurisdictional  disputes  at  the  administrative  level; 

•  facilitate  industry's  access  to  information  on  export  control  re- 
quirements; and 

•  increase  efficiency  by  consolidating  the  electronic  data  processing 
functions  by  various  administrative  agencies. 

Q.5.a.  During  the  Cold  War,  U.S.  veto  power  over  CoCom  country 
sales  provided  a  powerful  lever.  It  appears  that  under  the  new  re- 
gime the  United  States  will  not  have  such  leverage.  Because  of  the 
problem  of  proliferation,  and  because  we  want  our  companies  to  be 
able  to  compete  on  a  level  playing  field,  we  need  to  find  other  ways 
to  exert  leverage. 

For  starters,  the  U.S.  has  the  largest  market  in  the  world.  For- 
eign companies  covet  access  to  our  market.  I  imagine  that  it  is  puz- 
zling to  some  that,  when  the  U.S.  wants  to  punish  some  bad  actor, 
its  first  reflex  seems  to  cut  off  U.S.  exports.  Do  you  think  that  ac- 
cess to  the  U.S.  market  should  be  increasingly  used  or  threatened 
as  a  policy  lever? 

A.5.a.  As  AEA  recommended,  in  a  September  1993  policy  paper  ti- 
tled: "Reforming  Nonproliferation  Export  Controls"  (attached), 
there  are  several  alternatives  to  export  controls  that  the  U.S.  Gov- 
ernment should  use  more  aggressively  in  its  efforts  to  curtail  for- 
eign proliferation  activity.  In  addition  to  the  alternatives  listed  in 
"A.3.'  above,  AEA  recommended  in  our  proliferation  paper  that 
fully  multilateralized  import  sanctions,  targeted  toward  products 
that  have  minimal  criticality  to  U.S.  manufacturers'  sourcing  re- 
quirements, could  be  used  with  some  effectiveness  and  minimal 
anticompetitive  repercussions. 

In  general,  there  is  little  evidence  to  suggest  that  unilateral  im- 
port or  export  sanctions  alone  have  had  an  effect  on  the  behavior 
of  countries  of  concern  to  the  United  States,  such  as  Iran,  which 
have  only  a  minor  presence  in  the  U.S.  market.  Moreover,  even  if 
import  sanctions  are  carefully  crafted  to  directly  affect  the 
proliferator  without  forcing  a  debilitating  impact  on  U.S.  manufac- 
turers with  legitimate  business  relationships  in  the  country  of  con- 
cern, it  is  unclear  whether  the  resulting  effort  would  impose 
enough  of  an  economic  burden  on  the  proliferator  to  achieve  the  de- 
sired behavior/policy  change. 

Q.5.b.  Following  the  imposition  of  the  Toshiba  sanctions,  the  Japa- 
nese government  sufficiently  tightened  its  export  control  system.  Is 
the  Toshiba  case  instructive  here? 

A.S.b.  With  regard  to  the  Toshiba  case,  the  Japanese  government 
did  indeed  tighten  its  export  control  system  as  a  result  of  the  politi- 
cal furor  in  the  United  States  over  the  sale  of  sophisticated  ma- 
chine tools  to  the  Soviet  Union.  Again,  however,  it  is  unlikely  that 
the  change  in  behavior  was  solely  a  result  of  the  economic  sanc- 
tions themselves;  rather,  the  impetus  came  more  forcefully  from 
the  political  exposure  felt  by  Japanese  government  and  business  of- 
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ficials.  Had  the  U.S.  adopted  some  of  the  recommended  alternatives 
to  import  sanctions  listed  above,  Japan  is  likely  to  have  responded 
exactly  the  same  way.  Through  concerted  action,  control  regimes 
can  create  this  same  kind  of  political  exposure  using  methods  other 
than,  or  in  addition  to,  sanctions.  For  example,  negotiations  to  re- 
orient CoCom  after  its  dissolution  March  31  should  accordingly 
focus  on  common  enforcement  measures  designed  to  respond  to 
such  situations. 

The  point  AEA  has  made  consistently  is  that  neither  export  con- 
trols nor  "market  access  leverage"  should  be  the  weapon  of  first 
choice.  There  are  other  options  that  may  achieve  the  desired  result 
without  arbitrarily  harming  industry.  If,  for  example,  an  offending 
country  is  not  export  intensive  or  does  not  have  a  large  commercial 
presence  in  the  U.S.  market,  unilateral  U.S.  economic  actions  may 
have  no  effect  at  all.  If  the  appropriate  analysis  were  to  make  sucn 
a  determination  prior  to  the  imposition  of  sanctions,  the  U.S.  Gov- 
ernment should  accordingly  abandon  the  sanctions  option  and  pur- 
sue other  measures.  The  same  is  true  of  countries  whose  political/ 
foreign  policy  orientation  generally  resists  external  economic  pres- 
sure in  favor  of  diplomatic  measures. 
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AMERICAN    ELECTRONICS    ASSOCIATION 


Reforming  Nonproliferation  Export  Controls 

An  Assessment  of  the  Enhanced  Proliferation  Control  Initiative  and 
Recommendations  for  Reform 


Backeround 

The  proliferation  of  nuclear,  chemical  and  biological  weapons  of  mass  destruction  presents  one  of  the 
most  serious  dangers  to  global  security.   In  response,  the  United  States  has  led  other  nations  in  efforts 
to  curtail  both  the  demand  and  supply  of  weapons  technology.   Industry  supports  these  efforts  and 
continues  to  play  an  important  role  in  achieving  this  goal  in  coordination  with  government. 

Whereas  export  control  policy  has  historically  been  considered  effective  in  keeping  key  technologies 
away  from  the  former  Soviet  Bloc,  current  widespread  diffusion  of  dual-use  technology  has  made 
effective  control  nearly  impossible  and  has  blurred  distinctions  about  what  truly  constitutes  critical 
enabling  technologies  for  proliferation  activities.   To  the  extent  that  export  controls  remain  a  major 
element  of  nonproliferation  efforts,  the  question  confronting  government  and  industry  is  how  to  control 
the  export  of  dual-use  technology  for  proliferation  reasons  without  unilaterally  disarming  Amenca's 
export  competitiveness  and  technological  preeminence. 

In  assuming  strong  global  leadership  to  expand  multilateral  controls  over  transfers  of  dual  use  products 
with  potential  applications  to  the  proliferation  of  nuclear,  chemical  and  biological  weapons,  the  U.S. 
created  the  Enhanced  Proliferation  Control  Initiative  (EPCI)  in  1991.   This  program  was  developed  in 
addition  to  a  pre-existing  regime  for  nuclear  nonproliferation. 

At  the  rime  of  EPCI's  introduction,  the  American  Electronics  Association  clearly  communicated  its 
support  for  the  objective  of  stemming  the  proliferation  of  weapons  of  mass  destruction.   We  cautioned, 
however,  that  the  proposed  regulations,  if  not  properly  implemented,  would  achieve  neither  the 
Administration's  nonproliferation  objectives  nor  the  preservation  of  U.S.  export  competitiveness 
through  a  rational  export  control  regime.   We  specifically  voiced  concerns  about  the  unilateral  nature 
of  EPCI  controls  and  raised  serious  questions  about  the  regime's  effectiveness  and  extraterritorial 
implications. 

When  introducing  EPCI  to  the  public,  the  government  assured  the  exporting  community  that  "the  new 
regulations  are  sensitive  to  the  importance  of  U.S.  exports  to  our  economic  vitality,  and  will  not 
unfairly  restrict  legitimate  commerce."  This  has  not  been  the  case.    While  the  U.S.  Government  has 
made  important  progress  toward  enlisting  international  participation  within  the  various  control  regimes 
(Nuclear  Suppliers  Group,  Missile  Technology  Control  Regime,  and  Australia  Group),  AEA  does  not 
believe  that  the  implementation  of  EPCI  has  fully  met  the  intent.    In  fact,  because  of  continued  U.S. 
use  of  unilateral  export  controls  on  dual-use  technology,  the  EPCI  regulations  are  threatening  the 
competitiveness  of  the  high  technology  industry.   This  industry  is  dependent  on  global  market  access 
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which  generates  revenues  necessary  for  the  R&D  that  maintains  our  technological  edge  and  U.S. 
military  strength. 

Specifically,  the  U.S.  has  imposed  unilateral  EPCI  controls  over  dual-use  and  general-license  products 
determined  by  the  various  multilateral  regimes  not  to  be  controllable  nor  sufficiently  critical  to 
sensitive  proliferation  programs  to  justify  multilateral  controls,  such  as  computers  in  the  Nuclear 
Suppliers  Group  and  the  current  case  against  the  Indian  Space  Research  Organization.   Moreover,  the 
U.S.  has  maintained  the  EPCI  requirement  for  a  validated  license  for  any  products  being  exported  to 
suspected  proliferation  activities  if  the  exporter  "knows"  (or  has  "reason  to  know"  for  nuclear-related 
products)  that  the  goods  are  intended  for  proliferation  activities.  These  unilateral  controls  adversely 
affect  exporters  and  are  ineffective  when  not  applied  multilaterally  by  M  supplier  countries.   The 
"know"  and  "reason  to  know"  requirements  impose  a  high  internal  control  cost  on  small,  medium  and 
large  exporters  whose  products  under  any  reasonable  interpretation  do  not  make  a  material  contribution 
to  targeted  programs  involving  weapons  of  mass  destruction.    Ln  fact,  an  estimated  $10-15  billion  in 
U.S.  exports  per  year  are  foregone  because  of  the  overwhelming  burden  of  nonproliferation  export 
controls'. 

Ultimately,  national  security  and  economic  security  are  the  joint  responsibility  of  industry  and 
government.  The  electronics  industry  is  keenly  aware  of  its  significance  in  export  control  policy 
questions  and  its  role  in  the  protection  of  our  country's  national  security  and  economic  survival. 
Industry  must  participate  in  government  efforts  to  keep  nuclear,  chemical,  biological  and  missile 
weaponry  out  of  the  hands  of  belligerent  nations,  and  government  must  not  unnecessarily  undermine 
industry's  ability  to  maintain  our  nation's  economic  and  technological  leadership. 

Now,  Congress  and  the  Administration  have  an  important  opportunity  to  adopt  an  EPCI  framework  for 
proliferation  controls  that  multilaterally  incorporates  1)  clear  and  published  licensing  guidelines  and 
expeditious  deadlines,  and  2)  concise  lists  of  controlled  products  that  make  a  direct,  immediate  and 
material  contribution  to  proliferation.   Adoption  and  effective  implementation  of  these  principles  would 
represent  a  significant  improvement  in  the  administration  of  export  controls  and  help  American  high 
technology  industries  compete  on  a  level  playing  field  with  their  foreign  competitors.   In  a  legislative 
framework,  AEA  believes  that  nonproiiferation  export  control  policy  should  be  recast  as  "national 
security"  controls  under  Section  5  of  the  Export  Administration  Act,  rather  than  "foreign  policy" 
controls,  thus  ensuring  that  the  policy  would  be  implemented  with  consideration  for  the  economic 
impact  on  industry  or  its  effectiveness  in  achieving  the  intended  nonproliferation  objectives. 

In  view  of  current  efforts  to  review  and  reform  nonproliferation  export  control  policy,  AEA  offers  the 
following  detailed  assessment  of  EPCI  and  recommendations  for  improving  its  effectiveness.    We  look 
forward  to  a  constructive  working  relationship  with  the  Administration  and  Congress  toward  devising  a 
focused  and  effective  nonproliferation  policy. 


J.  David  Richardson.  Professor.  Syracuse  University,  and  Visiting  Fellow.  Institute  for 
International  Economics 
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Detailed  Recommendations  for  Improving  EPCI 

1.    Competitiveness.   The  Clinton  Administration  has  correctly  placed  the  U.S.  economy  and 
technological  competitiveness  high  on  its  agenda  of  policy  pnonties.   These  priorities  historically  have 
been  in  fundamental  conflict  with  export  control  policy.    AEA  believes  that  this  need  not  be  the  case. 
An  export  control  regime  can  be  designed  that  balances  the  competitive  needs  of  export-intensive 
industries  and  national  security  imperatives.    First  among  policy  solutions  is  the  elimination  of 
unilateral  controls:  when  there  are  multiple  sources  of  supply  around  the  world  of  dual-use  goods,  a 
unilateral  export  control  regime  cannot  be  effective  and  cannot  promote  economic  competitiveness.   Its 
only  effect  is  to  harm  American  industry. 

A.    Unilateral  Controls.    Despite  increased  multilateral  coordination,  the  U.J.  still  imposes 
unilateral  controls  which  inflict  a  high  competitive  cost  on  industry,  discourage  exports,  are  ineffective 
in  altering  the  behavior  of  proliferants,  and  are  difficult  for  the  U.S.  to  enforce,  particularly  when 
applied  extra-territorially. 

The  U.S.  should  eliminate  unilateral  nonproliferation  export  controls  over  general  purpose  products 
whici  are  not  multilaterally  agreed  as  "choke-point"  technologies  critical  for  the  development  of 
weapons  of  mass  destruction.   To  ensure  success  of  true  multilateral  controls,  all  control  regimes  need 
to  be  harmonized  to  narrow  the  list  of  goods  controlled  for  proliferation  reasons,  with  harmonized 
licensing  procedures. 

Clearly,  there  are  occasions  when  either  the  Congress  or  the  Administration  desire  to  "send  a  message" 
to  proliferant  nations,  even  when  allies  are  willing  to  sell  items  the  U.S.  wants  restricted.   Taking 
alternative  actions  demonstrates  that,  while  it  is  difficult  to  completely  avoid  harm  to  industry  in 
response  to  foreign  proliferation  activity,  the  U.S.  government  would  acknowledge  that  export  control 
is  not  the  only  tool  to  motivate  a  change  in  behavior  in  proliferant  countries.   Alternatives  that  would 
not  needlessly  harm  industry,  or  that  would  minimize  anticompetitive  repercussions,  include: 

multilateral  prohibitions  or  restrictions  on  imports  from  proliferating  entities  and  countries. 
These  need  to  be  focused  on  specific  firms  engaged  in  the  proliferation  activity,  and  could  use 
the  industry  consultative  process  similar  to  that  prescribed  under  Section  301  of  the  Trade  Act, 
in  which  a  contemplated  import  sanction  must  allow  a  public  hearing  and  take  into  account  the 
"probable  impact  on  the  economy  of  the  United  States  of  the  taking  of  action  with  respect  to 
any  goods  or  service." 

prohibitions  on  assistance  to  offending  governments  under  the  Foreign  Assistance  Act  of  1961 
or  Arms  Export  Control  Act; 

•       •     government  opposition  to  loans,  financial  assistance,  or  technical  assistance  by 'international 
financial/development  institutions; 

government  opposition  to  offending  country's  hosting  of  prestigious  international  cultural  or 
sporting  events; 

denial  of  any  credits  or  financial  assistance  by  any  department,  agency,  or  instrumentality  of 
the  U.S.  government; 
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denial  of  aircraft  landing  rights  for  carriers  controlled  by  offending  governments; 

restrict  travel  to  or  from  the  offending  country; 

expulsion  of  violator's  embassy  personnel  from  the  U.S.; 

discontinuation  of  diplomatic  relations; 

refusal  to  grant  visas  to  offending  government  nationals; 

expulsion  of  students  from  countries  refusing  to  comply; 

ban  on  U.S.  government  procurement  of  goods  from  offending  foreign  firms;  and 

full  embargo  on  violators. 

These  actions  can  be  prioritized.    Inasmuch  as  unilateral  controls  on  general  license  products  do  not 
work  and  are  unenforceable,  they  should  be  implemented  only  in  connection  with  total  embargoes.   An 
export  license  denial  policy  may  be  appropriate  for  dual-use  products  controlled  under  multilateral 
regimes. 

B.   Reexport  Controls.   Eliminate  reexport  controls  for  all  countries  that  implement 
multilateral  controls.   Expand  membership  of  multilateral  arrangements  to  reduce  the  need  for  reexport 
controls.   Some  recommendations  for  achieving  this  objective  include: 

adopt  the  NSC  retransfer  provisions  in  the  MTCR  and  Australia  Group,  whereby  third  country 
recipients  of  NSG-controlled  products  agree  to  consult  with  the  exporter  in  the  signatory 
country  prior  to  any  retransfer, 

improve  U.S.  intelligence  sharing  about  acquisition  and  proliferation  developmental  activities 
of  friends  and  enemies  alike; 

publish  (from  public  source  information)  lists  of  projects,  facilities,  and  relationships  of 
concern  to  help  enlighten  exporters  (the  UK  has  such  an  initiative  underway); 

develop  a  multilateral  proliferation  intelligence  unit  authorized  to  collect  and  analyze  data  on 
exports  to  all  countries  of  concern  of  products  agreed  as  making  a  material  contnbuion  to 
proliferation  activities; 

publish  facilities  of  concern  In  countries  of  concern;  publish  names  of  firms/entities  denied 
products  in  countries  of  concern  under  multilateral  control  arrangements;  publish  names  ol 
firms  the  U.S.  determines  require  individual  license  authorization  even  for  general  license 
products.    Share  U.S.  publications  with  other  signatories;  and 

encourage  informal  information  sharing  with  manufacturers  in  signatory  countries  of  products 
determined  to  be  targets  of  specific  acquisition  crforts  of  proliferants. 
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2.  National  Security.    While  industry  is  dnven  by  the  need  for  technological  preeminence  and 

market  expansion,  industry  leaders  have  a  keen  awareness  of  national  security  imperatives.    AEA 
strongly  advocates  a  regulatory  system  that  effectively  curtails  the  demand  for  and  supply  of  cnucal 
enabling  technologies  related  to  the  proliferation  of  weapons  of  mass  destruction.    When  foreign 
regimes  and  their  facilities  clearly  are  engaged  in  the  development  of  a  weapons  program  that 
threatens  global  or  regional  security,  industry's  obligation  is  to  support  a  comprehensive,  multilateral 
policy  of  denial  for  any  exports  that  directly  contribute  to  that  threat.   When  U.S.  or  foreign  security  is 
truly  at  stake,  this  industry  obligation  should  be  manifest  in  all  countries. 

Multilateral  diplomatic  efforts  to  stem  the  demand  for  these  weapons  programs  is  the  obligation  of  all 
governments,  under  the  leadership  of  the  United  States.    Moreover,  foreign  policy  is  not  the 
responsibility  of  industry.   An  export  control  regime  should  not  shift  the  burden  of  intelligence 
gathering  and  customer  policing  from  government  to  industry,  as  current  EPCI  regulations  do.    In 
addition,  we  believe  that  an  export  control  regime  which  is  properly  sensitive  to  its  impact  on  national 
security  is  designed  under  the  premise  that  export  controls  should  not  be  the  sole  response  to 
belligerent  activities  of  rogue  nations,  nor  that  they  should  even  be  the  first  response.   In  addition  to 
the  alternatives  listed  in  LA,  above,  the  following  recommendations  address  procedures  for  effective 
protection  of  national  security  and  nonproliferation  objectives. 

A.   Ma!  -riality.     EPCI  regulations,  along  with  Federal  sentencing  guidelines  and  enforcement 
agency  warnings,  currently  force  businesses  to  undertake  costly  internal  export  compliance  programs 
for  goods  that  clearly  have  little  or  no  relevance  to  proliferation  activities.   The  result  is  a  negligible 
impact  on  the  suppression  of  weapons  development  but  a  costly  burden  on  the  export  competitiveness 
of  America's  high  technology  industries  and  dilution  of  enforcement  agency  resources.   Casting  a  wide 
net  across  general-license  exports  that  are  not  critical  to  proliferation  increases  the  likelihood  that  a 
critical  item  will  more  easily  slip  through  the  system,  whereas  a  carefully  targeted  and  closely 
monitored  process  will  significantly  strengthen  the  effecnveness  of  the  program. 

Thus,  proliferation  controls  should  focus  only  on  multilaterally-agreed  choke-point  goods  and 
technology,  such  as  fissile  materials,  or  other  goods  having  a  direct  and  immediate  impact  on 
production  of  nuclear,  chemical  and  biological  weapons  and  precursors.   The  policy  must  additionally 
take  into  account  "controllability"  of  goods  -  that  is.  those  not  traded  freely  as  commodities,  or 
general  purpose  products  having  a  predominant  commercial  application  in  international  markets. 

if  the  U.S.  government  continues  to  require  broad-based  controls,  we  reiterate  our  recommendation  of 
1991  that  in  lieu  of  the  convoluted  process  created  by  the  "know"/is  informed  provision,  it  should 
adopt  in  a  multilateral  program  the  following  procedures: 

For  items  (goods,  technical  data  and  services)  that  are  deemed  to  be  choke-point  technology 
("required")  for  a  target  activity  and-  that  are  controllable: 

validated  licensing  (with  denial  authority)  to  nonadherent  countries: 

authority  to  impose  reexport  controls  from  nonadherent  countries  to  nonadherent 
countries. 
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For  items  deemed  to  be  choke-point  ("required")  but  not.  controllable: 

prohibition  on  exports  or  reexports  by  U.S.  persons  to  identified  (in  the  Federal 
Register)  proliferating  projects,  firms  or  individuals.    Additionally,  sales  to  foreign 
recipients  of  such  U.S. -origin  items  conditional  on  their  assurance  of  no  retransfer  to 
identified  projects,  firms  or  individuals  (similar  to  Table  of  Denial  Orders); 

validated  license  requirement  when  the  exporter  "knows"  that  the  end  user  is  a  targeted 
proliferant. 

For  items  that  are  not  choke-point  (not  "required"): 

no  prohibition  on  sales  by  U.S.  persons. 

B.  "Is  Informed"  Provision.   Use  of  the  "is  informed"  provision,  whereby  some,  but  not 
always  all,  exporters  are  "informed"  by  the  Commerce  Department  that  exports  of  general  license 
product  to  a  particular  end  user  require  a  validated  license,  has  resulted  in  haphazard  and  inconsistent 
treatment  under  the  law.  This  imposes  substantial  administrative  burdens  on  exporters,  is  ineffective, 
and  has  negative  competitive  implications. 

The  "is  informed"  provision  should  be  eliminated  in  order  to  introduce  consistency  and  transparency  in 
export  licensing  procedures.   In  addition,  the  government  should  publish  in  the  Federal  Register 
entities  of  concern  concurrent  with  the  written  notification  of  any  exporter  or  class  of  exporter. 

C.  Catch-all  "Know"  Standard  Focused  on  End-Use.  The  effect  of  the  "know"  and 
"reason  to  know"  standards  as  applied  to  controls  on  end-use  rather  than  specified  products  and  end 
users  wrongly  shifts  the  responsibility  for  intelligence  gathering  on  proliferation  activities  from  the 
government  to  exporters,  and  should  be  eliminated.   Exporters  should  have  access  to  a  single  list  of 
choke-point  technologies  and  end-users  within  countries  of  concern  which  designates  when  exports 
require  approval  from  the  government.    Licensing  procedures  for  exporters  in  general  must  be  much 
more  simple  and  transparent  than  they  are  currently.   For  example,  alternative  policies  could  include: 

establish  a  list  of  products  or  technologies  which  are  agreed  to  be  a  critical,  enabling 
technology  for  sensitive  proliferation  programs,  consistent  with  AEA's  recommendations  above 
regarding  "materiality."   Limit  the  internal  control  requirement  and  "know"  licensing 
requirement  to  exporters  of  products  on  the  agreed  list; 

make  additions/refinements  to  the  positive  list  as  new  products  develop  or  information  surfaces 
relative  to  a  product's  relevance  to  sensitive  proliferation  activities; 

add  firms  confirmed  by  the  government  as  "sensitive"  to  the  relevant  annex  of  Part  778  of  the 
EAR; 

elimmate  internal  control  and  customer  screening  requirements  for  companies  other  than 
manufacturers,  distributors,  or  exporters  of  controlled  products;  and 
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in  lieu  of  a  license  requirement  on  exporters  of  general  license  products  who  know  or  suspect 
a  foreign  consignee  may  be  engaged  in  a  sensitive  proliferation  activity,  require  a  reporting  of 
such  suspicion  or  knowledge: 

consider  the  British  and  Japanese  approach  of  supplementing  published  government  lists  with 
information  from  public  sources. 

Moreover,  country  categories  for  export  control  purposes  should  be  drastically  streamlined  and 
simplified.    For  example,  it  should  be  sufficient  to  have  four  categories  of  countries: 

License-free  Zone.  A  license-free  zone  allows  no  restrictions  for  certain  allies,  including 
COCOM,  COCOM-cooperating  countries  (all  OECD  countries)  and  members  of  the  three 
proliferation  regimes. 

Non-proliferant  countries.   This  category  would  include  countries  with  no  proliferation 
activities  and  which  are  not  members  of  multilateral  control  regimes.   For  these  countries, 
licenses  should  be  processed  within  statutory  timeframes. 

Countries  of  Concern.  This  category  would  include  countries  that  are  known  proliferants  as 
well  as  those  believed  to  be  belligerent  or  threatening  to  national  or  regional  security. 
License  decisions  should  be  based  on  the  reason  for  control;  e.g.,  NSG  list  item  denied 
because  the  end-user  is  involved  in  a  nuclear  program  as  defined  by  the  NSG.    All  U.S. 
denials,  including  those  over  unilaterally  controlled  products,  should  be  reported  to  the 
multilateral  control  regime  partners.   Countries  of  concern  should  be  multilaterally  agreed.    It 
is  our  understanding  that  18  countries  have  been  identified  by  the  NSG  as  countries  of 
concern,  yet  the  U.S.  requires  licenses  to  all  countries  not  party  to  the  NSG  -  many  of  which 
have  no  nuclear  programs  underway  nor  a  history  of  diversion. 

Embargoed  Countries.    Ideally,  embargoed  countries  should  be  determined  by  UN  agreement, 
such  as  the  case  with  Iraq.   Unilateral  U.S.  embargoes  should  apply  solely  to  U.S.  exports. 
Unilateral  embargoes  should  be  in  place  only  as  long  as  the  Administration  and  Congress 
mutually  agree,  and  only  while  efforts  continue  for  multilateral  support.   Embargoes  should  be 
implemented  with  a  sunset  provision  that  becomes  effective  if  the  embargoes  are  not  adopted 
multilaterally  within  6  months. 

D.    New  "Sensitive"  General  License  Product.   The  U.S.  government  may  determine  that  a 
new  product  or  technology  heretofore  not  considered  critical  or  enabling  to  proliferation  of  weapons  of 
mass  destruction  merit  multilateral  control. 

In  such  a  case,  the  Commerce  Department  may  be  authorized  to  require  an  export  application  and  to 
add  such  item  or  technology  to  the  control  list  for  targeted  pro!  'erant  countries.   The  U.S.  government 
would  concurrently  be  required  to  propose  to  multilateral  participants  to  add  the  product  to  the  control 
list-   If  agreement  is  not  obtained  within  six  months,  elimination  of  the  control  would  be  required. 
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RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  RIEGLE 

FROM  THOMAS  H.  KARAS 

Q.l.  You  stated  in  your  testimony  that  improved  data  collection 
and  analysis  may  help  decisionmakers  to  make  more  informed  as- 
sessments of  the  economic  price  we  pay  to  sustain  an  export  control 
regime.  However,  as  you  also  stated,  we  must  weigh  such  costs 
against  the  security  benefits  we  hope  to  achieve.  In  what  way 
would  you  recommend  we  weigh  economic  costs  against  security 
benefits  that  would  make  sense? 

A.1.  First  of  all,  as  I  stated,  it  is  extremely  important  to  assemble 
the  best  possible  test  data.  An  important  part  of  that  exercise  will 
be  to  break  down  the  costs  of  each  different  type  of  export  control. 
We  may  find  that  certain  controls  are  in  fact  not  nearly  as  costly 
as  the  more  general  discussions  of  export  controls  have  led  many 
to  believe.  Second,  we  should  assess  what  kinds  of  proliferation  are 
most  threatening  to  U.S.  and  international  security.  On  this  score, 
many  would  agree  that  nuclear  proliferation  poses  the  greatest 
danger.  (It  is  true  that  biological  weapons,  can,  in  principle,  kill 
even  more  people  per  unit  weight  as  nuclear  weapons;  however, 
other  considerations  seem  to  have  made  them  somewhat  less  at- 
tractive to  proliferant  states  as  tools  of  national  power  and  status.) 
Third,  we  can  ask  what  the  chances  are  that  export  controls  can 
significantly  delay  development  or  production  of  the  weapons  of 
concern.  Here,  again,  nuclear  weapons  seem  the  most  controllable. 
Taking  into  account  our  best  judgments  on  all  these  factors,  we 
should  then  judge  different  classes  of  export  controls  on  an  individ- 
ual basis,  rather  than  assuming  that  there  is  some  grand  total  of 
net  costs  and  benefits  for  the  whole  range  of  controls. 

Difficult  as  it  may  be  to  get  reliable  cost  data,  it  will  probably 
be  even  harder  to  be  certain  about  the  security  benefits  of  export 
controls.  Although  they  can  increase  the  costs  and  lengthen  the 
time  needed  to  develop  weapons  of  mass  destruction,  they  cannot 
indefinitely  prevent  every  determined  state  from  obtaining  such 
weapons.  Estimating  security  benefits  will  be  a  difficult  qualitative 
judgment. 

Some  advocates  of  tightened  export  controls  have  claimed  that 
the  costs  of  export  controls  will  certainly  be  less  than  the  cost  of 
the  military  intervention  (e.g.,  Operation  Desert  Storm  II)  that 
would  be  required  if  they  fail.  The  implication  is  that  the  benefits 
of  effective  export  controls  are  the  money  and  lives  saved  from  not 
going  to  war.  Such  a  comparison  is  justified,  however,  only  if  con- 
trols can  be  shown  to  make  a  critical  difference  and  if  war  is  the 
only  response.  In  the  end,  all  our  judgments,  both  about  costs  and 
about  benefits,  will  be  made  under  conditions  of  considerable  un- 
certainty. As  with  many  other  national  decisions,  we  will  have  to 
do  our  imperfect  best. 

Q.2.a.  The  recently  released  OTA  report  "Proliferation  of  Weapons 
of  Mass  Destruction:  Assessing  the  Risks"  states  that  the  most  ef- 
fective nonproliferation  measure  is  to  convince  states  that  to  forgo 
weapons  of  mass  destruction  is  in  their  best  interest.  You  cite  ob- 
stacles, disincentives,  rewards,  and  security  improvements  as  non- 
proliferation  policy  tools.   Are  there   specific  elements  in  any  of 
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these  areas  that  are  particularly  effective?  What  are  some  exam- 
ples? 

A.2.a.  In  general,  the  various  policy  mechanisms  support  each 
other  synergistically  and  often  cannot  be  disaggregated.  For  exam- 
ple, one  of  the  reasons  why  an  export  control  regime  to  control  nu- 
clear-weapon-related items  could  be  created  is  that  the  Nuclear 
Non proliferation  Treaty  codifies  a  strong,  if  not  yet  universal,  norm 
against  the  spread  of  nuclear  weapons.  In  the  absence  of  such  an 
underlying  international  norm,  controls  are  much  harder  to  imple- 
ment— as  we  see  in  the  case  of  conventional  arms,  where  inter- 
national agreement  on  acceptable  vs.  unacceptable  transfers  is 
much  harder  to  achieve. 

The  answer  to  these  questions  are  also  highly  context-dependent. 
Right  now,  for  example,  the  near-total  export  controls  imposed  by 
the  Security  Council  embargo  are  probably  the  number  one  non- 
proliferation  measure  for  Iraq,  together  with  the  disincentive  of 
threatened  farther  U.N.  Security  Council  action  if  Iraq  does  not 
comply  with  U.N.  monitoring  and  disarmament  requirements  for 
its  potential  weapon  facilities  and  activities.  In  North  Korea,  on  the 
other  hand,  export  controls  are  of  minimal  importance,  since  the 
North  Korean  nuclear  weapon  program  appears  to  be  entirely  in- 
digenous. 

In  still  other  countries,  (e.g.,  Germany  and  Japan),  indigenous 
capabilities  for  making  weapons  of  mass  destruction  are  so  great 
that  the  only  effective  measure  is  their  continuing  belief  that  their 
interests  and  security  are  more  helped  than  harmed  by  their  self- 
restraint — a  belief  strongly  reinforced  by  existing  international 
norms  and  treaties  against  the  spread  of  nuclear  weapons. 

Q.2.b.  Where  do  export  controls  fall  on  the  scale  of  importance? 

A.2.b.  The  effectiveness  of  export  controls,  therefore,  depends 
strongly  upon  whom  they  are  being  applied  against.  Their  effective- 
ness also  depends  significantly  upon  which  weapons  are  being  pur- 
sued. The  production  of  chemical  and  biological  weapons,  for  exam- 
ple, involves  goods  and  know-how  that  are  much  more  widely  avail- 
able than  nuclear  weapons  or  missiles.  Australia  Group  export  con- 
trols on  chemical  and  biological-weapon-related  items,  therefore, 
are  inevitably  be  less  effective  at  preventing  states  from  pursuing 
those  weapons  than  are  controls  seeking  to  prevent  nuclear  or  mis- 
sile programs. 

Q.3.  In  the  OTA  report  entitled  "Technologies  Underlying  Weapons 
of  Mass  Destruction"  you  address  the  issue  of  biological  exports. 
Since  that  report  was  written  have  you  learned  that  pathogenic 
cultures  may  have  been  transferred  to  other  nations  which  were 
not  necessarily  attenuated  and  which  therefore  might  be  useful  in 
both  offensive  and  defensive  biological  weapons  development  pro- 
grams? 

A.3.  Since  the  OTA  background  paper  "Technologies  Underlying 
Weapons  of  Mass  Destruction"  was  published,  we  have  learned  that 
our  discussion  of  the  export  of  pathogenic  agents  is  incomplete. 
Page  84  of  the  Background  Paper  states  that  the  "American  Type 
Culture  Collection  (ATCC),  a  nonprofit  company  in  Rockville,  MD, 
acts  as  a  clearinghouse  for  research  institutions  around  the  world, 
shipping  each  year  approximately   130,000  cultures  of  weakened 
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("attenuated")  pathogens  to  60  nations,"  citing  an  article  in  The 
New  Republic  (Eric  Nadler  and  Robert  Windrew,  "Deadly  Con- 
tagion," vol.  204,  No.  5,  Feb.  4,  1991,  p.  18).  The  OTA  paper  goes 
on  to  describe  how  even  an  attenuated  strain  could  be  useful  to  a 
proliferant  state  seeking  to  develop  biological  or  toxin  weapons. 
However,  OTA  has  since  learned  that  the  implication  in  this  state- 
ment— that  all  ATCC  shipments  are  attenuated — is  incorrect.  If  a 
foreign  researcher  requests  full-strength  pathogens,  and  if  the  ex- 
port license  (if  any)  required  for  such  a  shipment  is  approved  by 
the  U.S.  Government,  ATCC  will  ship  full-strength  cultures.  As 
pointed  out  in  the  statement  that  you  released  on  February  9, 
1994,  pathogenic  and  toxigenic  organisms  suitable  for  use  in  pro- 
ducing biological  and  toxin  weapons  were  exported  from  the  United 
States  to  Iraq — without  attenuation — on  numerous  occasions. 

Q.4.a.  The  proliferation  problems  we  face  today  are  of  grave  con- 
cern to  me.  I  have  been  very  involved  in  the  investigation  of  the 
use  of  chemical  and  biological  agents  on  our  men  and  women  who 
served  this  country  in  the  Persian  Gulf  War.  And,  I  do  not  like 
what  I  am  hearing.  It  angers  and  concerns  me  that  countries  like 
Iraq  no*-  ^nlv  are  stockpiling  items  useful  in  chemical  and  biological 
warfare,  but  actually  using  them.  Do  you  see  any  way  that  we  can 
prevent  the  proliferation  of  these  weapons? 

A.4.a.  Chemical  and  biological  weapons  are  reportedly  being  devel- 
oped by  several  countries  around  the  world.  OTA  examined  numer- 
ous open  publications  listing  countries  suspected  of  pursuing  chem- 
ical or  biological  weapons;  eleven  countries  were  listed  in  more 
than  two-thirds  of  them  as  pursuing  one  or  both  of  these  weapons. 
Given  this  ongoing  interest,  and  given  the  relative  ease  with  which 
these  weapons  can  be  developed  and  produced,  it  does  not  seem 
likely  that  proliferation  of  these  weapons  can  be  totally  prevented. 
Moreover,  given  the  inherent  dual-use  nature  of  much  of  the  tech- 
nology needed  to  produce  these  weapons,  the  capability  to  produce 
them  can  certainly  not  be  controlled. 

Q.4.b.  What  are  the  most  useful  tools  we  have  to  do  this? 
A.4.b.  Given  the  above,  nonproliferation  policy  tools  that  affect  the 
incentive  to  develop  these  weapons  are  likely  to  be  more  important 
than  policy  tools  that  impose  obstacles  to  their  production.  Treaties 
such  as  the  Chemical  Weapons  Convention  (CWC)  and  the  Biologi- 
cal Weapons  Convention  are  important  for  codifying  the  inter- 
national illegitimacy  of  these  weapons,  even  if  their  verification 
procedures  (particularly  in  the  biological  case)  are  less  than  perfect. 
The  Biological  Weapons  Convention  at  present  does  not  provide  for 
any  verification  mechanism  at  all,  although  the  treaty's  1992  Re- 
view Conference  has  set  into  motion  a  procedure  that  may  lead  to 
the  institution  of  additional  confidence-building  measures.  The 
Chemical  Weapons  Convention,  in  contrast,  creates  an  extensive 
verification  regime  that  will  certainly  make  it  more  difficult  (if  not 
impossible)  to  pursue  a  chemical  weapon  program  without  being 
detected.  The  CWC  also  serves  to  deter  a  state  from  stockpiling 
such  weapons,  since  such  stocks  might  be  detected. 

Measures  to  penalize  states  that  pursue  such  weapons,  and  espe- 
cially to  penalize  those  threatening  to  use  or  actually  using  them, 
are  important  deterrents  and  are  probably  among  the  most  impor- 
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tant  nonproliferation  measures.  Provision  of  protective  equipment 
(e.g.,  vaccines,  gas  masks,  suits,  decontamination  gear)  would  make 
these  weapons  much  less  attractive  to  an  attacker  and  should  also 
deter  states  from  pursuing  them. 

Export  controls,  such  as  those  the  Australia  Group  imposes  on 
chemicals  that  can  be  used  to  make  chemical  weapon  agents,  can 
make  the  production  of  such  agents  more  difficult.  However,  the 
overall  effect  of  export  controls  in  preventing  the  spread  of  biologi- 
cal and  chemical  weapons  is  limited,  since  the  necessary  tech- 
nologies are  so  widely  available.  This  conclusion  also  holds  for  the 
export  of  pathogenic  agents.  Certainly,  the  United  States  should 
not  make  it  easy  for  a  potential  proliferant  state  to  acquire  patho- 
genic organisms  suitable  for  use  as  biological  warfare  agents.  How- 
ever, even  perfect  U.S.  export  controls  will  not  prevent  proliferants 
from  obtaining  such  organisms,  since  they  can  be  easily  isolated 
from  natural  sources. 

Q.5.  Some  believe  nonproliferation  goals  can  be  achieved  even  if 
controls  and  sanctions  are  used  unilaterally,  and  cite  several  good 
examples  where  this  has  worked — South  Africa  and  Russia  among 
them.  This  statement  goes  against  what  industry  has  been  promot- 
ing today — that  unilateral  controls  don't  do  much  for  furthering  our 
foreign  policy  and  proliferation  interests  but  do  a  lot  to  hurt  U.S. 
competitiveness.  Should  unilateral  controls  or  sanctions  be  used 
against  rogue  regimes  to  further  our  nonproliferation  policies?  In 
other  words,  do  you  think  that  it  would  be  effective?  Is  it  impera- 
tive that  we  convince  our  allies  to  impose  similar  controls  on  the 
rogue  regimes — particularly  Iran,  Syria,  Libya,  and  Iraq? 

A.5.  First,  I  would  advise  considering  separately  the  problems  of 
export  controls,  on  the  one  hand,  and  economic  sanctions,  on  the 
other  hand.  For  any  given  country,  U.S.  power  in  wielding  these 
two  instruments  may  differ.  In  some  cases,  overall  economic  de- 
pendence on  trade  (whether  in  economically  crucial  imports  or  in 
revenue-generating  exports)  with  the  United  States  might  be  high, 
but  dependence  on  specific  U.S.  dual-use  items  might  be  low.  In 
those  cases,  sanctions  might  be  persuasive,  but  export  controls  not 
effective.  In  others,  the  situation  might  be  reversed.  Whether  either 
tool  can  be  effective  in  the  long  run  will,  as  the  second  part  of  your 
question  notes,  depend  on  the  degree  of  multilateral  cooperation  we 
can  achieve. 

It  is  important  to  note,  however,  that  to  convince  our  allies  to  im- 
pose similar  measures  may  initially  require  unilateral  U.S.  action 
to  establish  our  sincerity  and  determination.  In  other  words,  part 
of  the  consensus-building  process  in  gaining  international  coopera- 
tion on  a  nonproliferation  stance  that  may  include  many  policy 
tools  (besides  controls  and  trade  sanctions)  may  be  to  put  our 
money  where  our  mouth  is. 

There  may  also  be  some  cases  in  which  we,  as  a  Nation,  simply 
do  not  want  to  do  business  with  some  regimes  because  their  behav- 
ior is  morally  repugnant  to  us  as  well  as  against  our  pragmatic  na- 
tional interests.  In  all  cases,  as  noted  above,  we  should  strive  for 
as  accurate  a  picture  as  we  can  assemble  of  just  what  the  economic 
costs  to  us  of  our  policies  are. 
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Finally,  from  the  point  of  view  of  nonproliferation  policy,  I  would 
argue  that  when  we  evaluate  sanctions  it  is  important  that  we  be 
clear  about  their  purpose.  This  sometimes  becomes  difficult  to  do 
when  licenses  to  export  controlled  items  are  denied  not  because  of 
a  clear  nonproliferation  effect,  but  as  a  part  of  antiterrorism  sanc- 
tions. For  example,  the  United  States  denies  export  of  many  con- 
trolled items  to  Iran  and  Syria  as  part  of  a  policy  of  distancing  the 
United  States  from  those  nations  and  demonstrating  U.S.  resolve 
to  get  them  to  change  their  behavior.  We  have  had  only  partial  suc- 
cess in  persuading  other  nations  to  use  export  controls  as  sanctions 
against  bad  behavior,  and  therefore  there  has  been  considerable 
undercutting  of  U.S.  denials.  But  this  problem  does  not  necessarily 
indicate  a  lack  of  international  consensus  on  the  narrower  issue  of 
using  export  controls  to  limit  the  proliferation  of  weapons  of  mass 
destruction.  Nor  should  U.S.  economic  losses  due  to  such  sanctions 
be  attributed  to  the  existence  of  nonproliferation  controls. 

The  more  narrowly  the  United  States  can  define  the  objectives 
of  its  export  control  policies  regarding  rogue  states,  therefore,  the 
more  likely  it  will  be  to  garner  international  agreement.  Similarly, 
U.S.  policies  will  gain  greater  acceptance  if  the  United  States  is 
able  tc  r  ^ray  these  rogue  states  as  being  hostile  to  international 
security  and  to  civilized  norms  of  conduct,  rather  than  merely  hos- 
tile to  United  States  interests. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  SASSER 
FROM  THOMAS  H.  KARAS  AND  GERALD  L.  EPSTEIN 

Q.l.  Several  of  us  on  the  Committee  have  expressed  concerns  on 
how  the  CoCom  successor  will  function.  Currently,  CoCom  operates 
on  a  consensus  basis.  One  country  cannot  move  forward  with  a  con- 
trolled export  if  another  objects.  However,  our  allies  seem  deter- 
mined to  replace  this  approach  with  a  so-called  "national  discre- 
tion" regime.  In  my  judgment,  this  poses  a  lose-lose  risk  for  the 
United  States. 

From  a  national  security  perspective,  it  will  be  more  difficult  to 
stop  sales  from  our  allies  to  countries  of  concern.  From  an  economic 
perspective,  U.S.  exporters  would  be  at  a  disadvantage  if  competi- 
tors abroad  are  able  to  sell  to  markets  closed  to  U.S.  firms.  I'd  like 
your  opinion  on  the  implications  of  the  national  discretion  policy 
that  the  post-CoCom  multilateral  export  control  regime  will  adopt. 
And,  as  the  Administration  negotiates  the  details  of  the  successor 
regime,  what  should  it  be  focusing  on? 

A.1.  CoCom's  consensus  rule  was  the  exception,  and  not  the  norm, 
for  multilateral  export  controls.  Each  of  the  other  multilateral  ex- 
port control  regimes — the  Nuclear  Suppliers  Group  (nuclear-weap- 
on-related goods),  the  Australia  Group  (chemical  and  biological 
weapon-related  goods),  and  the  Missile  Technology  Control  Re- 
gime— already  operates  on  a  national  discretion  basis. 

CoCom  was  able  to  operate  on  a  consensus  basis  because  there 
was  consensus  among  its  members  that  the  Soviet  bloc  posed  a  se- 
rious security  threat.  With  the  end  of  the  Cold  War,  the  monolithic 
Soviet  threat  is  gone — and  so  is  consensus  as  to  the  future  threat. 
Although  CoCom  s  members  can  agree  that  the  spread  of  advanced 
conventional  military  capabilities  continues  to  pose  dangers  to 
them,  they  differ  in  detail  over  which  states  represent  threats,  how 
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serious  these  threats  are,  and  the  value  of  export  controls  to  miti- 
gate these  threats.  Given  these  differences,  CoCom's  members  are 
not  likely  to  sign  up  to  a  regime  where  the  United  States — or  any 
other  state — can  exert  the  kind  of  influence  that  CoCom  members 
granted  each  other  during  the  Cold  War. 

In  negotiating  a  post-CoCom  multilateral  export  control  regime, 
the  United  States  could  consider  adopting  some  of  the  provisions 
used  in  existing  nonproliferation  export  control  regimes: 

•  A  "no  undercut"  policy,  by  which  states  agree  not  to  license  ex- 
ports previously  blocked  by  another  regime  member  without 
prior  consultation. 

•  Circulation  of  denials  (required  by  "no  undercut"  so  states  know 
which  sales  have  already  been  denied). 

•  Agreed-upon  criteria  for  exercising  national  discretion. 

•  Information  and  intelligence  sharing  so  that  states  can  warn 
each  other  when  they  uncover  suspicious  shippers  or  end-users, 
even  in  the  absence  of  a  particular  proposed  sale. 

The  United  States  may  also  wish  to  explore  procedures  that  are 
not  now  being  implemented  in  existing  nonproliferation  regimes: 

•  Prior  sharing  of  license  approvals,  which  would  give  states  the 
opportunity  at  least  to  object  to  proposed  exports,  if  not  block 
them;  or 

•  Post-shipment  sharing  of  license  approvals,  which  would  make  it 
easier  for  proliferation  analysts  to  track  patterns  of  importation 
that  might  reveal  suspicious  activities. 

However,  both  pre-  and  post-shipment  sharing  of  export  approv- 
als are  strongly  opposed  by  many  business  interests,  who  fear  that 
they  will  lead  to  the  transfer  of  proprietary  information  to  inter- 
national competitors. 

Q.2.  The  U.S.  has  worked  to  improve  multilateral  export  control  li- 
censing and  enforcement,  hoping  that  the  strict  standards  held  by 
this  country  would  be  adopted  by  other  governments.  This  coopera- 
tion would  hopefully  lead  to  more  effective  export  control  measures 
that  should  in  turn  deter  export  violations  that  adversely  affect  our 
collective  security.  Do  you  feel  that  the  United  States  has  made 
any  real  progress  on  this? 

A.2.  Yes,  some  real  progress  has  been  made,  but  we  have  a  long 
way  to  go. 

On  the  question  of  licensing,  the  Australia  Group,  the  Missile 
Technology  Control  Regime,  and  the  Nuclear  Suppliers  Group  dual- 
use  technologies  agreement  can  all  be  seen  as  evidence  of  a  grow- 
ing international  consensus  on  the  need  to  control  international 
trade  in  the  wherewithal  for  developing  or  producing  weapons  of 
mass  destruction. 

On  the  enforcement  side,  a  key  success  story  seems  to  be  Ger- 
many, which,  in  the  wake  of  revelations  about  Germany  exports  to 
Libyan  and  Iraqi  weapon  programs,  has  greatly  strengthened  its  li- 
censing regulations  and  increased  the  resources  devoted  to  enforc- 
ing them.  In  addition,  Germany  has  been  arguing  for  strong  export 
control  regulations  for  the  entire  European  Union. 

Japan  has  also  been  exercising  leadership  in  harmonizing  multi- 
lateral controls,  undertaking  to  act  as  a  secretariat  in  Vienna  for 
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the  Nuclear  Suppliers  Group  agreement  on  controlling  dual-use 
technologies  potentially  useful  in  nuclear  weapon  programs. 

In  the  third  world,  Argentina  and  Brazil  appear  to  have  realized 
that  their  own  access  to  technologies  for  civil  economic  development 
will  depend  on  their  willingness  to  participate  in  the  control  re- 
gimes established  by  the  advanced  industrial  nations. 

A  key  unknown  is  the  degree  to  which  the  states  of  the  former 
Soviet  Union  will  establish  effective  enforcement  of  their  export 
control  regulations.  At  the  Moscow  summit,  Presidents  Clinton  and 
Yeltsin  agreed  on  closer  cooperation  in  this  area.  It  is  too  soon  to 
tell  how  effectively  Russian  and  other  newly  independent  states 
controls  are  going  to  be  enforced. 

Another  difficult  problem  is  China,  which,  despite  its  professed 
dedication  to  nonproliferation  principles,  has  permitted  several 
transactions  of  serious  concern  to  the  United  States.  Finding  the 
right  mix  of  incentives  and  sanctions  has  been  complicated  by  U.S. 
interests  both  in  enhancing  human  rights  and  in  increasing  U.S. 
trade  with  China. 

Q.3.  It  appears  that  emphasis  is  shifting  away  from  blanket  poli- 
cies vis-a-vis  particular  countries  and  toward  focusing  on  specific 
end-users.  Increasingly,  the  critical  question  is  how  will  the  tech- 
nology be  used.  The  need  for  greater  assurances  from  end-users  is 
clear.  This  shift  also  implies  the  need  for  increased  post-sale  ver- 
ification. Do  you  agree?  And  if  so,  are  there  sufficient  resources  and 
institutions  to  do  the  job?  Do  customers  want  the  goods  enough  to 
put  up  with  this  intrusion? 

A.3.  There  may  be  some  items  for  which  post-sale  verification  can 
be  useful,  but  in  general  it  does  not  seem  to  be  a  promising  tool 
of  enforcement.  This  is  both  because  of  the  ease  of  deception  in 
misrepresenting  the  use  of  most  items  and  the  lack  of  dedicated  re- 
sources for  this  kind  of  inspection.  Note  that  increasing  resources, 
even  if  they  were  available,  may  not  make  sense,  if  such  post-ship- 
ment checks  cost  significantly  more  than  the  value  of  the  exported 
goods. 

It  seems  to  us  that  more  promising  tools  are: 

•  pre-license  checking  of  buyers  to  assure  that  they  are  legitimate 
civilian  activities  and  not  fronts  for  some  hidden  users;  and 

•  continuing  intelligence  tracking  of  suspected  bad  end-users  and 
their  possible  conduits  for  controlled  items. 

In  other  words,  the  question  should  be  whether  the  buyer  is  a 
legitimate  user,  and  not  whether  a  suspect  buyer  is  diverting  this 
or  that  particular  piece  of  equipment,  material,  or  technology.  In 
some  countries,  it  just  may  not  be  possible  to  persuade  ourselves 
that  any  buyer  is  not  so  controlled  by  the  government  that  the 
threat  of  diversion  is  acceptably  low. 

Q.4.a.  In  the  report  "Proliferation  of  Weapons  of  Mass  Destruction: 
Assessing  the  Risks,"  OTA  states  that  the  most  effective  non- 
proliferation  measure  is  to  convince  States  that  to  forgo  weapons 
of  mass  destruction  is  in  their  best  interests.  You  cite  obstacles, 
disincentives,  rewards,  and  security  improvements  as  nonprolifera- 
tion policy  tools.  Where  do  export  controls  fall  on  the  scale  of  im- 
portance in  nonproliferation  measures? 
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A.4.a.  The  answers  to  these  questions  are  highly  context-depend- 
ent. Right  now,  for  example,  the  near-total  export  controls  imposed 
by  the  Security  Council  embargo  are  probably  the  number  one  non- 
proliferation  measure  for  Iraq,  together  with  the  disincentive  of 
threatened  further  U.N.  Security  Council  action  if  Iraq  does  not 
comply  with  U.N.  monitoring  and  disarmament  requirements  for 
its  potential  weapon  facilities  and  activities. 

In  other  countries,  (e.g.,  Germany  and  Japan)  indigenous  capa- 
bilities for  making  weapons  of  mass  destruction  are  so  great  that 
the  only  effective  measure  is  their  continuing  belief  that  their  in- 
terests and  security  are  more  helped  than  harmed  by  their  self-re- 
straint. 

The  effectiveness  of  the  current  export  control  regimes  also  de- 
pends, in  addition  to  their  context,  upon  which  weapons  are  being 
pursued.  The  production  of  chemical  and  biological  weapons,  for  ex- 
ample, involves  goods  and  know-how  that  are  much  more  widely 
available  than  those  needed  for  nuclear  weapons  or  missiles.  Aus- 
tralia Group  export  controls  on  chemical  and  biological-weapon-re- 
lated items,  therefore,  are  inevitably  less  effective  at  preventing 
states  from  pursuing  those  weapons  than  are  controls  seeking  to 
prevent  nuclear  or  missile  programs. 

Q.4.b.  How  effective  is  the  current  export  licensing  regime  in  curb- 
ing proliferation  of  weapons  of  mass  destruction? 

A.4.b.  There  is  anecdotal  evidence  that  controls  have  been  effec- 
tive. For  example,  the  Missile  Technology  Control  Regime  is  often 
cited  as  a  major  factor  in  ending  the  Argentine,  Egyptian,  and  Iraqi 
joint  program  to  produce  the  Condor  ballistic  missile.  However,  we 
know  of  no  systematic  evaluation  of  the  degree  of  effectiveness  of 
nonproliferation  export  controls.  We  suggest  that  an  intelligence 
community  briefing  could  be  more  enlightening  on  this  question 
than  we  can,  at  least  in  marshaling  the  anecdotal  evidence.  It 
would  be  important  to  ask  not  only  for  cases  in  which  export  con- 
trols have  failed,  but  also  how  much  worse  the  proliferation  prob- 
lem might  be  if  controls  had  not  existed  at  all. 

Q.5.a.  During  the  Cold  War,  U.S.  veto  power  over  CoCom  country 
sales  provided  a  powerful  lever.  It  appears  that  under  the  new  re- 
gime the  United  States  will  not  have  such  leverage.  Because  of  the 
problem  of  proliferation,  and  because  we  want  our  companies  to  be 
able  to  compete  on  a  level  playing  field,  we  need  to  find  other  ways 
to  exert  leverage. 

For  starters,  the  U.S.  has  the  largest  market  in  the  world.  For- 
eign companies  covet  access  to  our  market.  I  imagine  that  it  is  puz- 
zling to  some  that,  when  the  U.S.  wants  to  punisn  some  bad  actor, 
its  first  reflex  seems  cut  off  U.S.  exports.  Do  you  think  that  access 
to  the  U.S.  market  should  be  increasingly  used  or  threatened  as  a 
policy  lever? 

A.5.a.  As  we  have  indicated  in  our  answer  to  question  number  1, 
the  United  States'  leverage  over  other  countries'  export  policies  in 
a  post-CoCom  regime  has  necessarily  diminished — not  because  U.S. 
negotiation  skills  have  been  inadequate,  but  ultimately  because  the 
diversity  of  views  among  the  successor  regime's  members  concern- 
ing the  nature  and  severity  of  the  conventional  weapons  prolifera- 
tion threat  will  make  them  unlikely  to  sign  up  to  a  regime  where 


110 

the  United  States — or  any  other  state — can  exert  the  kind  of  influ- 
ence that  CoCom  members  granted  each  other  during  the  Cold 
War. 

OTA  has  not  examined  in  detail  the  pros  and  cons  of  threatening 
to  withhold  access  to  the  U.S.  market  to  foreign  companies  who  un- 
dercut export  controls.  We  can  make  some  general  observations, 
however. 

•  Studies  of  sanctions  as  tools  of  foreign  policy  have  shown  that 
they  tend  to  be  more  effective  when  applied  against  friendly 
states  than  against  hostile  ones,  presumably  because  friendly 
states  have  more  to  lose  when  relations  with  the  United  States 
sour. 

•  Given  that  many  U.S.  firms  depend  on  imported  products,  how- 
ever, it  is  not  clear  that  import  controls  would  necessarily  have 
less  of  an  effect  upon  the  U.S.  economy  than  export  controls.  We 
note  that  both  current  legislation  and  the  Administration  EAA 
draft  provide  exceptions  for  the  import  of  goods  or  services  need- 
ed by  U.S.  producers,  of  defense  goods,  and  of  agricultural  prod- 
ucts. 

•  Given  the  complicated  networks  of  corporate  ownership,  strategic 
alliances,  and  subsidiary  structures,  it  may  be  difficult  to  deter- 
mine which  firms,  parent  firms,  or  subsidiaries  should  be  penal- 
ized for  the  actions  of  any  given  corporate  unit. 

Q.5.b.  Following  the  imposition  of  the  Toshiba  sanctions,  the  Japa- 
nese government  sufficiently  tightened  its  export  control  system.  Is 
the  Toshiba  case  instructive  here? 

A.5.b.  OTA  has  not  studied  the  political  process  leading  to  tight- 
ened export  control  procedures  in  Japan  and  cannot  comment  on 
the  extent  to  which  U.S.  import  sanctions  motivated  export  control 
reform  as  compared  to  other  possible  motivations  such  as  diplo- 
matic pressure,  public  opinion,  or  embarrassment. 

Q.6.  It  is  widely  agreed  that  export  controls  are  more  effective  if 
implemented  multilaterally  by  all  supplier  countries.  However, 
there  have  been  and  will  be  some  instances  when  the  United  States 
takes  unilateral  action  to  further  its  foreign  policy  interests.  The 
critical  issue  is  whether  and,  if  so,  how  to  limit  or  discipline  the 
use  of  unilateral  export  controls.  Could  you  discuss  what  other  pos- 
sible limitations,  if  any,  should  be  placed  on  unilateral  controls? 
A.6.  The  Administrations  draft  EAA  proposes  maintaining  a  gen- 
eral presumption  against  unilateral  controls,  while  permitting 
them  in  special  cases.  In  those  cases,  the  rationales  for  unilateral 
controls  would  have  to  meet  a  listed  set  of  criteria  of  purpose,  effec- 
tiveness, and  cost.  Many  of  the  criteria  are  quite  specific.  Note, 
however,  that  among  them  is  one  that  permits  unilateral  controls 
if  they  are  likely  to  make  substantial  progress  toward  "denying  ex- 
ports or  assistance  that  significantly  and  directly  contribute  to  the 
proliferation  of  weapons  of  mass  destruction"  (Section  5,  paragraph 
(b)(2)(A)(iv) ),  even  if  such  controls  are  not  likely  to  change  the  pol- 
icy of  a  target  nation,  deny  access  to  the  controlled  item  from  all 
sources,  or  lead  to  multilateral  controls.  Depending  on  how  "signifi- 
cant and  direct  contribution"  is  defined,  this  language  could  permit 
considerable  discretion  in  applying  unilateral  controls. 
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Discipline  over  unilateral  controls  might  be  reinforced  by  the 
maintenance  of  a  rigorous  accountability  to  Congress.  Such  ac- 
countability could  be  enforced  both  through  annual  reports,  over- 
sight hearings,  and  informal  briefings.  In  the  past,  some  account- 
ability requirements,  such  as  the  arms  control  impact  statements, 
have  become  mere  pro  forma  rituals,  with  the  reports  to  Congress 
lacking  the  kind  of  detailed  evidence  and  reasoning  that  would  per- 
mit real  oversight. 

Although  this  kind  of  accountability  would  require  continuing 
vigilance  on  the  part  of  Congress,  it  seems  to  us  to  be  preferable 
to  rigid  time  limits  that  cannot  be  easily  adapted  to  unforeseen  cir- 
cumstances. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  RIEGLE 
FROM  PAUL  FREEDENBERG 

Q.l.  I  understand  that  the  Administration  hopes  to  have  a  CoCom 
successor  regime  after  March  31.  However,  it  is  still  not  clear  what 
that  regime's  responsibilities  will  be.  One  thing  I  am  concerned 
about  is  how  we  will  handle  countries  like  Russia  and  China  if  they 
become  members.  If  these  countries  join  the  CoCom  successor  re- 
gime, how  would  you  recommend  that  we  handle  them?  In  other 
words,  are  there  any  items  you  think  we  should  control  to  them 
that  we  would  not  to  other  members? 

A.1.  It  is  my  understanding  that  Russia  is  most  likely  to  be  a  mem- 
ber of  the  successor  regime  to  CoCom,  because  of  a  personal  com- 
mitment that  President  Clinton  made  to  President  Yeltsin  and  be- 
cause Russia  has,  on  paper  at  least,  joined  all  the  relevant  pro- 
liferation regimes  (the  Australia  Group,  the  Missile  Technology 
Control  Regime,  and  the  Nuclear  Suppliers  Group),  which  is  a  pre- 
condition to  membership  in  the  post-CoCom  regime.  For  its  part, 
China  has  not  yet  joined  those  regimes,  although  it  has  pledged  to 
adhere  to  the  rules  of  those  regimes.  Since  there  is  some  dispute 
whether  China  has  lived  up  to  that  pledge,  China  will  not  be  of- 
fered membership. 

Nonetheless,  your  question  is  with  regard  to  how  the  United 
States  should  treat  Russia  and  China  should  they  become  mem- 
bers. It's  my  understanding  that  Russia  will  not  have  complete  ac- 
cess to  all  technology  on  a  license-free  basis,  because  there  is  still 
a  residual  strategic  concern  about  Russia.  They  do  have  thousands 
of  nuclear  warheads  in  their  possession  and  the  means  to  deliver 
them.  Consequently,  supposedly  there  is  going  to  be  an  "extreme 
vigilance"  list  of  very  high-tech  items  that  would  not  be  available 
to  either  Russia  or  China  except  under  very  careful  licensing  condi- 
tions that  is  likely  to  be  maintained  for  the  foreseeable  future.  But 
for  the  vast  majority  of  technology,  after  April  Fools  Day,  1994  ex- 
port controls  will  no  longer  be  maintained  by  the  former  CoCom 
members  on  either  Russia  or  China. 

Q.2.  You  testified  today  that  we  need  to  control  only  "choke-point" 
products  and  technologies — items  required  for  the  proliferation  of 
weapons  of  mass  destruction  or  missile  delivery  systems.  How  do 
you  propose  we  keep  these  "choke-point"  technologies  out  of  the 
hands  of  countries  like  Iran,  Iraq,  Syria,  and  Libya? 
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A.2.  "Choke-point"  technologies  are  all  that  the  allies  would  agree 
to  control  multilaterally  in  any  event.  If  we  do  maintain  an  effec- 
tive multilateral  export  control  list  we  should  be  able  to  deny  the 
dangerous  proliferation-risk  and  terrorist-supporting  countries  the 
key  technologies  that  they  would  need  to  create  weapons  of  mass 
destruction.  Beyond  such  technologies,  control  by  the  United  States 
would  be  unilateral  and  ineffective  in  any  event.  "Choke-point" 
technologies  are  just  what  is  implied  by  the  name,  they  are  the  key 
technologies  that  enable  countries  that  intend  to  manufacture 
weapons  of  mass  destruction  the  vital  and  controllable  components 
that  would  make  it  possible. 

Q.3.  The  proliferation  problems  we  face  today  are  of  grave  concern 
to  me.  I  have  been  very  involved  in  the  investigation  of  the  use  of 
chemical  and  biological  agents  on  our  men  and  women  who  served 
this  country  in  the  Persian  Gulf  War.  And,  I  do  not  like  what  I  am 
hearing.  It  angers  and  concerns  me  that  countries  like  Iraq  not 
only  are  stockpiling  items  useful  in  chemical  and  biological  war- 
fare, but  actually  using  them.  Do  you  see  any  way  that  we  can  pre- 
vent the  proliferation  of  these  weapons?  What  are  the  most  useful 
tools  we  have  to  do  this? 

A.3.  We  can  and  should  prevent  the  proliferation  of  weapons  of 
mass  destruction.  The  best  way  to  go  about  this  task  is  to  construct 
a  truly  effective  post-CoCom  organization  that  ensures  multilateral 
cooperation.  Otherwise,  we  can  never  prevent  the  key  technologies 
from  reaching  countries  such  as  Iraq.  I  am  concerned  that  the  al- 
lies have  shown  so  little  willingness,  to  date,  to  participate  in  such 
an  organization.  I  would  recommend  that  we  raise  it  to  the  highest 
level  of  attention  in  our  Government  and  make  it  clear  that  this 
is  an  issue  of  the  utmost  importance  to  us  and  to  world  peace.  Oth- 
erwise, we  are  likely  to  be  discussing  this  issue  next  year  at  hear- 
ings about  "who  lost  CoCom?" 

Q.4.a.  Some  believe  nonproliferation  goals  can  be  achieved  even  if 
controls  and  sanctions  are  used  unilaterally,  and  cite  several  good 
examples  where  this  has  worked — South  Africa  and  Russia  among 
them.  This  statement  goes  against  what  industry  has  been  promot- 
ing today — that  unilateral  controls  don't  do  much  for  furthering  our 
foreign  policy  and  proliferation  interests  but  do  a  lot  to  hurt  U.S. 
competitiveness.  Should  unilateral  controls  or  sanctions  be  used 
against  rogue  regimes  to  further  our  nonproliferation  policies?  In 
other  words,  do  you  think  that  it  would  be  effective? 
A.4.a.  Unilateral  sanctions  did  not  work  against  either  the  Soviet 
Union  or  South  Africa.  In  both  cases  the  effective  sanctions  were 
multilateral.  In  the  short  run,  unilateral  sanctions  do  have  a  role 
to  play,  but  I  would  remind  the  Committee  that  it  was  French  and 
German  technology  and  equipment  that  gave  us  the  most  trouble 
in  Iraq.  If  we  do  not  get  their  cooperation  in  future  efforts  against 
proliferation,  those  efforts  will  be  doomed  to  failure. 

Q.4.b.  Is  it  imperative  that  we  convince  our  allies  to  impose  similar 
controls  on  the  rogue  regimes — particularly  Iran,  Syria,  Libya,  and 
Iraq? 
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A.4.b.  As  noted,  it  is  imperative  to  get  allied  cooperation.  But  we 
have  not  been  successful  with  regard  to  Iran  and  Syria  to  date,  and 
I  am  not  optimistic  for  the  future. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  SASSER 
FROM  PAUL  FREEDENBERG 

Q.l.  Several  of  us  on  the  Committee  have  expressed  concerns  on 
how  the  CoCom  successor  will  function.  Currently,  CoCom  operates 
on  a  consensus  basis.  One  country  cannot  move  forward  with  a  con- 
trolled export  if  another  objects.  However,  our  allies  seem  deter- 
mined to  replace  this  approach  with  a  so-called  "national  discre- 
tion" regime.  In  my  judgment,  this  poses  a  lose-lose  risk  for  the 
United  States. 

From  a  national  perspective,  it  will  be  more  difficult  to  stop  sales 
from  our  allies  to  countries  of  concern.  From  an  economic  perspec- 
tive, U.S.  exporters  would  be  at  a  disadvantage  if  competitors 
abroad  are  able  to  sell  to  markets  closed  to  U.S.  firms. 

I'd  like  your  opinion  on  the  implications  of  the  national  discretion 
policy  that  the  post-CoCom  multilateral  export  control  regime  will 
adopt.  And,  as  the  Administration  negotiates  the  details  of  the  suc- 
cessor regime,  what  should  it  be  focusing  on? 

A.1.  I  have  the  same  negative  feelings  about  a  "national  discretion" 
export  control  regime  that  you  do  Senator.  It  will  be  impossible  to 
know  what  our  allies  are  doing,  and  there  will  be  an  overwhelming 
pressure  to  approve  all  licenses,  since  it  will  be  argued  that  the 
French,  the  Germans,  or  the  British  are  going  to  sell  it  anyway. 
That  is  why  it  would  have  been  useful  to  maintain  a  veto  system 
but  with  regard  to  a  far  smaller  list  than  that  which  CoCom  main- 
tained. Failing  that  we  should  have  bargained  for  pre-notification, 
so  that  we  would  not  be  guessing  what  are  allies  are  up  to.  As  a 
last  resort,  however,  we  must  have  a  regime  that  maintains  a  sec- 
retariat and  clear  rules  about  a  fully  agreed  upon  list.  That  way 
we  can  still  be  able  to  ascertain  what  the  rules  are  and  whether 
anyone  has  violated  those  rules.  Any  regime  short  of  that  would  be 
worse  than  useless,  since  it  would  give  us  the  false  sense  that  we 
are  actually  doing  something  about  the  proliferation  problem. 

Q.2.  It  has  been  suggested  by  some  that  we  should  work  to  consoli- 
date and  formalize  into  a  single  entity  for  coordination  of  national 
security  controls  all  the  multilateral  regimes  we  now  have  in 
place — the  CoCom  successor,  the  Missile  Technology  Control  Re- 
gime, the  Australia  Group,  and  the  Nuclear  Supplier's  Group.  This 
is  probably  not  doable,  but  perhaps  there  can  be  increased  harmo- 
nization. Do  you  think  that  we  could  choose  the  best  characteristics 
of  each  of  these  regimes,  and  then  adopt  them  across  the  board, 
and  if  so,  which  ones? 

A.2.  Since  1991,  I  have  advocated  the  consolidation  of  our  non- 
proliferation  regimes  into  one  entity.  It  is  probably  too  late  now, 
but  we  should  try  to  get  agreement  from  the  new  post-CoCom  re- 
gime members  to  rigorously  enforce  the  guidelines  of  the  various 
proliferation  regimes  and  to  agree  to  be  ready  to  discuss  such  en- 
forcement and  ways  to  improve  enforcement  and  licensing  at  regu- 
lar meetings  of  the  new  regime. 
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Q.3.  During  the  Cold  War,  U.S.  veto  power  over  CoCom  country 
sales  provided  a  powerful  lever.  It  appears  that  under  the  new  re- 
gime, the  United  States  will  not  have  such  leverage.  Because  of  the 
problem  of  proliferation,  and  because  we  want  our  companies  to  be 
able  to  compete  on  a  level  playing  field,  we  need  to  find  other  ways 
to  exert  leverage. 

For  starters,  the  U.S.  has  the  largest  market  in  the  world.  For- 
eign companies  covet  access  to  our  market.  I  imagine  that  it  is  puz- 
zling to  some  that,  when  the  U.S.  wants  to  punish  some  bad  actor, 
its  first  reflex  seems  to  be  to  cut  off  U.S.  exports.  Do  you  think  that 
access  to  the  U.S.  market  should  be  increasingly  used  or  threat- 
ened as  a  policy  lever?  Following  the  imposition  of  the  Toshiba 
sanctions,  the  Japanese  Government  sufficiently  tightened  its  ex- 
port control  system.  Is  the  Toshiba  case  instructive  here? 

A.3.  Toshiba  was  a  very  traumatic  event  for  the  Japanese.  They 
did  significantly  tighten  their  export  control  licensing  system, 
where  today  it  is  one  of  the  best  among  the  CoCom  allies.  However, 
we  must  be  cautious  about  the  threat  to  use  U.S.  market  access  as 
a  leverage  tool.  Most  importantly,  we  want  to  encourage  coopera- 
tion, and  the  threat  of  U.S.  sanctions  will  tend  to  drive  our  allies 
away  from  joining  any  new  organization  with  explicit  rules,  be- 
cause the  more  explicit  the  rules,  the  more  likely  the  United  States 
will  be  able  to  sanction  those  who  fail  to  follow  those  rules.  If  other 
nations  do  not  sign  up  to  an  explicit  set  of  rules,  then  what  jus- 
tification would  we  have  if  we  decide  to  impose  import  sanctions? 
The  offending  nation  will  not  have  violated  any  rule  that  it  had 
agreed  to  follow.  This  is  a  really  difficult  issue.  This  is  not  to  say 
that  we  do  not  want  to  threaten  the  loss  of  the  U.S.  market  in 
egregious  cases,  but  it  will  be  a  very  difficult  threat  to  carry  out. 

QA.  It  is  widely  agreed  that  export  controls  are  more  effective  if 
implemented  multilaterally  by  all  supplier  countries.  However, 
there  have  been  and  will  be  some  instances  when  the  United  States 
takes  unilateral  action  to  further  its  foreign  policy  interests.  The 
critical  issue  is  whether  and,  if  so,  how  to  limit  or  discipline  the 
use  of  unilateral  export  controls.  Could  you  discuss  other  possible 
limitations,  if  any,  which  should  be  placed  on  unilateral  controls? 
A.4.  I  favor  the  structure  laid  out  in  the  bill  introduced  by  Senator 
Murray.  Unilateral  controls  ought  to  be  voted  on  by  Congress  after 
6  months,  and  the  Administration  ought  to  be  held  to  a  very  tough 
standard  of  justification  for  such  controls  with  very  strong  incen- 
tives to  multilateralize  the  sanctions.  Sometimes  there  is  no  alter- 
native to  the  application  of  unilateral  controls,  but  the  United 
States  Government  ought  to  be  able  to  obtain  allied  support  if  the 
justification  for  the  control  is  strong  enough. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  RIEGLE 
FROM  HENRY  D.  SOKOLSKI 

Q.l.  The  proliferation  problems  we  face  today  are  of  grave  concern 
to  me.  I  have  been  very  involved  in  the  investigation  of  the  use  of 
chemical  and  biological  agents  on  our  men  and  women  who  served 
this  country  in  the  Persian  Gulf  War.  And,  I  do  not  like  what  I  am 
hearing.  It  angers  and  concerns  me  that  countries  like  Iraq  not 
only  are  stockpiling  items  useful  in  chemical  and  biological  war- 
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fare,  but  actually  using  them.  Do  you  see  any  way  that  we  can  pre- 
vent the  proliferation  of  these  weapons?  What  are  the  most  useful 
tools  we  have  to  do  this? 

A.1.  The  most  useful  tools  we  and  other  nations  have  to  prevent 
the  proliferation  of  these  weapons  is  to  stigmatize  and  defend 
against  their  use.  U.S.  law  and  the  Chemical  Weapons  Convention 
go  a  long  way  to  give  the  use  of  such  weapons  a  bad  name.  More, 
however,  needs  to  be  done  to  confirm  use  more  quickly  than  we 
currently  do  and  to  assure  that  sanctioning  of  use  actually  takes 
place.  As  for  defenses,  here  too,  more  can  be  done.  More  training 
and  development  of  improved  protective  equipment  and  treatment 
and  detection  devices  should  be  funded  to  reduce  the  military  ad- 
vantage that  nations  might  gain  by  using  chemical  or  biological 
weapons  against  us  or  our  friends.  All  of  these  steps  are  needed 
precisely  because  export  controls  are  particularly  ineffective  in 
blocking  the  transfer  of  chemical  and  biological  weapons-related 
technology.  This  is  true  not  only  because  of  the  wide  availability  of 
these  technology,  but  because  development  of  biological  and  chemi- 
cal industries  is  so  profitable  and  beneficial  to  smaller  nations  for 
many  legitimate  civilian  applications. 

Q.2.  Should  unilateral  controls  or  sanctions  be  used  against  rogue 
regimes  to  further  our  nonproliferation  policies?  In  other  words,  do 
you  think  that  it  would  be  effective?  Is  it  imperative  that  we  con- 
vince our  allies  to  impose  similar  controls  on  the  rogue  regimes — 
particularly  Iran,  Syria,  Libya,  and  Iraq? 

A.2.  Unilateral  sanctions  and  controls  are  a  critical  instrument  for 
U.S.  leadership  on  nonproliferation  matters.  As  noted  by  the  En- 
ergy Department  witness,  the  Director  of  the  Office  of  Non-Pro- 
liferation  and  National  Security,  the  U.S.  unilaterally  maintained 
nuclear  controls  over  many  dual-use  nuclear  items  for  14  years  be- 
fore it  succeeded  in  establishing  multilateral  controls  over  these 
items  under  the  Nuclear  Suppliers  Group.  The  same  point  could  be 
made  about  American  controls  over  exports  to  nations  like  Iran: 
Germany  and  other  nations  may  not  yet  share  our  views  but  with- 
out a  set  of  unilateral  American  controls  in  place,  the  U.S.  would 
have  no  luck  convincing  these  nations  to  adopt  our  views.  As  for 
unilateral  sanctions,  these  too  can  be  critical  and  effective  when 
the  foreign  entity  being  sanctioned  has  a  great  deal  to  lose  by  for- 
going access  either  to  U.S.  technology,  U.S.  foreign  aid  or  the  U.S. 
market.  This  clearly  includes  China  and  Russia  and  most  firms  op- 
erating in  the  developed  world. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  SASSER 
FROM  HENRY  D.  SOKOLSKI 

Q.l.  I'd  like  your  opinion  on  the  implications  of  the  national  discre- 
tion policy  that  the  post-CoCom  multilateral  export  regime  will 
adopt.  And,  as  the  Administration  negotiates  the  details  of  the  suc- 
cessor regime,  what  should  it  be  focusing  on? 

A.1.  National  discretion  controls  are  not  uniformly  a  bad  thing. 
Certainly,  to  the  extent  that  the  post-CoCom  organization  will  be 
needed  to  block  strategic  technology  from  being  exported  to  a  lim- 
ited number  of  rouge  states  (e.g.,  Iran,  Iraq,  North  Korea,  and 
Libya),  discretionary  controls  will  be  far  less  desirable  than  consen- 
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sus  controls.  This  same  point  could  also  be  made  if  the  post-CoCom 
organization  is  expected  to  deal  with  the  future  possibility  of  a 
reemergent  Russia  or  a  hostile  China.  On  the  other  hand,  national 
discretion  controls  are  far  preferable  to  consensus  controls  when 
governing  exports  to  nations  friendly  to  the  U.S.  (e.g.,  Israel,  South 
Korea,  and  Taiwan)  that  other  members  of  CoCom,  such  as  the 
former  Soviet  Republics.  This  same  dichotomy,  arguably,  is  also 
present  concerning  the  type  of  technology  being  controlled:  Consen- 
sus controls  are  best  when  what  is  being  controlled  is  most  sen- 
sitive; national  discretion  controls  make  the  most  sense  when  the 
item  is  less  sensitive. 

This  suggests  three  general  approaches  our  Government  should 
be  taking  in  the  current  negotiations  to  establish  a  CoCom  succes- 
sor organization.  First,  a  minimal  set  of  principles  should  be  estab- 
lished. This  set  should  include  a  no  undercut  rule  (under  which  ex- 
port denials  made  under  the  national  discretion  of  any  member 
would  have  to  be  respected  by  all  other  members  of  the  new  organi- 
zation) and  prenotification  of  any  sensitive  technology  exports 
going  to  any  nation  considered  by  a  bare  majority  of  members  to 
be  a  dangerous  destination.  Second,  it  would  be  useful  to  accept  all 
of  the  former  Soviet  republics  and  the  newly  independent  Central 
European  nations  into  the  new  organization  and  establish  the  rule 
that  any  member  can  be  expelled  from  the  organization  if  it  vio- 
lates the  rules  of  the  organization  or  threatens  the  security  of  any 
other  member. 

Finally,  it  would  be  useful  to  establish  a  set  of  prohibitions.  Some 
technology  is  so  dangerous  and  advanced,  no  member  should  be  al- 
lowed to  ship  it  anywhere  until  a  consensus  agreement  is  reached 
to  do  otherwise.  Other  technology  might  be  slightly  less  dangerous 
but  only  if  it  is  kept  from  nations  outside  of  the  new  organization. 
Again,  this  could  be  change  but  should  only  be  modified  by  consen- 
sus agreement.  Finally,  some  technology  might  only  be  dangerous 
if  it  was  shipped  to  a  small,  agreed  list  of  rogue  states  and,  again, 
this  list  of  technology  and  of  trouble  states  should  only  be  changed 
by  consensus.  This  would  be  a  very  tough  and  sensible  regime  but, 
unlike  the  current  CoCom  arrangement,  would  not  require  consen- 
sus, except  in  very  exceptional  circumstances,  once  the  original  set 
of  guidelines  were  established. 

Q.2.  Do  you  think  that  access  to  the  U.S.  market  should  be  increas- 
ingly used  or  threatened  as  a  policy  lever?  Following  the  imposition 
of  the  Toshiba  sanctions,  the  Japanese  government  sufficiently 
tightened  its  export  control  system.  Is  the  Toshiba  case  instructive 
here? 

A.2.  Clearly  threatening  to  cut  off  access  to  the  U.S.  market  can 
work  against  foreign  entities,  such  as  Toshiba,  who  want  or  need 
such  access  to  survive  financially.  There  are  many  proliferating  na- 
tions (e.g.,  North  Korea,  Russia,  Iran,  Iraq,  etc.)  and  foreign  firms, 
however,  that  are  not  so  dependent  on  exports  to  the  U.S.  There 
are  other  nations  (e.g.,  PRO,  moreover,  which  have  such  a  trade 
imbalance  in  their  favor  and  that  we  ourselves  have  become  so  de- 
pendent upon  for  cheap  consumer  goods,  that  cutting  off  access  to 
the  U.S.  market  would  harm  us  nearly  as  much  as  it  would  them. 
For  these  cases,  threatening  to  cut  off  access  to  high  technology 
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from  the  U.S.,  U.S.  aid  and  cooperation,  or  continued  U.S.  support 
for  their  participation  in  international  organizations  would  be 
much  more  effective. 

Q.3.  Could  you  discuss  other  possible  limitations,  if  any,  [that] 
should  be  placed  on  unilateral  controls? 

A.3.  Unilateral  U.S.  controls  and  sanctions  are  taken  most  seri- 
ously by  other  nations  and  foreign  firms  if  they  have  to  pay  a  price 
for  undercutting  them.  One  possible  limitation  on  the  most  unpopu- 
lar unilateral  actions  (i.e.,  ones  that  truly  cost  U.S.  industry  a  sig- 
nificant loss  of  revenue  or  of  market  share)  is  to  require  that  such 
actions  be  taken  only  if  the  U.S.  Government  is  willing  to  sanction 
any  nation  or  foreign  entity  that  chooses  to  undercut  U.S.  unilat- 
eral actions. 
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EMERGENCY  COMMITTEE  FOR  AMERICAN  TRADE 
Underlying  Concepts  for  United  States  Export  Control  Reform 

The  Emergency  Committee  for  American  Trade  (ECAT),  an  organization  rep- 
resenting the  chief  executive  officers  of  a  number  of  America's  leading  corporations, 
asks  the  103rd  Congress  and  the  Clinton  Administration  to  work  with  American  ex- 
porters for  meaningful  and  significant  reform  of  the  statute  governing  U.S.  export 
controls. 

With  the  end  of  the  Cold  War,  the  need  for  export  controls  remains,  but  they 
should  incorporate  the  following  concepts: 

Global  and  American  Dynamics  Have  Changed 

The  collapse  of  the  former  Soviet  Union  and  the  democratization  process  under 
way  in  Eastern  and  Central  Europe  are  fact.  In  the  future,  the  major  competition 
among  the  world's  leading  powers  very  likely  will  be  of  a  predominantly  economic 
nature.  America's  fundamental  interests  are  at  stake  in  this  global  economic  competi- 
tion. Failure  to  address  the  dynamics  of  this  global  economic  challenge  in  the  export 
control  law  and  its  administration  will  certainly  harm  America's  export  led  economic 
recovery,  with  related  negative  effects  on  our  defense  industrial  base  and  on  our 
international  leadership. 

During  the  upcoming  debate  on  the  Export  Administration  Act,  we  in  ECAT  will 
emphasize  the  following  points: 

•  America's  long-term  economic  recovery  and  sustained  growth  will  likely  be  led 
through  export  growth. 

•  Export  led  growth  will  rely  principally  on  high  technology  products  and  know- 
how,  the  same  products  and  know-how  that  bear  the  major  burden  of  export  con- 
trol policy,  law,  and  administration. 

•  American  high  technology  supremacy  can  no  longer  be  presumed,  as  it  was  in  the 
early  Cold  War  era.  Our  principal  foreign  competitors  are  very  strong  in  virtually 
every  leading  commercial  technology  sector. 

•  Globalization  of  industry  is  now  a  fact  of  life.  America's  economic,  trade,  security, 
and  foreign  policies  should  not  disrupt  international  industrial  and  technology  al- 
liances among  firms,  global  sourcing  patterns,  international  manufacturing 
projects,  cross-border  joint  ventures,  or  technology  transfer  programs  without  a 
clear  and  compelling  national  interest.  To  do  is  to  threaten  the  very  life  blood  of 
American  high  technology  companies. 

•  Being  first  to  the  market  with  the  best  products  at  the  most  reasonable  prices 
drives  competitiveness.  This  has  resulted  in  dramatically  shortened  product  cycles 
around  the  world — Product  cycles  in  some  high  technology  industries  have  con- 
tracted from  7  years  to  18  months  during  the  last  two  decades  and  from  5  years 
to  less  than  6  months  in  others.  If  all  or  part  of  the  export  control  regime  impedes 
product  cycles,  demand  for  American  exports  will  diminish. 

•  This  continuing  acceleration  and  compaction  of  product  cycles  result  in  the  global 
availability  of  high  technology  items  to  individual  consumers  around  the  world — 
for  example,  the  power  of  room-sized  supercomputers  in  the  early  1980's  is  now 
available  in  computers  that  air  travelers  take  on  airplanes.  To  be  competitive, 
America's  exporters  need  a  far  more  responsive  export  control  process  that  is 
based  on  mission,  organization,  and  management  focus  in  order  to  promote  U.S. 
economic  and  national  security  interests. 

ECAT  members  accept  the  continuing  need  for  export  controls,  but  such  controls 
should  be  vital  to  national  security  and  should  be  based  on  the  reality  of  the  threat. 
It  is  important  that  they  be  well  articulated  and  understood,  as  well  as  being  struc- 
tured within  a  multinational  set  of  controls  as  during  the  Cold  War  era.  In  his  vi- 
sion of  global  economic  competitiveness  and  prosperity,  President  Clinton  should 
discuss  the  role  of  export  controls  in  the  context  of  challenges  to  United  States  and 
allied  security  interests,  such  as  helping  to  curb  the  proliferation  of  weapons  of 
mass  destruction. 

Statutory  Authority  for  U.S.  Controls  Must  Also  Shift 

We  strongly  recommend  replacing  the  old  distinction  under  the  previous  Export 
Administration  Act  between  national  security  and  foreign  policy  control  authority 
with  a  new  distinction  between  multilateral  and  unilateral  control  authority. 

As  discussed  below,  the  old  distinction  between  national  security  ("section  5  con- 
trols") and  foreign  policy  ("section  6  controls")  has  been  severely  abused  in  recent 
years,  resulting  in  enormous  inequities  for  American  exporters  vis-a-vis  their  foreign 
competitors. 

During  the  upcoming  discussion  about  export  control  reform,  ECAT  will  stress  the 
following  points: 
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•  U.S.  exporters  play  on  an  uneven  playing  field.  The  distinction  between  national 
security  and  foreign  policy  controls  has  been  blurred  by  a  small  group  of  officials 
who  have  miscast  what  should  have  been  controls  imposed  for  national  security 
reasons  as  foreign  policy  controls,  thereby  denying  U.S.  exporters  the  rights  and 
protections  afforded  under  national  security  authority.  This  has  been  particularly 
true  through  the  classification  of  export  controls  to  control  the  proliferation  of 
weapons  of  mass  destruction  and  their  delivery  system  as  foreign  policy  controls, 
and  not  national  security  controls. 

•  The  underlying  rationale  for  the  old  distinction  still  remains;  i.e.,  the  need  under 
U.S.  law  for  Congress  and  the  President  to  respond  to  specific  instances  where 
the  actions  of  foreign  governments  threaten  the  national  interests  of  the  United 
States.  We  recommend  distinguishing  between  multilateral  controls  and  those 
rare  instances  where  u nilateral  action  Dy  the  United  States  is  required. 

•  This  distinction  will  help  to  level  the  playing  field  for  U.S.  exporters  and  will  help 
to  enhance  our  reputation  as  reliable  suppliers  in  the  global  marketplace. 

Multilateral  Controls  Are  Essential 

With  the  advent  of  true  global  competition  and  the  widespread  availability  of  high 
technology  products  from  many  countries,  ECAT  will  continue  to  support  U.S.  Gov- 
ernment efforts  to  encourage  all  supplier  countries  to  join  in  a  collaborative  export 
control  system.  The  price  tag  for  this,  however,  is  obvious:  When  countries  cooperate 
meaningfully  in  multilateral  export  control  programs,  then  U.S.  exports  to  those 
countries  should  not  be  controlled.  Common  standards  of  licensing  and  enforcement 
mean  no  meaningful  distinction  between  allied  approaches  to  export  controls,  there- 
by eliminating  the  need  for  redundant  controls.  This  means  as  well  that  re-exports 
of  U.S.-origin  items  also  should  not  be  controlled  from  Washington.  Collaborative  ex- 
port controls  either  work  or  they  do  not.  When  they  do,  then  there  is  no  valid  basis 
for  U.S.  export  or  re-export  controls  to  our  principal  allies. 

ECAT  will  address  these  additional  points  in  the  upcoming  discussion: 

•  Unilateral  controls  should  be  used  rarely,  and  only  in  statutorily  prescribed  in- 
stances. We  will  make  recommendations  on  how  this  should  be  achieved  in  man- 
ners consistent  with  the  Constitutional  prerogatives  of  the  legislative  and  execu- 
tive branches  of  the  Federal  Government. 

•  Incentives  should  be  built  into  the  multilateral  control  system  to  encourage  non- 
cooperating  countries  to  join  the  system.  When  they  show  reluctance  to  do  so, 
then  exports  to  them  should  be  controlled. 

•  The  "proliferation  of  proliferation  control  regimes"  needs  to  be  halted.  All  current 
(and  future)  control  regimes  should  be  consolidated  into  a  single  multilateral  con- 
trol regime  to  ensure  consistency  and  harmonization  of  control  lists. 

•  Control  lists  (both  of  target  countries  and  commodities)  should  be  agreed  upon  by 
all  members  of  the  multilateral  control  regime  to  ensure  equity  of  treatment  for 
all  exporters.  International  list  reviews  need  improved  methods  to  take  into  ac- 
count foreign  availabilitv,  controllability,  substitutability,  and  technological  pace 
considerations.  ECAT  will  make  specific  recommendations  in  these  areas. 

Conclusion 

As  the  world  approaches  the,  twenty-first  century,  we  in  ECAT  believe  the  United 
States  has  an  opportunity  to  establish  its  leadership  for  the  next  several  decades. 
This  leadership  must  take  into  account  the  dramatic  shift  in  the  dynamics  of  inter- 
national competition  from  a  superpower  military/political  rivalry  to  a  truly  produc- 
tive and  beneficial  economic  competition.  American  Government  and  business  lead- 
ers share  equally  in  the  stakes  of  this  new  competition,  and  it  is  vital  that  both  sec- 
tors work  closely  together  to  formulate  the  directions  of  future  export  control  policy. 

ECAT's  members  welcome  the  opportunity  to  participate  fully  in  this  dialogue. 


COUNCIL  ON  COMPETITIVENESS— NEWS  RELEASE 

Stephanie  Schoumacher 

Millions  of  Dollars,  Jobs  Lost  to  U.S.  Because  of  Ineffective  Export 
Policies  Says  Competitiveness  Council 

The  Clinton  Administration  has  placed  a  priority  on  America's  global  competitive- 
ness, but  a  lingering  Cold  War  mentality  has  produced  foreign  policy  decisions  that 
are  costing  the  Nation's  economy  millions  of  dollars  and  thousands  of  jobs  a  year 
says  a  new  report,  Economic  Security:  The  Dollar$  and  Sense  of  U.S.  Foreign  Policy, 
from  the  Council  on  Competitiveness.  The  Council  is  a  private,  non-profit  coalition 
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of  chief  executives  from  industry,  presidents  of  labor  unions  and  presidents  of  uni- 
versities. 

In  Economic  Security,  the  Council  analyzes  eight  case  studies  involving  recent  for- 
eign policy  decisions  and  tallies  their  cost  to  the  U.S.  in  terms  of  lost  exports  and 
jobs.  More  than  $6  billion  in  U.S.  exports  and  120,000  domestic  jobs  were  affected 
by  these  eight  decisions.  If  past  practices  continue,  some  analysts  predict  that  the 
U.S.  could  lose  $30  billion  and  600,000  jobs  a  year  by  the  mid-1990's. 

The  Council's  report  concludes  that  Federal  policymakers  rely  too  heavily  on  uni- 
lateral export  sanctions,  including  export  controls,  to  achieve  U.S.  foreign  policy  ob- 
jectives. While  these  measures  may  have  worked  during  the  Cold  War,  today  their 
effectiveness  is  very  limited,  yet  they  exact  a  heavy  toll  on  U.S.  firms  and  workers. 

"America  must  weigh  carefully  its  traditional  foreign  policy  interests  against  its 
economic  interests  and  determine  whether  export  sanctions  are  the  most  effective 
tools  to  achieve  these  goals,"  said  Paul  Allaire,  chairman  of  the  Council  and  presi- 
dent and  CEO  of  Xerox  Corporation.  "The  Clinton  Administration  has  put  a  new 
emphasis  on  economic  security  as  a  national  priority  and  now  must  fully  institu- 
tionalize that  view  at  all  levels  of  government  operations,"  Mr.  Allaire  continued. 

The  Council  recommends  that  greater  emphasis  be  placed  on  using  other  foreign 
policy  tools  that  have  less  impact  on  our  economy,  such  as  diplomatic  isolation,  to 
achieve  its  foreign  policy  objectives. 

'It  is  time  for  Congress  and  the  Administration  to  use  other  more  effective  tools 
than  unilateral  export  sanctions  to  achieve  our  foreign  policies  and  avoid  sacrificing 
the  jobs  of  American  workers,"  said  Jack  Sheinkman,  Council  vice  chairman  and 
president  of  the  Amalgamated  Clothing  and  Textile  Workers  Union. 

Although  the  Council  recommends  new  action  by  both  the  Administration  and 
Congress,  the  group  applauds  the  progress  made  during  the  first  year  of  the  Clinton 
Administration,  noting  the  Administration's  new  export  policy  framework  which 
places  a  priority  on  U.S.  economic  concerns,  and  the  export  promotion  initiative  that 
was  unveiled  in  September. 

Below  are  the  findings  and  recommendations  unveiled  in  the  Council's  report. 

Findings 

1.  The  economic  impact  of  U.S.  foreign  policy  still  is  not  taken  adequately  into 
account. 

2.  American  workers  and  companies  pay  a  heavy  price  for  unilateral  export  sanc- 
tions. As  other  nations  are  increasingly  able  to  supply  advanced  technology  and 
equipment  to  countries  denied  access  to  U.S.  sources,  they  gain  jobs  and  profits  at 
U.S.  expense. 

3.  Unilateral  export  sanctions  generally  have  been  ineffective  in  changing  the  be- 
havior of  other  nations. 

4.  Besides  unilateral  export  sanctions,  other  impediments  to  exports,  such  as  the 
lack  of  multilateral  agreements  prohibiting  foreign  bribery  and  corruption,  have  an 
impact  on  the  domestic  economy. 

Recommendations 

1.  Implement  fully  the  new  priority  on  U.S.  economic  interests  in  the  day-to-day 
U.S.  foreign  policy  decisionmaking  process. 

2.  Avoid  unilateral  export  sanctions  as  a  foreign  policy  tool  of  first  choice.  When 
the  tool  is  used,  encourage  similar  actions  by  other  governments. 

3.  Remove  from  export  control  lists  general  industrial  technologies  and  equipment 
that  are  widely  available  from  non-U .S.  sources. 

4.  Establish  multilateral  agreements  against  bribery  and  corruption. 

5.  Provide  industry  with  timely  information  on  the  end-users  who  are  targets  of 
nonproliferation  export  controls  so  that  industry  will  not  waste  resources  seeking  to 
open  markets  that  are  off  limits  to  U.S.  exports. 
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Nonapocalyptic  Proliferation:  A 

New  Strategic  Threat? 


Henry  D.  Soko/ski 


WITH  DESERT  STORM  and  the  ef- 
forts of  the  United  Nations  (UN)  to 
dismantle  chemical,  missile,  and  nu- 
clear facilities  in  Iraq,  it  is  difficult  to 
imagine  any  technology  being  of  con- 
cern with  regard  to  proliferation  unless 
it  involved  weapons  of  mass  destruc- 
tion. Vet,  reflection  on  both  why 
weapons  of  mass  destruction  cause 
such  concern  and  what  other  high-lev- 
erage military  capabilities  might  inflict 
defeat  on  U.S.  forces  suggests  several 
conventional  military  technologies  for 
inclusion  in  the  list  of  proliferation 
concerns.  These  conventional  tech- 
nologies and  weapons  might  be 
termed  nonapocalyptic  because  they 
are  not  weapons  of  mass  destruction. 
They  include  submarines  operating  in 
confined  waters,  unmanned  air  vehi- 
cles (UAVs),  and  relatively  advanced 
civilian  command,  control,  communi- 
cation, and  intelligence  (C'l)  capabil- 
ities. Like  weapons  of  mass  destruc- 
tion, these  technologies  pose  threats 
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against  which  the  United  States  cur- 
rently has  little  or  no  defense. 

This  new  type  of  proliferation  de- 
serves attention  for  several  reasons. 
First,  if  the  United  States  continues 
to  pay  it  inadequate  attention,  it  could 
easily  produce  defeats  like  that  suf- 
fered by  U.S.  forces  in  Lebanon  in 
1983.  Indeed,  nonapocalyptic  military 
capabilities  can  accomplish  some  of 
the  same  missions  as  apocalyptic  mu- 
nitions. The  key  difference  is  that 
these  nonapocalyptic  military  capabil- 
ities do  not  rely  on  indiscriminate  de- 
struction to  accomplish  these  mis- 
sions. Because  of  this,  their 
employment  is  far  less  likely  to  run 
the  risk  of  strategic  retaliation  and, 
thus,  is  more  likely  in  the  first  place. 

Second,  unlike  nuclear  and  biolog- 
ical weapons,  nonapocalyptic  military 
threats  are  much  more  susceptible  to 
military  countermeasures.  Just  how 
much  of  a  problem  nonapocalyptic 
proliferation  is  or  will  be,  then,  de- 
pends on  what  the  most  advanced  mil- 
itary powers  choose  to  do.  If  they  rec- 
ognize these  threats  now  and  develop 
adequate  countermeasures  before  they 
are  fully  realized,  nonapocalyptic  pro- 
liferation may  be  manageable.  If,  how- 
ever, they  only  try  to  delay  the  arrival 
of  the  threat  with  export  or  arms  con- 
trol, as  they  have  with  apocalyptic  mu- 
nitions, the  threat  will  become  quite 
real. 

Third,  with  the  exception  of  sub- 
marines,   nonapocalyptic   proliferation 
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is  more  like  ^biological  and  chemical 
weapons  proliferation  chan  the  spread 
of  nuclear  weapons:  It  does  not  re- 
spond readily  to  export  or  arms  control 
alone.  The  technologies  involved  are 
themselves  easily  available  and  are  be- 
coming increasingly  popular  for  a 
growing  number  of  legitimate  civilian 
applications. 

Finally,  nonapocalyptic  proliferation 
and  how  the  United  States  chooses  to 
address  it  will  affect  whether  or  not 
and  how  smaller  nations  might  acquire 
and  use  weapons  of  mass  destruction. 
Attempting  to  understand  and  manage 
the  relationship  between  these  two 
types  of  proliferation,  then,  will  be- 
come more  important  as  the  United 
States  increases  its  efforts  to  curb 
weapons  of  mass  destruction  and  planS 
its  military  requirements  for  the  fu- 
ture. 

Fach  of  these  points  is  discussed 
below,  starting  with  a  basic  examina- 
tion of  what  is  of  proliferation  concern 
and  why. 

Proliferation:  A  Strategic  Threat 

In  the  late  1940s,  when  the  usage  of 
"proliferation"  in  connection  with  se- 
curity was  first  coined,  the  West's  first 
worry  was  Soviet  acquisition  of  nuclear 
weapons.  This  concern,  much  like 
worries  about  smaller  powers  getting 
such  weapons  today,  turned  on  three 
points: 

•  These  weapons  could  inflict  stra- 
tegic, high-leverage  harm.  For  far 
less  expense  than  large  modern 
fleets  or  armies,  a  potential  adver- 
sary could  threaten  the  United 
States  with  strategic— war-winning 
or  victory-denying— harm  simply  by 
acquiring  "the  bomb." 

•  The  United  States  had  no  effective 
defenses  against  these  weapons,  al- 
though   it    knew    how    to    defend 


against  conventionally  armed  air 
strikes.  Experience  during  World 
War  II  taught  both  sides  that  effec- 
tive air  defenses  could  generally  dis- 
rupt a  bomber  strike  and  prevent  it 
from  accomplishing  its  overall  mis- 
sion. Against  a  nuclear  bomber, 
however,  such  defenses  seemed 
woefully  inadequate,  and  the  ad- 
vent of  nuclear  ballistic  missiles 
only  compounded  this  vulnerability. 
•  The  mere  acquisition  of  these 
weapons  by  other  nations  could  con- 
ceivably alter  perceptions  of  who 
was  the  leading  power.  In  1946  the 
worry  was  that  U.S.  influence  might 
wane  or  be  challenged  if  the  Sovi- 
ets' nuclear  weapons  deterred  those 
of  the  West. 

Although  a  good  deal  has  changed 
since  1946,  what  drives  U.S.  prolifer- 
ation worries  today  is  basically  the 
same.  U.S.  planners  still  worry  about 
the  spread  of  weapons  that  can  inflict 
high-leverage  strategic  harm.  They  are 
particularly  worried  if  the  United 
States  lacks  adequate  defenses  against 
such  weapons.  And  they  still  worry 
that  such  proliferation  will  reduce 
U.S.  ability  to  influence  or  control 
events  in  key  regions  of  the  world. 
This  much  is  the  same. 

What  has  changed,  and  changed 
dramatically,  however,  is  what  major 
powers  like  the  United  States  consider 
to  be  strategic.  The  word  strategy  is 
derived  from  the  Greek  word  strate- 
gos—  talk  of  the  generals,  talk  about 
wars,  about  how  they  are  won  and  lost. 
During  most  of  the  twentieth  century 
and  the  Cold  War  the  wars  that  U.S. 
generals  worried  about  most  were  total 
or  global  in  character.  Even  the 
smaller  conflicts  fought  during  the 
postwar  period  were  cast  in  the  con- 
text of  the  larger  East-West  struggle 
that  threatened  total  conflict.  In  this 
context,  strategic  weapons  took  on  a 
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ver%'  specialized  meaning:  Only  the 
longest-range  and  most  destructive  of 
weapons  were  considered  strategic  be- 
cause only  these,  in  and  of  them- 
selves, could  threaten  war-winning  or 
victory-denying  results  in  the  most 
feared  of  conflicts,  World  War  III. 

With  the  Cold  War  over  and  the 
Warsaw  Pact  defunct,  however,  the 
prospect  of  intentional  U.S. -Russian 
intercontinental  nuclear  exchanges  or 
global  conventional  conflicts  seems  re- 
mote. Now  the  most  worrisome  wars 
*  are  regional,  not  global,  more  like  De- 
i(  sjcrt  Storm  than  the  fictitious  portrayals 
of  World  War  III  in  Red  Storm  Rising 
or  The  Day  After. 

Yet,  more  than  merely  war's  dimen- 
sions has  changed.  In  addition,  the 
very  aims  of  war  and  what  their 
achievement  requires  have  shifted.  In- 
stead of  a  rough  symmetry  of  aims  and 
means  between  two  superpowers,  in 
wari  between  smaller  and  larger  pow- 
ersjmilitary  aims  and  requirements  are 
much  more  asymmetrical.  Indeed, 
these  aims  and  requirements  are  far 
more  modest  for  smaller  nations  than 
for  larger  outside  powers  that  might 
intervene  against  these  nations. 

Consider  Iraq.  After  defeating  his 
significantly  weaker  Kuwaiti  neighbor, 
Saddam  Hussein's  requirements  for 
maintaining  his  victory  could  be  met 
by  (1)  keeping  outside  coalition  forces 


from    forming   against 


him; 


pre- 


venting them  from  staying  in  alliance 
against  him;  or,  failing  either  of  these 
two  goals,  (3)  preventing  these  outside 
forces  from  executing  a  totally  effeo 
tive  offensive  against  him.  Saddam 
Hussein  nearly  succeeded  in  achieving 
the  first  aim,  losing  in  the  U.S.  Senate 
on  the  question  of  the  U.S.  commit- 
ment to  use  force  by  only  a  handful  of 
votes.  He  then  tried  to  break  up  the 
coalition  and  caused  a  crisis  by  attack- 
ing Israel.  But  here  he  ultimately 
failed  to  undo  the  coalition,  and  in  the 


first  round  of  military  action  against 
the  coalition's  massive  military'  offen- 
sive he  lost  miserably.  Saddam  Hus- 
sein, however,  has  not  yet  been  totally 
defeated  and  continues  to  have  de- 
signs against  Kuwait  and  the  United 
States.  Roughly  speaking  then, 
whereas  Iraqi  victory  could  be 
achieved  in  the  councils  of  nations  or 
the  U.S.  Congress,  the  coalition's  suc- 
cess required  inflicting  decisive  mili- 
tary defeat  on  the  most  powerful  land 
power  in  the  Persian  Gulf  and  main- 
taining military  vigilance  even  after 
this  victory. 

So  far,  smaller  nations  like  Iraq  have 
been  able  on  occasion  to  subdue 
weaker  neighbors.  Until  now,  how- 
ever, they  have  been  unable  to  do  this 
without  risking  military  intervention 
by  outside  powers.  This,  among  other 
reasons,  is  why  several  smaller  nations 
have  been  so  attracted  to  and  deter- 
mined to  acquire  weapons  of  mass  de- 
struction. Besides  deterring  the  use  of 
such  weapons  by  neighbors,  acquisi- 
tion of  these  weapons  may  be  the  eas- 
iest way  to  scare  off  unwanted  outside 
intervention. 

It  is  unclear,  of  course,  if  mere  pos- 
session of  weapons  of  mass  destruction 
by  the  smaller  nations  is  sufficient  to 
preclude  unwanted  outside  interven- 
tion. This  will  depend  on  many  vari- 
ables. What  is  clear,  however,  is  that 
in  the  coming  decade  there  are  likely 
to  be  other  weapons  capabilities  be- 
sides weapons  of  mass  destruction  that 
wH  serve  this  strategic  purpose. 

The  most  prominent  of  these,  iron- 
ically, were  used  by  coalition  forces 
against  Iraq— accurate  long-range, 
stand-off  munitions,  UAVs  both  lethal 
and  nonlethal  (some  of  which  were 
launched  from  U.S.  submarines),  and 
robust  civilian  C3I  systems  (including 
those  afforded  by  civilian  satellite  ser- 
vices). Given  Saddam  Hussein's  mili- 
tary weaknesses  and  inability  to  field 
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any  similar  systems  or  to  put  up  ade- 
quate defenses  against  them,  these 
high-leverage  military  capabilities 
proved  to  be  devastatingly  effective 
against  his  forces. 

This  is  what  is  likely  to  change.  Not 
only  are  the  defenses  of  smaller  na- 
tions against  these  high-leverage  sys- 
tems likely  to  improve,  but,  far  more 
important,  these  nations  have  begun 
to  acquire  and  develop  these  capabil- 
ities in  cruder  forms  for  their  own  mil- 
itary purposes.  Given  the  asymmetry 
of  aims  for  aggressors  in  regional  wars, 
even  their  crude  imitations  could  have 
strategic  consequences. 

iNonapocalyptic  Trends  to  Watch: 
Submarines,  Accurate  Missiles, 
and  Satellite  Services 

When  one  speaks  of  weapons  capabil- 
ities that  can  inflict  high-leverage  stra- 
tegic harm,  it  is  necessarily  a  very  lim- 
ited grouping.  Weapons  technologies 
that  are  onlv  advanced  (i.e.,  that  in- 
corporate high  technology)  frequently 
fail  to  make  the  grade:  They  are  not 
necessarily  high  leverage  and  often  fail 
to  produce  strategic  consequences. 

A  good  example  here  might  be  an 
advanced  tighter  plane.  No  one  would 
dispute  that  it  was  high  technology, 
but,  lacking  advanced  stealth  technol- 
ogy, the  plane  could  be  countered  by 
existing  air  defenses.  Moreover,  in 
anything  less  than  massive  numbers 
that  would  take  years  and  many  bil- 
lions of  dollars  to  acquire  (and  as  a 
practical  matter  would  be  nearly  iro 
possible  to  hide  from  other  nations' 
notice),  these  planes  would  be  un- 
likely to  produce  strategic  results  even 
in  a  regional  conflict. 

In  contrast,  the  handful  of  nonapo- 
dalyptic  technologies  noted  above 
could,  if  properly  applied,  make  a  sig- 
nificant difference  for  smaller  nations 
not  only  against  weaker  neighbors,  but 


against  outside  expeditionary'  forces  as 
well.  Perhaps  the  clearest  and  easiest 
example  here  is  the  submarine  oper- 
ating in  confined  waters,  which  might 
not  be  high  technology,  but  can  none- 
theless produce  high-leverage  stra- 
tegic results  that  major  powers  still 
have  difficulty  preventing. 

The  reasons  for  the  potential  effec- 
tiveness of  submarines  for  smaller  na- 
tions are  fairly  immediate.  First,  major 
naval  powers,  including  the  United 
States,  have  only  a  very  limited  capa- 
bility to  detect  or  identify  submarines 
(even  old,  noisy  ones)  in  shallow  or 
closed  seas.  The  difficulty  in  detecting 
submarines  in  such  waters  is  that  there 
is  already  a  great  deal  of  background 
sound  from  other  sources  (e.g.,  surface 
ships  and  fish)  propagating  at  fairly 
high  levels.  Also,  because  sounds  re- 
verberate much  more  intensely  in 
shallow  or  closed  waters,  it  is  difficult 
to  pinpoint  precisely  where  any  partic- 
ular sound  is  coming  from. 

Compounding  this  problem  is  the 
trend  toward  significant  levels  of 
quieting  in  modern  diesel-electric  sub- 
marines. This  quieting  trend  in  the 
context  of  shallow  and  closed  sea  op- 
erations is  quite  likely  to  outstrip  cur- 
rent antisubmarine  warfare  techniques 
for  some  time.  And  many  of  these 
quiet  modern  submarines  are  being 
sold  to  smaller  nations  (see  figure  1). 
These  sales  are  increasing  and  are 
likely  to  continue  to  do  so  (over  the 
last  decade  submarine  export  deliver- 
ies rose  by  29  percent  and  were  the 
only  category  of  major  arms  exports 
deliveries  to  grow). 

Related  to  the  detection  problem, 
of  course,  is  the  identification  prob- 
lem. The  sound  signatures  associated 
with  Soviet  nuclear  submarines  in 
open  seas  are  of  little  value  in  trying 
to  identify  a  particular  diesel-electric 
boat  in  confined  waters.  Many  of  the 
smaller  nations'  current  fleet  of  sub- 
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,  Figure  1 

Proliferation  of  Modern  Submarines  into  Third  World  .Arsenals 
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marines,  moreover,  are  of  similar  or 
identical  types,  having  been  made  in 
only  a  handful  of  West  European  or 
Russian  shipyards. 

Second,  the  lethality  of  submarines 
against  even  the  largest  of  capital  sur- 
face ships  is  increasing.  In  1971  an 
older  Pakistani  submarine  of  French 
origin  managed  to  sink  an  Indian  frig- 
ate with  only  three  torpedo  hits.  A 
decade  later  in  the  Falklands  cam- 
paign, the  British,  using  50-year-oid 
Mark  8  torpedoes,  managed  to  sink  an 
Argentine  cruiser  with  only  two  tor- 
pedo hits.  These  were  noc  particularly 
heavy  torpedoes.  Heavier,  more  lethal 
ones  are  now  available. 

Submarines,  of  course,  can  also  lay 
mines,  and  these  nearly  succeeded  in 
sinking  two  U.S.  Persian  Gulf  naval 
vessels.  In  addition  to  mines  and  tor- 


pedoes, submarines  can  be  fitted  with 
torpedo  tube-launched,  sea-skim- 
ming, antiship  missiles  (e.g.,  the 
French  Exocet  SM-39,  the  U.S.  Har- 
poon, and  others)  that  have  been  mar- 
keted for  export  for  some  time. 

Together,  these  considerations  may 
make  larger  powers  think  twice  about 
intervening  in  confined  waters  against 
a  smaller  power  that  has  operating  sub- 
marines. In  fact,  no  major  Western  re- 
gional intervention  has  yet  been  at- 
tempted without  employing  capital 
surface  ships  early  on.  Indeed,  it  has 
always  been  assumed  that  these  pas- 
sive employments  could  be  made  with 
little  controversy  prior  to  overt  hostil- 
ities and  might  themselves  deter 
aggression.  This  may  change.  Al- 
though it  is  true  that  there  are  many 
things     that    are     likely    to    prevent 
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smaller  nations  from  employing  their 
submarines  effectively  (e.g.,  lack  of 
adequate  training  and  maintenance, 
inability  to  find  surface  ship  targets  in 
a  timely  fashion,  etc.),  it  is  frequently 
j/  at  least  as  difficult  for  advanced  na- 
tions to  conduct  effective  antisubmar- 
ine operations  against  such  boats  when 
operating  in  confined  waters. 

This  in  and  of  itself  could  produce 
chilling  effects  on  the  willingness  of 
larger  nations  to  enter  confined  seas. 
Instead  of  simply  assuming  that  U.S. 
ships  could  be  sent  risk-free  into  the 
Persian  Culf,  say  to  protect  Saudi  or 
Kuwaiti  shipping  against  a  hostile 
Iran,  participating  navies  would  first 
want  to  be  sure  that  they  knew  where 
all  of  Iran's  Kilo-class  submarines 
were.  More  important,  the  admirals 
might  deem  it  necessary  to  take  overt 
action  to  neutralize  these  submarines 
before  or  simultaneously  with  the  em- 
ployment of  surface  combatants  fores- 
eort  duty. 

Under  these  circumstances,  the 
need  to  take  overt  action  before  being 
hit  could  prove  fatal  to  public  support 
for  a  democratic  power  that  wants  to 
conduct  any  naval  operation.  The 
smaller  nations  could  exploit  the  dis- 
inclination of  most  large,  liberal  com- 
mercial powers  to  commit  overt  acts  of 
war  against  any  nation  until  they  have 
themselves  been  hit. 

The  political  leverage  gained  by 
smaller  nations  using  submarines  may, 
in  fact,  be  even  more  substantial.  As- 
suming these  nations  choose  to  use 
their  submarines  against  foreign  sur1 
face  ships  and  actually  hit  one  with  a 
mine,  torpedo,  or  missile,  it  is  unclear 
what,  if  any,  response  a  larger  power 
could  make.  It  would  be  difficult  to 
find  the  submarine  or  to  know  that  it 
delivered  the  mine,  missile,  or  tor- 
pedo rather  than  some  other  ship, 
plane,    or   shore-battery    unit.    More- 


over, even  if  a  larger  power  could  es- 
tablish that  the  culprit  was  a  subma- 
rine, it  would  be  difficult,  if  not 
impossible,  to  identify  the  nationality 
of  the  submarine.  In  the  Mediterra- 
nean, for  example,  Algeria,  Egypt,  Is- 
rael, Libya,  and  Syria  all  have  opera- 
tional submarines  and  are  interested 
in  buying  more.  Some  of  the  subma- 
rine types  they  operate  now,  more- 
over, are  quite  similar  to  one  another 
and  to  those  operated  by  nations  of 
the  North  Atlantic  Treaty  Organiza- 
tion (NATO)  and  Russia.  And  what  is 
already  true  of  the  Mediterranean  is 
likely  to  become  true  elsewhere  (e.g., 
the  Persian  Gulf,  where  Iraq,  Iran, 
and  Saudi  Arabia  have  all  evinced  an 
interest  in  ordering  submarines  of 
their  own). 

Considering  these  factors,  the  fear 
must  be  that  eventually  smaller  na- 
tions' submarines  might  produce  cat- 
astrophic events  at  sea  that  will  be  po- 
litically and  militarily  as  embarrassing 
as  the  terror  bombing  of  the  U.S.  Ma- 
rine barracks  in  Beirut  that  prompted 
U.S.  withdrawal  of  its  forces  from 
Lebanon.1 

What  smaller  nations  may  be  able 
to  do  at  sea,  newer,  more  accurate  mis- 
siles aided  by  improved  civilian  C3I 
capabilities  are  even  more  likely  to  do 
on  land.  This  may  at  first  seem  im- 
probable, given  recent  experience 
with  SCUDs  in  Afghanistan,  Iraq,  and 
Iran,  where  such  missiles  missed  their 
targets,  frequently  by  one  or  two  kil- 
ometers, and  had  lethal  areas  that 
were  so  small  that  their  primary  pur- 
pose was  simply  to  scare  city  dwellers. 

Several  trends,  however,  are  under 
way  that  are  certain  to  change  this. 
The  first  of  these  is  the  increasing 
availability  of  much  more  precise  nav- 
igational and  guidance  aids.  Shortly 
after  the  shooting  incident  involving 
Korean  Airlines  flight  007,  the  United 
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States  decided  to  make  highly  precise 
navigational  and  guidance  signals  from 
its  Global  Positioning  System  (GPS) 
available  to  civilian  users.  The  hope 
was  that  this  would  prevent  future 
civil  air  tragedies  associated  with  bad 
navigation.  Shortly  thereafter,  the 
Russians  announced  their  willingness 
to  make  their  own  similar  GLONASS 
satellite  systems  available  to  civilian 
users  as  well. 

These  satellite  systems  were  origi- 
nally designed  by  the  military  to  guide 
troops,  ships,  planes,  and  missiles.  To 
help  prevent  misuse,  the  U.S.  govern- 
ment decided  to  degrade  the  accuracy 
of  the  navigational  signals  for  civilian 
users.  Still,  GPS  will  give  civilians  lo- 
cational  fixes  that  are  accurate  within 
100  meters  or  less.  The  GLONASS 
system  does  not  appear  to  be  designed 
for  such  degradation.  In  unclassified 
tests  conducted  by  Honeywell  and 
Northwest  Airlines,  the  GLONASS 
signals,  in  fact,  were  found  to  be  ac- 
curate 95  percent  of  time  to  within  20 
meters  horizontally  and  36  meters  ver- 
tically. Greater  accuracies  are  ex- 
pected of  the  system  once  it  is  com- 
plete. 

Instead  of  guidance  errors  of  1,000 
or  2,000  meters,  then,  navigational 
and  guidance  errors  can  be  measured 
in  scores  of  meters.  And  there  are 
means  already  available  to  reduce 
these  errors  to  5  meters  or  less.  The 
simplest  of  these  means  is  differential 
GPS  iDGPS).  This  technique  requires 
that  a  spot  be  surveyed  to  fix  its  loca- 
tion in  altitude,  longitude,  and  lati* 
tude.  With  sure  knowledge  of  where 
this  one  spot  is,  a  GPS  or  GLONASS 
reading  is  then  taken.  Once  the  dif- 
ference between  the  survey  informa- 
tion and  the  GPS/GLONASS  readings 
is  determined,  a  simple  algorithm  is 
used  to  eliminate  most,  if  not  all,  er- 
rors from  future  GPS/GLONASS  read- 


ings. From  a  single  presurveyed  site 
one  can  transmit  differential  correc- 
tions to  other  moving  platforms  up  to 
1,500  kilometers  away. 

There  are,  to  be  sure,  limitations  to 
all  of  this.  Right  now,  one  could  prob- 
ably jam  differential  GPS  rebroadcasts 
locally  without  much  difficulty.  This 
may  change,  however,  because  there 
are  already  commercial  firms  that  are 
willing  to  receive  GPS  signals,  correct 
them,  and  rebroadcast  the  correction 
via  satellite  over  large  areas.  This  ser- 
vice is  expensive  but  much  harder  to 
jam.  So  far,  it  is  not  widely  available. 
.Also,  some  of  the  most  advanced  GPS 
receivers  (those  that  can  operate  above 
600  feet  and  relay  signals  quickly  to  a 
ballistic  missile  flying  several  times 
the  speed  of  sound),  are  expensive 
and  are  now  controlled  for  export  un- 
der U.S.  export  controls  and  those  of 
the  Missile  Technology  Control  Re- 
gime. These  controls,  however,  came 
into  effect  only  after  many  ballistic- 
missile-capable  GPS  receivers  had  al- 
ready been  sold  and  such  controls  can- 
not be  relied  upon  to  prevent  GPS 
receivers  from  being  upgraded. 

Allowing  for  these  qualifications, 
then,  the  availability  of  GPS/GLON^ 
ASS  civilian  signals  is  still  producing  a 
major  revolution  in  missile  guidance. 
Over  the  next  decade,  the  aiming  in- 
accuracies of  proliferants  are  projected 
to  tumble  from  their  current  level  of 
1,000  meters-e.g.,  SCUDs— to  as  lit- 
tle as  10  meters  or  less  for  unmanned 
air  vehicles  whose  inertial  guidance 
sets  are  updated  with  GPS  or  GLON- 
ASS differential  signals.  Keeping  in 
mind  that  the  probability  of  knocking 
out  a  specific  point  target  is  related 
exponentially  to  aiming  inaccuracies, 
a  100-fold  decrease  in  inaccuracies  of 
this  sort  is  equivalent  to  a  10,000-fold 
increase  in  the  probability  of  destroy- 
ing the  target.  Rather  than  having  to 
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use  a  biological,  chemical,  or  nuclear 
weapon  to  threaten  a  point  target, 
then,  smaller  nations  could  use  UAVs 
and  conventional  munitions  (see  figure 
2).: 

Such  lethality,  of  course,  assumes 
that  you  can  not  only  aim  your  weapon 
accurately,  but  that  you  know  in  ad- 
vance at  what  to  aim  your  missile.  Un- 
til now,  the  best  smaller  nations  could 
do  for  targets  over  the  horizon  was  co 
use  inaccurate  maps  and  guess  where 
to  aim.  For  large  targets  like  cities, 
this  has  generally  proved  to  be  good 
enough.  But  for  military  point  targets, 
knowing  precisely  where  you  are  firing 
from  is  not  enough;  you  also  need  to 
know  where  your  target  is.  To  do  this 
you  must  know  that  your  target  is  pres- 
ent and  map  precisely  where  it  is  in 
longitude,  latitude,  and  altitude.  This 
is  one  of  the  reasons  why  the  major 
powers  have  spenc  so  much  money  on 
developing  precision  maps  based  on 


overhead  photography.  Such  imagery 
mapping  used  to  be  a  supersecret  op- 
eration and  only  the  United  States  and 
the  Soviet  Union  were  capable  of  it. 

Again,  this  is  changing.  With  the 
increasing  availability  of  civilian  sat- 
ellite imagery  services  such  as  Landsat 
and  SPOT  (which  afford  multispectral 
images  of  10  to  30  meters  resolution) 
and  Russian  marketing  of  archival  im- 
agery of  2  to  5  meters  resolution,  what 
were  once  supersecret  capabilities  lim- 
ited to  the  superpowers  are  becoming 
publicly  accessible  at  affordable  sub- 
scription rates.  To  be  sure,  what  is 
publicly  available  is  not  as  good  as 
what  the  best  military  spy  satellites 
now  produce,  but  for  a  smaller  nation 
concerned  about  targeting  relatively 
large,  fixed  targets,  this  may  not  mat- 
ter. 

In  fact,  in  Desert  Storm,  coalition 
forces  including  the  United  States 
used  Landsat  and  SPOT  data  exten- 
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sively.  Key  applications  included  up- 
dating existing  maps  (the  U.S.  De- 
fense Agency  purchased  $5.7  million 
worth  of  imagery  from  SPOT  for  this 
purpose),  plotting  major  armored  ve- 
hicle movements,  doing  bomb-dam- 
age assessment,  and  even  air-strike 
mission  simulation  and  planning. 

The  trend,  moreover,  is  toward 
more  types  of  civilian  imagery  services 
of  this  kind,  made  available  in  an  ever 
more  timely  fashion.  What  now  takes 
weeks  to  secure  in  the  way  of  imagery 
will  take  only  days,  if  not  hours,  by 
the  end  of  the  century,  and  the  im- 
agery will  be  of  higher  resolution  and 
of  a  much  broader  spectrum  (see  figure 

These  trends  have  not  gone  unno- 
ticed. On  the  one  hand,  several 
smaller  nations,  including  Pakistan 
and  Iran,  are  reported  to  be  actively 
attempting  to  integrate  GPS  into  mis- 
siles, particularly  UAVs.  Just  as  im- 
portant, smaller  nations,  including  an 
international  Arab  organization,  India, 
Pakistan,  Indonesia,  and  Thailand, 
have  shown  some  interest  in  devel- 
oping techniques  to  digitize  imagery, 
such  as  that  available  from  SPOT,  and 
to  insert  GPS  locational  information  to 
develop  highly  accurate  three-dimen- 
sional maps  using  computer  programs 
such  as  AutoCad.  These  maps  have  a 
multitude  of  legitimate  commercial 
uses.  They  also  are  extremely  useful 
for  targeting.4 

When  we  match  these  trends  with 
the  increased  availability  and  devel- 
opment of  UAVs,  a  potential  cruise 
missile  threat  emerges.  Whereas  a  de- 
_dade  ago  very  few  smaller  nations 
claimed  they  were  developing  such 
vehicles,  today  nearly >  dozen  claim 
they  are  working  on  over  100  such 
projects.  Even  assuming  that  many  of 
these  claims  are  unsound,  the  trend 
toward  serious  indigenous  UAV  proj- 
ects is  up  significantly.5 


Certainly,  one  of  the  key  difficulties 
associated  with  UAVs  has  been  the  dif- 
ficulty of  guiding  them.  Because  they 
can  fly  for  hours,  and  because  the  in- 
ertial  guidance  sets  would  drift  signif- 
icantly over  such  a  period,  there  was 
no  way  for  smaller  nations  to  guide 
them  except  by  radio  signal.  This  was 
not  only  awkward,  but  vulnerable  to 
jamming  in  war.  GPS,  GLONASS, 
differential  GPS  corrections,  and  the 
ability  to  integrate  existing  inertial 
guidance  sets  so  GPS  or  GLONASS 
signals  can  update  them  eliminate 
many  of  these  problems. 

The  result  is  a  new  kind  of  missile 
proliferation  problem  in  the  decade 
ahead— slow,  low-flying  UAVs  that  can 
be  precisely  targeted  against  fixed  mil- 
itary assets.  This,  in  conjunction  with 
ballistic  missiles,  presents  a  genuine 
headache.  First,  it  compounds  the  dif- 
ficulties of  the  already  stressed  U.S. 
air  defense  systems.  The  current  Pa- 
triot missile  defense  system  worked  at 
the  margins  against  old  SCUD  ballistic 
missiles.  The  United  States  is  now 
working  on  new  defenses  to  cope  with 
faster,  staged  ballistic  missiles  that  will 
present  a  much  smaller  radar  cross  sec- 
tion than  do  Iraq's  SCUDs.  This  will 
be  difficult  enough.  To  develop  de- 
fenses to  cope  not  just  with  such  mis- 
siles and  fast-flying  airplanes,  but  also 
with  slow,  low-flying  UAVs  will  stress 
U.S.  defense  efforts  even  further. 

More-  important,  there  are  likely  to 
be  critical  targets  worth  defending. 
Such  a  target  was  nearly  hit  by  acci- 
dent in  an  Iraqi  SCUD  strike  against 
Jubail,  a  key  Saudi  port,  during  Desert 
Storm.  On  February  11,  1991,  a 
SCUD  missile  struck  just  300  or  so 
meters  from  a  pier  at  which  eight  ships 
were  berthed.  Two  of  these  ships  con- 
tained virtually  all  the  provisions  for 
the  U.S.  Marine  Air  Forces.  Another, 
the  USS  Tarawa,  contained  all  the 
supplies   and    troops   for  the   Marine 
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i  Figure  3 

Civil  Space  Systems  are  Moving  toward  Higher  Resolution 
and  More  Timelv  Data  Delivery 
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Corps's  quick  deployment  brigade. 
Others  contained  ammunition.  Fortu- 
nately, none  of  ships  and  none  of  the 
5,000  tons  of  155-mm  shells  stacked 
on  the  pier  that  day  were  hit.6 

With  piers  pretargeted  in  peacetime 
and  agents  spotting  such  targets  on  the 
ground  (or  timely  civilian  satellite  im- 
agery or  UAVs  doing  the  same),  such 
cargers  could  be  aimed  at  and  hit  pre- 
cisely with  UAVs  in  the  future.  Other 
targets  might  include  major  gas  and  oil 
supplies,  ammunition  dumps,  air- 
ports, command  centers,  desalination 


plants,  or  large  truck  parks.  Hitting 
any  of  these  targets  even  with  a  con- 
ventional munition  could  prove  fatal 
to  the  timing  and  the  ultimate  success 
of  a  major  land  operation. 

Again,  detecting  and  identifying 
these  attacks  will  be  difficult.  It  is  al- 
ready very  difficult  to  find  mobile  bal- 
listic-missile launchers  even  when  it  is 
known  from  rocket  plume  detecting 
satellites  that  a  missile  has  been 
launched.  With  UAVs  the  launchers 
will  still  be  mobile  but  targeted  forces 
will  be  less  likely  to  know  when  or  if 
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anv  launch  has  taken  place  because 
there  will  be1  no  rocket  plume  to  de- 
tect. Also,  unlike  ballistic  missiles, 
which  have  only  so  many  ballistic  tra- 
jectories, UAVs  can  take  a  far  more 
varied  number  of  flight  paths.  UAVs 
also  have  important  nonlethal  missions 
that  they  can  perform  (including 
suppression  of  air  defense  radars)  as 
well  as  being  able  to  deliver  any  and 
all  kinds  of  munitions.  Again,  none  of 
this  will  make  developing  an  appro- 
priate military  response  any  easier. 

Improvements  in  command,  con- 
trol, and  communications  (C3)  that  are 
simply  part  of  many  smaller  nations' 
efforts  to  upgrade  their  civilian  com- 
munication and  air  traffic-control  sys- 
tems are  also  increasing  the  lethality 
of  many  of  their  military  systems,  in- 
cluding missiles.  Advanced  C\  for  ex- 
ample, makes  coordinated,  saturation 
missile  strikes  against  defended  fixed 
targets  possible.  This,  in  turn,  can  in- 
crease the  lethality  of  a  given  strike 
100  percent.  Some  of  these  new  C3 
systems,  moreover,  can  be  far  more 
difficult  to  target  than  Iraq's  modern 
fiber-optic  system.  Specifically,  micro- 
wave communication  systems,  which 
.are  highly  desirable  for  civil  applica- 
tions, are  small  enough  for  both  re- 
ceivers and  transmitters  to  be  made 
mobile,  and  they  emit  their  signals  in 
a  fashion  that  makes  them  quite  dif- 
ficult to  locate.7 

Finally,  it  should  be  noced  that  the 
imagery  that  will   make  UAVs  more 
precise  and  lethal  will  also  make  crjv- 
ert    insertion    of    major    land    forces" 
against  smaller  nations  difficult  if  not.. 
impossible.  Anyone  who  had  access  to  '■■> 
SPOT  images  during  the  Persian  Gulf" 
War,    for   example,    could    have   dis- 
cerned the  basic  movement,  of  coali- 
tion   forces   throughout"  January  and 
February  1991.  Deprived  of  surprise,  ? 
it  is  unclear  just  how  cheaply  bought 
General  Norman  Schwartzkopf 's  suc- 


cess against  Iraq  would  have  been.  In- 
deed, it  is  unclear  if  the  general  would 
have  attempted  the  operation  unless 
he  had  been  confident  of  surprise. 

What  to  Make  of  It? 

As  of  yet,  however,  few  of  these  var- 
ious technologies  have  been  crafted 
into  meaningful  military  instruments 
by  smaller  powers.  These  threats  may 
come  later  than  projected.  The  major 
powers  may,  with  great  effort,  signifi- 
cantly mitigate  them  by  developing 
better  defenses  (both  active  and  pas- 
sive). Assuming,  however,  that  insuf- 
ficient efforts  are  made  to  defend 
against  these  nonapocalyptic  threats, 
it  is  worth  considering  what  they 
might  mean  more  generally. 

First,  it  ought  not  to  be  assumed 
that  these  nonapocalyptic  capabilities 
will  serve  as  substitutes  for  weapons 
of  mass  destruction.  With  or  without 
nonapocalyptic  capabilities,  smaller 
nations  will  continue  to  desire  weap- 
ons of  mass  destruction  either  to 
frighten  neighbors  who  do  not  have 
these  weapons  or  to  deter  them  if  thev 
do. 

On  the  other  hand,  what  nonapo- 
calyptic proliferation  may  change  is 
the  need  or  urgency  smaller  nations 
might  otherwise  have  to  threaten 
others  with  apocalyptic  harm.  It  would 
seem  that  nonapocalyptic  capabilities 
should  reduce  this  need,  at  least  with 
regard  to  preventing  hostile  interven- 
tions. Trying  to  control  nonapocalyp- 
tic proliferation  developments  through 
explicit  arms-control  treaties,  there- 
fore, might  be  less  than  effective;  such 
treaties  could  prove  to  be  counterpro- 
ductive. Other  efforts,  including  ex- 
port controls  interdictions,  would 
probably  make  the  most  sense  even 
though  in  many  cases  they  would  only 
delay  acquisition  of  these  nonapoca- 
lyptic capabilities. 
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This  said,  mere  may  be  a  significant 
exception  to  this  nonapocalyptically 
induced  restraint.  Although  destruc- 
tive, chemical  weapons  are  nowhere 
near  as  indiscriminate  as  nuclear  or  bi- 
ological weapons,  which  generally 
have  a  much  larger  lethal  radius.  More 
important,  a  key  factor  that  makes 
chemical  weapons  indiscriminate  is 
the  inability  to  deliver  them  accurately 
enough  (this  is  one  of  the  reasons  why 
it  is  necessary  to  deliver  tons  of  agent 
to  assure  effectiveness  against  a  given 
target).  Precise  UAVs  might  change 
this.  If  so,  the  current  presumption 
that  use  of  these  weapons  should  be 
treated  like  the  use  of  biological  or 
nuclear  weapons  would  encouncer  a 
major  challenge,  with  numerous  mili- 
tary and  arms-control  implications. 
Not  the  least  of  these  might  be  to 
encourage  the  United  States  and  its 
allies  to  prepare  more  carefully  for 
chemical  combat. 

Second,  nonapocalyptic  prolifera- 
tion should  encourage  the  United 
States  and  its  friends  to  reconsider 
how  they  might  conduct  their  military 
affairs  in  the  future.  Certainly,  the  ma- 
jor powers  will  have  to  do  more  than 
figure  out  how  to  downsize  existing 
forces.  They  will  have  to  consider 
whether  or  not  they  can  continue  to 
take  the  sort  of  risks  they  have  tradi- 
tionally taken  in  expeditionary  opera- 
tions. Should  they  stay  out  of  regions 
in  which  they  have  previously  inter- 
vened? Should  they  plan  (and  even 
design)  to  have  their  ships  take  hits 
and  persist?  Are  there  some  new,  noo»- 
naval  ways  in  which  they  might  project 
force?  The  same  sort  of  considerations 
need  to  be  given  to  how  they  might 
conduct  amphibious  and  land  opera- 
tions. Particular  attention  will  need  to 
be  paid  to  potential  logistical  vulner- 
abilities and  to  how  to  train  and  game 
for  future  wars. 

Finally,  this  new  kind  of  prolifera- 


tion will  make  operations  against 
smaller  proliferant  powers  much  more 
complex  and  delicate  than  they  have 
been  to  date.  In  Desert  Storm  the  co- 
alition was  able  to  operate  against  Iraq 
and  its  weapons  of  mass  destruction 
facilities  from  bases  that  were  immune 
to  attack.  Future  wars  may  require  the 
United  States  to  knock  out  and  defend 
against  weapon  systems  that  can  reach 
long  distances  and  inflict  both  discrim- 
inate and  massive  destruction.  To 
fight  such  wars  may  require  herculean 
effort. 

Indeed,  what  nonapocalyptic  prolif- 
eration promises  are  wars  that  may 
stress  U.S.  capabilities  in  new  ways 
the  Cold  War  never  did.  That  these 
wars  may  be  smaller  will  not  reduce 
the  harm  they  may  do,  or  their  stra- 
tegic significance. 
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cations for  the  U.S."  (Institute  for  Defense 
Analvscs,  Alexandria,  Va.,  December  9, 
1991). 

3.  These  points  are  drawn  from  Berner  and 
Lamphier  and  Associates,  "Proliferation  of 
Space  Technology"  (Bethesda,  Md.,  Oc- 
tober 18,  1991). 

4.  Woolcy,  "Proliferation  of  Precision  Navi- 
gational Technologies." 

5.  Henry  D.  Sokolski,  "The  Military  Impli- 
cations of  Proliferation  in  the  Middle 
Easy"  Tcstimonv  before  the  Senate  Sub- 
committee on  Technology  and  National 
Security  of  the  Joint  Economic  Commit- 
tee, March  13,  1992. 

^ 

6.  Joe     Braddock,      "Developing     Lessons 
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iNonapocalyptic  Proliferation 


Learned  from   Desert  Storm  and   Desert  1992),  pp.  10-11. 

Shield,''  Draft  Report  of  the  Technology 

Transfer   Panel   of  the   Defense  Science  7.  Mat  O'Brien,  Ol  Upgrailes  for  Developing 

Board  Task  Force  (U.S.   Department  of  Nations'  Missile  Operations  (Alexandria,  Va.: 

Defense,  Washington,  D.C.,  February  20,  Institute  for  Defense  Analyses,  1992). 
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PRESIDENT'S  EXPORT  COUNCIL 
Subcommittee  on  Export  Administration 

November  24,  1993 
Honorable  Ronald  H.  Brown 

Secretary  of  the  Department  of  Commerce 

Dear  Mr.  Secretary: 

As  you  know,  the  business  community  is  extremely  pleased  with  the  Report  and 
Recommendations  of  the  Trade  Promotion  Coordinating  Committee  ("TPCC").  The 
work  of  the  TPCC  already  has  had  an  impact  in  improving  the  ability  of  U.S.  firms 
to  export  goods  and  services  around  the  world  and  to  thereby  create  and  maintain 
good  jobs  in  the  United  States. 

The  purpose  of  this  letter  is  to  highlight  the  strong  interest  of  the  President's  Ex- 

fiort  Council,  Subcommittee  on  Export  Administration  ("PECSEA"),  in  the  effort  to 
ollow  through  on  the  TPCC's  objective  of  eliminating,  by  Dec.  31,  1993,  all  unilat- 
eral obstacles  and  export  controls  that  do  not  serve  an  overriding  national  interest. 

Various  unilateral  U.S.  controls  now  in  effect  are  described  in  an  Attachment  to 
this  letter.  We  have  surveyed  industry  executives  to  help  gauge  the  impact  on  the 
U.S.  economy  of  these  obstacles  and  can  assure  you  that  the  cost  is  substantial.  Al- 
though it  is  difficult,  of  course,  to  make  precise  calculations  of  export  opportunities 
lost  because  of  unilateral  obstacles,  we  note  that  a  recent  study  published  by  the 
Institute  for  International  Economics  estimated  that  unilateral  controls  and  policies 
burden  the  U.S.  economy  through  the  loss  of  more  than  $20  billion  in  potential  ex- 
ports annually.*  Our  major  competitors  in  Europe,  the  Far  East,  and  elsewhere,  in- 
cluding countries  that  cooperate  closely  with  the  United  States  on  multilateral  ex- 
port control  and  counter-proliferation  objectives,  are  the  beneficiaries  of  the  unilat- 
eral impediments  imposed  on  U.S.  businesses.  If  this  situation  is  not  corrected,  the 
result  will  be  to  diminish  the  economic  security  of  the  United  States — our  capacity 
for  innovation,  job  creation,  and  maintenance  of  the  resources  required  to  defend  the 
Nation's  security  and  to  play  a  leadership  role  in  the  world. 

The  PECSEA  fully  supports  the  efforts  of  the  United  States  to  halt  the  prolifera- 
tion of  missile  technology,  weapons  of  mass  destruction,  and  terrorism,  and  to  im- 
prove human  rights  conditions  around  the  world.  However,  too  often  in  the  past  it 
has  been  the  practice  of  the  United  States  to  impose  export  controls  on  U.S.  goods, 
technology,  and  services  simply  to  distance  ourselves  from  those  countries  with 
which  we  had  sharply  defined  differences,  without  adequate  consideration  of  the 
cost  to  U.S.  exporters  or  the  likelihood  of  having  any  real  impact  on  the  behavior 
of  the  other  country. 

The  use  of  unilateral  foreign  policy  export  controls  against  Vietnam,  Cuba,  Iran, 
Syria,  North  Korea,  and  the  People's  Republic  of  China  was  evaluated  by  the  Gov- 
ernment Accounting  Office's  August  1986  Report  to  Congress  (GAO/NSIAD-86-172) 
entitled  "Assessment  of  the  Commerce  Department's  Foreign  Policy  Report  to  Con- 
gress." It  found  that  the  controls,  largely  symbolic,  had  two  significant  con- 
sequences: 

"First,  the  costs  of  symbolic  controls  are  borne  by  American  business  in  the 

form  of  export  sales  lost  to  firms  in  other  countries." 
"Second,  when  a  control's  purpose  is  symbolic,  the  enhanced  foreign  availability 

provision  of  the  1985  Act  is  not  applied." 

The  report  went  on  to  say  that  the  Secretary  (of  Commerce)  acknowledges  there 
is  widespread  foreign  availability  on  virtually  all  controlled  items.  However,  by  de- 
fining the  purpose  of  these  controls  in  a  symbolic  context — e.g.,  to  distance  the  Unit- 
ed States  from  specific  actions  of  foreign  nations — controls  on  the  specific  items  can 
be  said  to  be  successful  in  that  objective.  Thus,  controls  are  allowed  to  continue  de- 
spite foreign  availability  of  the  controlled  items  and  without  any  measure  of  success 
in  altering  the  behavior  of  the  target  country. 

The  GAO  report  further  stated  that  controls  imposed  for  symbolic  purposes  take 
on  dimensions  beyond  their  original  purposes  when  renewal  is  considered,  as  the 
act  of  removal  is  viewed  as  signaling  a  lessening  of  U.S.  resolve  or  commitment. 
Even  if  the  purpose  of  the  control  is  symbolic  and  believed  unlikely  to  affect  the  ob- 
jectionable behavior  which  precipitated  it,  there  is  reluctance  to  remove  that  control 
without  some  quid  pro  quo. 

U.S.  export  control  policy  has  not  taken  into  account  the  critical  importance  of 
international  trade  to  our  national  economic  security  (a  key  point  made  in  the  TPCC 
Report).   Unilateral   foreign   policy  export  controls   and  sanctions   remove   United 


*  J.  David  Richardson,  "SIZING  UP  U.S.  EXPORT  DISINCENTIVES,"  1993,  at  page  127. 
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States  industry  from  a  market,  and  allow  our  competitors  open  access  without  com- 
petition to  these  markets.  This  gives  our  competitors  the  best  of  all  worlds,  no  U.S. 
competition,  and  a  chance  to  monopolize  a  market  for  years  and  even  decades  to 
come. 

The  PECSEA  urges  that  symbolic  unilateral  foreign  policy  controls  be  eliminated 
along  with  other  unilateral  obstacles  and  controls  identified  by  the  TPCC.  When  the 
United  States  finds  it  wishes  to  distance  itself  from  the  actions  of  another  country 
it  should  do  so  not  by  utilizing  unilateral  export  controls,  but  rather  by  using  alter- 
native means  of  letting  the  country  know  of  our  displeasure.  If  export  controls  are, 
in  the  eyes  of  the  Administration,  a  viable  alternative,  we  urge  that  an  economic 
impact  statement  be  prepared  with  affected  industry  participation  and  made  public 
to  show,  (1)  the  total  effects  on  U.S.  industry,  and  (2)  the  foreign  availability  of  the 
goods  to  be  controlled. 

Our  specific  recommendations  follow: 

•  Require  use  of  trade  controls  and  sanctions  as  a  last  resort  rather  than  the  weap- 
on of  choice.  Require  prior  consideration  of  alternatives  to  unilateral  trade  restric- 
tions where  the  U.S.  does  not  have  the  ability  to  control  access  to  items  to  be  con- 
trolled or  where  the  purpose  is  to  express  U.S.  sentiments  or  punish  the  behavior 
of  other  governments. 

Alternatives  to  unilateral  or  otherwise  ineffective  trade  controls  include  ap- 
proaches that  make  it  possible  for  the  target  country  to  see  that  it  is  in  its  self 
interest  to  eschew  proliferation  or  violations  of  other  international  behavior 
norms.  Such  approaches  could  include  economic  and  military  aid  and  assistance, 
security  assurances,  access  to  international  financing  sources,  diplomatic  rec- 
ognition/isolation, U.S.  Government  procurement  opportunities,  landing  rights, 
and  even  military  intervention  as  a  last  resort  in  cases  of  proliferation  of  weap- 
ons of  mass  destruction. 

•  Provide  for  judicial  review  of  the  instigation  and  continuation  of  unilateral  foreign 
policy  controls  or  sanctions  based  on  whether  statutorily  required  consideration 
of  national  interest  and  other  factors  has  been  properly  conducted. 

•  Rationalize  current  sanctions  mechanisms: 

— Require  that  a  determination  to  impose  unilateral  sanctions  cannot  be  delegated 

by  the  President; 
— Require  that  the  President,  at  the  time  of  imposition  of  controls,  state  explicitly 

their  objectives  and  the  linkage  between  the  controlled  commodities  and  the 

sanctioned  activities  or  objectionable  behavior; 
— Require  that  the  President  consider  an  analysis  of  national  interests  by  the  ap- 

Sropriate  agencies  prior  to  taking  such  a  decision; 
equire  that  unilateral  controls  aimed  at  denial  of  products  or  services  for  rea- 
sons of  national   security  or  nonproliferation  be  limited  to   180   days  unless 
"multilateralized"  or  unless  the  President  provides  in  a  report  to  Congress  an 
analysis  certifying: 
— no  foreign  availability,  and 
— effectiveness  of  the  controls  in  accomplishing  the  stated  objective. 

— Place  a  limit  of  90  days  on  controls  aimed  at  "signalling"  U.S.  sentiments  or 
"punishing"  the  actions  or  policies  of  other  governments  unless  U.N.  cooperation 
is  forthcoming; 

— Require  that  all  export  controls  imposed  under  authority  of  the  International 
Emergency  Economic  Powers  Act  ("EEEPA")  have  a  limit  of  180  days; 

— Reevaluate  the  lists  of  items  controlled  to  countries  identified  as  supporting  ter- 
rorism and  remove  items  that  cannot  be  shown  both  to  be  controllable  and  di- 
rectly related  to  the  military  capabilities  of  the  sanctioned  nation;  and 

— Eliminate  foreign-policy  based  reexport  controls;  and  eliminate  control  on  reex- 
ports from  participating  countries. 


The  Department  of  Commerce  and  the  TPCC  can  make  a  real  difference  for  our 
Nation's  economic  security  by  promoting  action  to  remove  the  impediments  of  uni- 
lateral obstacles  and  export  controls,  to  the  fullest  extent  possible  and  as  soon  as 
possible.  The  PECSEA  is  prepared  to  work  with  you  and  your  staff  over  the  coming 
weeks  to  ensure  that  the  TPCC  recommendation  is  implemented  as  promised  and 
on  schedule. 

Sincerely, 

Boyd  J.  McKelvain 
Vice  Chairman 
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Copies: 

Department  of  Commerce: 

Barry  Carter,  Acting  Under  Secretary 
Sue  Eckert,  Assistant  Secretary  Designate 
Iain  Baird,  Acting  Assistant  Secretary 

Department  of  State: 

Lynn  Davis,  Under  Secretary 
Joan  Spero,  Under  Secretary 
Robert  Gallucci,  Assistant  Secretary 
Daniel  Tarullo,  Assistant  Secretary 
Martha  Harris,  Deputy  Assistant  Secretary 

National  Security  Council  Staff: 

Daniel  Ponneman,  Special  Assistant  to  the  President 

ATTACHMENT 

Multilateral/Unilateral  Controls 

The  Report  of  the  Trade  Promotion  Coordinating  Committee  ("TPCC")  states  as 
a  "goal"  that  the  United  States  will  "avoid  unilateral  export  controls  and  policies 
except  when  dictated  by  overriding  national  interests.  It  will  continue  to  work  with 
other  supplier  nations  to  make  export  controls  multilateral  and  to  harmonize  their 
implementation."  (Toward  a  National  Export  Strategy,  Report  to  the  United  States 
Congress,  September  30,  1993,  at  p.  56) 

The  list  of  "Recommendations/Actions"  developed  by  the  TPCC,  under  the  heading 
of  ensuring  that  "U.S.  economic  interests  play  a  key  role  in  decisions  on  export  con- 
trols," also  includes  the  following  action  plan: 

Harmonize  U.S.  domestic  dual-use  controls  with  multilateral  controls  to  the 
greatest  extent  possible.  Review  existing  unilateral  dual-use  export  controls  and 
policies,  including  those  now  required  by  statute.  This  should  include  cir- 
cumstances (such  as  some  re-export  controls)  that  unilaterally  cause  delay,  denial 
of  licenses,  or  imposition  of  special  license  conditions.  By  December  31,  1993,  the 
Administration  will  eliminate  unilateral  obstacles  and  controls,  unless  their  con- 
tinuation is  essential  to  overriding  national  interests  or  is  required  by  statute. 

This  document  describes  unilateral  controls  and  policies  that  should  be  covered 
in  the  review  announced  by  the  TPCC. 

I.  Unilateral  Features  of  Export  Controls  System 

In  Finding  Common  Ground,  the  1991  report  of  the  National  Academy  of  Sciences 
("NAS")  panel,  the  "significant  unilateral  features  of  the  U.S.  Control  System"  were 
identified  as  follows: 

•  controls  on  reexports  of  U.S.  items  to  third  countries  and  the  requirement  for 
written  assurances  regarding  end  use  and  reexport; 

•  controls  on  U.S.-owned  foreign  entities; 

•  controls  on  foreign  products  that  use  (or  are  made  with)  technologies  of  U.S.  ori- 
gin; 

•  controls  on  foreign  products  that  have  U.S.-origin  components  in  them; 

•  control  of  some  dual  use  items  as  munitions  that  other  CoCom  nations  regulate 
less  restrictively  as  dual  use  products; 

•  selective  imposition  of  unilateral  product  and  technology  controls; 

•  more  burdensome  and  complex  licensing  regimes;  and 

•  more  stringent  enforcement  mechanisms.1 

Although  there  have  been  some  changes  at  the  margin,  these  unilateral  features 
of  the  system  described  by  the  NAS  panel  remain  largely  intact  and  should  be  care- 
fully examined  in  the  upcoming  review  to  eliminate  disincentives  to  U.S.  exports  not 
warranted  by  an  overriding  national  interest. 

II.  Specific  Country  Policies 

In  addition  to  the  general  unilateral  features  of  the  U.S.  system,  the  following 
unilateral  U.S.  policies  and  controls  are  in  effect  with  respect  to  specific  countries. 


1  Finding  Common  Ground,  p.  19. 
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1.  Embargoed  Countries — Country  Group  Z 

A.  Cuba 

Cuba  is  subject  to  a  trade  embargo  by  the  United  States,  which  is  administered 
by  the  Treasury  Department's  Office  of  Foreign  Assets  Control  as  well  as  by  the 
Commerce  Department  under  the  Export  Administration  Act.  The  general  policy  is 
to  deny  applications  for  export  licenses  or  reexport  authorization  for  Cuba,  except 
for  specified  goods  donated  to  meet  basic  human  needs.  Favorable  consideration  is 
no  longer  available  for  reexport  by  foreign  subsidiaries  of  U.S.  firms  of  non-strategic 
foreign  manufactured  products  that  incorporate  20  percent  or  less  U.S.  origin  parts 
or  components,  on  account  of  the  recently  enacted  Cuban  Democracy  Act  ol  1992  (a 
section  of  the  National  Defense  Authorization  Act  for  FY  1993).  This  restriction  does 
not  apply  to  foreign  firms  that  are  not  U.S. -owned  or  controlled  subsidiaries.  Never- 
theless, this  expanded  U.S.  extraterritorial  control  policy  on  Cuba  has  drawn  formal 
objections  from,  among  others,  the  European  Community,  the  United  Kingdom,  the 
United  Nations,  and  Canada.  Canada  and  the  United  Kingdom  have  enacted  "block- 
ing" laws,  making  it  illegal  for  firms  chartered  there  to  comply  with  the  U.S.  law. 
(The  policy  of  the  Organization  of  American  States,  since  at  least  1975,  has  been 
to  allow  each  member  state  to  determine  for  itself  the  nature  of  its  economic  and 
diplomatic  relations  with  Cuba.  The  new  U.S.  restrictions  interfere  with  that  policy.) 

B.  Vietnam 

Vietnam,  like  Cuba,  also  is  subject  to  a  broad  U.S.  embargo.  Although  the  trend 
with  respect  to  Vietnam  is  toward  relaxation  of  U.S.  controls,  the  pace  is  considered 
inadequate  from  the  perspective  of  U.S.  exporters. 

A  validated  license  is  required  for  export  to  Vietnam  of  all  commodities  and  tech- 
nical data,  with  limited  exceptions  such  as  educational  materials,  personal  baggage 
and  gift  parcels.  At  this  time,  applications  for  validated  licenses  may  be  approved 
on  a  case-by-case  basis  for  non-commercial  exports  to  meet  basic  human  needs,  and 
for  exports  relating  to  certain  permissible  activities,  such  as  opening  an  office  or 
conducting  feasibility  studies  or  planning  in  connection  with  anticipatory  contracts 
in  Vietnam.  Also,  based  on  the  most  recent  action  by  the  Administration,  announced 
September  13,  1993,  licenses  may  be  approved  for  participation  in  development 
projects  funded  by  international  financial  institutions. 

The  U.S.  embargo  on  Vietnam  is  entirely  unilateral  and  other  major  trading  coun- 
tries, e.g.,  Japan,  France,  U.K.,  The  Netherlands,  do  not  similarly  restrain  their  na- 
tionals from  trading  with  Vietnam. 

C.  North  Korea 

North  Korea  also  is  subject  to  an  almost  total  U.S.  embargo,  with  commercial  hu- 
manitarian shipments  being  the  only  significant  exception  to  a  general  denial  policy. 
North  Korea  is  now  under  threat  of  sanction  by  the  international  community, 
through  the  United  Nations,  because  of  its  defiance  of  International  Atomic  Energy 
Agency  safeguards.  If  this  threat  becomes  reality  and  such  sanctions  are  impose,  the 
U.S.  controls  would  for  all  practical  purposes  become  multilateral. 

III.  Other  Restricted  Countries  2 

A.  Libya 

U.S.  exports  to  Libya  and  transactions  between  U.S.  persons  and  Libyan  entities 
are  embargoed  on  account  of  Libya's  involvement  in  international  terrorism  and 
international  subversive  acts.  The  Commerce  Department  controls  reexports  to 
Libya,  while  exports  and  financial  transactions  are  subject  to  licensing  requirements 
of  the  Treasury  Department. 

U.S.  export  controls  restrictions  cover  (1)  items  controlled  for  national  security 
purposes  and  related  technical  data,  including  foreign  products  of  U.S.  technical 
data  exports  from  the  United  States  after  March  12,  1982;  (2)  oil  and  gas  equipment 
and  technical  data  if  not  determined  by  Commerce  to  be  readily  available  from  non- 
U.S.  sources;  (3)  goods  and  technical  data  destined  for  the  Ras  Lanuf  Petrochemical 
Processing  Complex  (with  certain  exceptions  for  certain  prior  arrangements  and  re- 
exports); (4)  aircraft  and  specific  parts  and  accessories;  and  (5)  certain  off-highway 
wheel  tractors  of  10  ton  or  more  capacity. 

The  U.S.  controls  on  exports  and  reexports  to  Libya,  which  date  from  the  early 
1980's,  are  unilateral  in  origin,  and  no  other  country  has  imposed  identical  restric- 


2  Iraq  also  is  subject  to  a  total  U.S.  embargo,  which  has  been  codified  by  statute.  Since  trade 
restrictions  on  Iraq  also  are  coordinated  by  the  United  Nations  and  are  generally  observed  by 
most  major  nations,  Iraq  controls  are  not  particularly  relevant  to  a  discussion  of  U.S.  unilateral 
and  multilateral  controls. 
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tions.  However,  in  response  to  Libya  s  involvement  in  international  terrorism,  in- 
cluding the  bombing  01  PanAm  103,  other  countries,  in  particular  the  United  King- 
dom and  France,  have  joined  with  the  United  States  in  imposing  economic  sanc- 
tions, and  the  United  Nations  also  has  organized  sanctions  against  Libya.  Addi- 
tional, broader  U.N.  sanctions  were  adopted  in  November  1993  on  account  of  the 
Libyan  Government's  failure  to  respond  to  requests  relating  to  the  inquiry  into 
PanAm  103. 

B.  Iran 

The  Iran-Iraq  Arms  Non-Proliferation  Act  of  1992,  contained  in  the  National  De- 
fense Authorization  Act  for  Fiscal  Year  1993,  mandates  a  strict  policy  of  denial  for 
applications  to  export  items  to  Iran  that  require  a  validated  license.  This  broad  con- 
trol policy,  mandated  by  Congress,  is  unilateral  and  is  not  joined  in  by  other  export 
control  allies. 

Even  prior  to  adopting  the  Iran-Iraq  Arms  Non-Proliferation  Act,  the  U.S.  limited 
exports  to  Iran  based  on  the  fact  that  Iran  is  designated  by  the  Secretary  of  State 
as  a  country  supporting  international  terrorism.  Under  this  policy  a  validated  li- 
cense is  required  for  export  of  (1)  CoCom  "core  list"  items,  (2)  Australia  Group  con- 
trolled items,  (3)  Missile  Technology  Regime  items,  (4)  nuclear  control  items,  and 
(5)  CoCom  International  Munitions  List  items. 

Also,  during  the  Iran-Iraq  War  certain  General  License  (uncontrolled)  commod- 
ities were  the  target  of  a  U.S.  embargo.  These  items  included  large  civilian  airliners, 
engines  and  parts,  heavy  duty  off-highway  wheel  tractors,  mobile  communications 
equipment,  large  diesel  engines,  portable  electric  power  generators,  inboard  and  out- 
board marine  motors,  scuba  gear,  and  pressurized  aircraft  breathing  apparatus,  and 
other  allegedly  military  useful  dual-use  items.  At  the  cessation  of  the  Iran-Iraq  War, 
it  was  decided,  without  consultation  with  industry,  to  continue  to  embargo  these 
commodities  as  allegedly  contributing  to  international  terrorism. 

C.  Syria 

Syria  is  on  the  Secretary  of  State's  list  of  terrorist-supporting  nations  and  there- 
fore is  subject  to  U.S.  unilateral  controls.  A  validated  license  is  required  for  foreign 
policy  purposes  for  exports  to  Syria  for  all  items  subject  to  national  security  con- 
trols, and  applications  will  generally  be  denied  if  the  export  is  destined  for  a  mili- 
tary end-user  or  military  end-use.  Other  applications  are  considered  on  a  case-by- 
case  basis.  Items  controlled  for  proliferation  reasons  (e.g.,  MTCR,  CBW,  nuclear  re- 
lated items)  and  military  related  items  also  require  a  validated  license  and  gen- 
erally will  be  denied  for  Syria.  Aircraft  and  heavy  duty  on-road  and  off-road  vehi- 
cles, and  certain  other  commodities  (described  above  with  respect  to  Iran)  require 
a  validated  license,  and  the  general  policy  is  to  deny  approval. 

The  U.S.  controls  on  Syria,  like  those  on  Iran,  are  unilateral  in  their  broadest 
reach,  and  thus  tend  to  limit  commercial  export  opportunities  for  U.S.  firms  that 
their  competitors  in  other  countries  are  able  to  realize. 

D.  China 

Certain  commodities,  data  and  end-uses  may  require  extended  review  or  denial 
for  export  to  China.  According  to  the  Export  Administration  Regulations  (EAR 
§  785.4(c)),  u[o]f  particular  concern  are  exports  that  would  make  a  direct  and  signifi- 
cant contribution  to  nuclear  weapons  and  their  delivery  systems,  electronic  and 
anti-submarine  warfare,  intelligence  gathering,  power  projection,  and  air  superi- 
ority." In  practice,  U.S.  export  policy  toward  China  is  more  restrictive  across  the 
board  than  that  of  U.S.  export  control  allies.  In  some  respects,  this  is  a  function  of 
statutory  requirements,  such  as  the  sanctions  for  missile  transfers,  and  the  restric- 
tions imposed  by  the  United  States  following  Tienanmen  Square  that  have  not  been 
lifted  while  other  countries  have  eased  their  own  policies  toward  China. 

E.  Other  Countries 

Some  60  countries,  including  India,  Pakistan,  Taiwan,  Egypt,  Brazil,  Saudi  Ara- 
bia, and  Israel  are  subject  to  more  intensive  scrutiny  by  U.S.  export  authorities  than 
by  other  exporting  countries,  causing  licensing  delays  and  risk  of  denial  for  U.S.  ex- 
porters, which  have  the  same  effect  as  unilateral  restrictions. 

rv.  The  Enhanced  Proliferation  Control  Initiative  ("EPCI") 

The  provisions  of  EPCI,  announced  by  President  Bush  at  the  end  of  1990,  imposed 
on  U.S.  exporters  certain  unilateral  measures  to  address  concerns  about  prolifera- 
tion of  weapons  of  mass  destruction.  Since  the  announcement  of  EPCI,  and  its  im- 
plementation by  regulation  in  1991,  there  has  been  an  effort  by  the  U.S.  Govern- 
ment to  multilateralize  the  EPCI  control  policy  and  to  rationalize  and  harmonize 
control  lists  of  the  Nuclear  Suppliers  Group,  the  Australia  Group  and  the  MTCR 
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countries.  This  effort  has  been  partially  successful.  (See,  for  example,  Appendix  A, 
Export  Administration  Annual  Report  1992,  which  lists  Commerce  Control  list  en- 
tries unilaterally  controlled  for  nuclear  non-proliferation  reasons  during  FY  1992. 
According  to  the  text  of  the  report,  the  majority  of  these  entries  will  become  multi- 
laterally  controlled  in  FY  1993,  though  this  action  is  still  incomplete.)  To  the  extent 
that  the  U.S.  still  retains  unilateral  controls  on  particular  items,  a  high  level  of 
scrutiny  should  be  imposed  since  it  can  be  presumed  that  a  consensus  cannot  be 
reached  to  control  the  item  multilaterally. 

The  EPCI  controls  also  unilaterally  impose  on  all  U.S.  firms  and  U.S.  citizens  a 
requirement  to  screen  all  transactions  in  aforementioned  60  countries  to  investigate 
any  "suspicious"  customers  or  end-users,  and  to  request  a  validated  license  if  the 
"suspicion"  is  not  resolved. 

The  TPCC  report  (at  page  60),  states  that  clarification  of  the  application  of  EPCI 
measures  will  be  on  the  agenda  for  regulatory  reform.  The  reform  of  EPCI  should 
complement  the  effort  to  eliminate  unilateral  control  policies  not  warranted  by  an 
overriding  national  interest. 
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THURSDAY,  FEBRUARY  24,  1994 

U.S.  Senate,  Committee  on  Banking,  Housing,  and 
Urban  Affairs,  Subcommittee  on  International 
Finance  and  Monetary  Policy, 

Washington,  DC. 

The  Committee  met  in  room  608,  of  the  Dirksen  Senate  Office 
Building  at  2:04  p.m.,  Senator  Jim  Sasser  (Chairman  of  the  Sub- 
committee) presiding. 

OPENING  STATEMENT  OF  SENATOR  JIM  SASSER 

Senator  Sasser.  The  Subcommittee  will  come  to  order. 

This  afternoon  the  Subcommittee  on  International  Finance  and 
Monetary  Policy  continues  its  hearings  on  the  Export  Administra- 
tion Act.  Representatives  from  the  relevant  agencies  are  here  to 
present  the  Administration's  Export  Administration  Act  proposal. 

Now,  before  even  hearing  today's  presentation,  I  want  to  com- 
mend the  Administration  for  coming  up  with  a  unified  position.  I 
think  such  unity  within  the  executive  branch  on  this  particular 
issue  has  not  been  achieved  in  over  a  decade.  Admittedly,  this  is 
a  very  difficult  issue  and  one  that  must  be  viewed  from  several 
very  critical  perspectives. 

But  in  the  final  analysis,  all  controversies  have  to  be  laid  to  rest 
and  a  balance  has  to  be  struck,  and  I  think  the  Administration  is 
to  be  commended  for  reaching  an  internal  consensus  on  this  very, 
very  prickly  question. 

Working  in  its  traditional  bipartisan  manner,  the  Subcommittee 
intends  to  have  a  new  Export  Administration  Act  proposal  on  the 
books  when  the  old  Act  expires  on  June  30,  1994.  Today's  presen- 
tation of  the  Administration's  proposal  is  a  step  toward  that  goal. 

The  new  Act  must  reflect  dramatic  world  developments  which 
have  occurred  in  the  past  2  or  3  years  which  have  really  fundamen- 
tally altered  the  export  control  environment. 

A  major  development  comes  from  the  diminished  threat  posed  by 
the  old  Soviet  Union.  But  the  new  Act  must  also  reflect  an  in- 
creased threat,  and  that  is  the  increasing  proliferation  of  weapons 
of  mass  destruction  and  their  means  of  delivery. 

Several  events  in  recent  months,  in  recent  years,  really,  have 
alerted  the  world  to  this  growing  danger,  and  two  of  the  most  trou- 
bling have  been  the  evidence  of  Iraq's  program  to  build  nuclear 
weapons  and,  of  course,  the  recent  controversy  surrounding  North 
Korea's  nuclear  program. 

So,  a  new  Export  Administration  Act  must  also  fit  today's  techno- 
logical context,  and  that  context  is  quite  different  from  when  this 
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law's  predecessor  was  originally  put  on  the  books  back  in  1949.  At 
that  time  the  United  States  had  a  monopoly  on  many  critical  tech- 
nologies, but  today  the  production  of  sophisticated  technology  is 
very  diffuse  and  it  has,  indeed,  become  globalized.  Product  life  cy- 
cles that  once  were  measured  in  years  and  even  in  decades  are  now 
simply  measured  in  months. 

So,  in  this  very  changed  environment,  unnecessary  export  con- 
trols delays  can  hamstring  American  companies.  It  is  in  this  con- 
text that  the  Subcommittee  today  receives  the  Administration's 
proposal. 

Now,  before  hearing  from  the  various  witnesses  and  introducing 
them,  I  would  like  to  turn  first  to  the  distinguished  Ranking  Mem- 
ber, Senator  Mack,  for  any  opening  statement  or  comment  he 
might  wish  to  make  at  this  time. 

Senator  Mack. 

OPENING  STATEMENT  OF  SENATOR  CONNIE  MACK 

Senator  Mack.  Thank  you,  Mr.  Chairman. 

I  feel  like  I  am  present  at  an  historic  occasion,  the  presentation 
of  a  comprehensive  rewrite  of  the  Export  Administration  Act  that 
has  been  agreed  upon  by  all  the  agencies  represented  at  this  hear- 
ing. It  is  no  secret  that  our  export  control  system  is  a  bureaucratic 
battleground  that  needed  to  be  fixed,  both  for  the  sake  of  U.S.  ex- 
porters and  our  national  security  interests.  I  am  sure  that  the  Con- 
gress will  make  many  changes  in  the  Administration  bill  before  us, 
and  I  hope  that  those  changes  will  be  improvements.  But  I  com- 
mend all  of  you  for  your  hard  work  in  bringing  this  bill  before  us. 

The  challenge  is  to  balance  interests  of  our  exporters,  who  are 
among  the  most  dynamic  sectors  of  our  economy  and  that  of  our 
national  security.  We  must  do  both.  We  must  compete  in  the  global 
marketplace,  and  we  must  prevent  rogue  states  from  bolstering 
their  military  capability. 

In  the  case  of  the  Soviet  bloc,  CoCom  embodied  the  multilateral 
commitment  of  the  West  to  deny  a  wide  range  of  dual-use  tech- 
nologies to  our  adversaries.  It  was  a  policy  of  technological  isola- 
tion, and  it  played  an  important  role  in  winning  the  Cold  War.  By 
the  end  of  next  month,  CoCom  will  be  history,  but  there  is  no 
agreement  on  a  replacement  to  address  the  new  threats  to  Western 
security. 

Our  allies  refuse  to  see  Iran,  for  example,  as  a  fundamental 
threat  to  our  shared  interests  and  refuse  to  join  us  in  isolating  Iran 
technologically  or  economically. 

In  January,  the  Chairman  and  Ranking  Members  of  both  the 
Full  and  Subcommittees  wrote  to  President  Clinton  to  share  our 
concern  about  the  lack  of  a  post-CoCom  agreement  to  create  effec- 
tive multilateral  controls  to  prevent  proliferation  to  terrorist-sup- 
porting nations.  We  have  not  yet  received  a  response  to  this  letter. 

I  remain  concerned  that  CoCom's  successor  will  be  a  loose  collec- 
tion of  unilateral  controls  which  will  not  only  fail  to  safeguard  our 
national  security  interests  but  put  our  exporters  at  a  competitive 
disadvantage. 

There  is  not  much  time  to  avoid  this  worst  of  both  worlds  sce- 
nario. I  do  not  fault  the  Administration's  objectives  in  this  regard. 
The  Administration  is  seeking  what  it  believes  is  the  toughest  pro- 
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posal  our  allies  will  agree  to.  My  concern  is  the  level  of  effort  that 
is  being  made  to  achieve  success  in  the  negotiations  for  a  post- 
CoCom  export  control  regime. 

I  am  not  suggesting  here  a  lack  of  effort  on  your  part,  Under  Sec- 
retary Davis.  I  am  suggesting  that  you  are  just  not  getting  the  sup- 
port you  need  from  the  White  House  and  the  NSC  to  prevail  in 
these  critical  negotiations.  The  problem  of  rogue  states  that  engage 
in  terrorism,  show  no  respect  for  democracy,  human  rights,  or 
international  law,  and  are  bent  on  acquiring  weapons  of  mass  de- 
struction must  be  addressed. 

Before  the  Gulf  War  and  the  current  crisis  with  North  Korea, 
this  may  have  been  a  somewhat  abstract  problem.  But  if  we 
learned  anything  from  the  Iraqi  experience,  it  is  the  folly  of  West- 
ern nations  building  up  the  technology,  the  technological  capacity 
of  nations  that  threaten  our  fundamental  interest  and  freedoms 
and  that  this  folly  can  cost  American  lives. 

Getting  nations  like  Russia,  Germany,  and  Japan  to  stop  lending 
money  or  selling  military  hardware  to  Iran  is  not  easy,  and  it  is 
going  to  take  a  lot  more  presidential  effort  and  attention  to  suc- 
ceed. I  would  submit  that  we  must  not  fail  in  this  diplomatic  effort 
to  create  an  effective  post-CoCom  multilateral  regime  to  address 
the  problem  of  rogue  states. 

I  look  forward  to  hearing  from  you  not  only  about  what  type  of 
agreement  you  are  trying  to  obtain,  but  also  how  you  are  going  to 
obtain  it.  The  Export  Administration  Act,  of  course,  will  help  imple- 
ment whatever  multilateral  regime  does  emerge. 

In  addition,  we  have  an  opportunity  to  make  our  export  control 
system  both  more  effective  and  less  detrimental  to  our  economy. 
We  can  and  must  speed  up  the  licensing  process,  increase  its  trans- 
parency, and  make  it  more  user-friendly.  There  is  no  excuse  for 
many  of  the  trials  and  tribulations  that  our  exporters  go  through 
in  pursuit  of  legitimate  business  in  a  ever  more  competitive  mar- 
ketplace. 

I  look  forward  to  your  statements  and  to  an  exchange  of  views. 

Senator  Sasser.  Thank  you,  Senator  Mack. 

We  have  been  joined  by  Senator  Murray.  Do  you  have  an  opening 
comment,  Senator  Murray? 

OPENING  STATEMENT  OF  SENATOR  PATTY  MURRAY 

Senator  Murray.  Yes.  And  thank  you,  Mr.  Chairman,  for  holding 
this  very  important  hearing. 

Mr.  Chairman,  the  witness  list  we  have  in  front  of  us  reminds 
me  of  a  chart  we  saw  several  weeks  ago.  That  chart  showed  the 
incredible  Federal  maze  U.S.  companies  must  negotiate  to  export 
many  commercial  items.  It  is  a  maze  that  costs  American  compa- 
nies billions  of  dollars  in  lost  sales  and  American  workers  thou- 
sands of  jobs. 

Streamlining  the  export  control  bureaucracy  is  one  of  the  main 
goals  of  a  bill  that  I  introduced  with  Senator  Bennett  on  February 
10.  That  bill,  S.  1846,  is  modeled  on  legislation  that  is  pending  in 
the  other  body.  It  is  supported  by  more  than  100  large  and  small 
U.S.  companies,  including  a  number  in  my  home  State  of  Washing- 
ton. It  also  contains  important  changes  in  the  way  mass  market 
commercial  software  is  controlled. 
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I  do  not  expect  to  hear  a  ringing  endorsement  of  my  bill  today 
from  the  witnesses  in  front  of  us.  My  experience  is  tnat  Federal 
agencies  rarely  testify  willingly  in  favor  of  legislation  that  will  re- 
duce their  staff,  budget,  or  turf.  Some,  I  am  sure,  will  tell  me  that 
the  bill  moves  too  far  too  fast. 

But  I  happen  to  believe  that  the  Cold  War  is  over  and  that  global 
competition  has  moved  from  the  battlefield  to  the  boardroom.  Our 
place  in  the  world  depends  more  on  economic  strength  than  on 
military  might.  My  legislation  will  allow  our  high-tech,  aerospace, 
and  otner  exporters  to  compete  internationally  without  one  hand 
tied  behind  their  back. 

Mr.  Chairman,  I  hope  this  Committee  does  give  my  bill  serious 
consideration,  and  I  look  forward  to  today's  testimony. 

Senator  Sasser.  Well,  thank  you  very  much,  Senator  Murray. 

We  do  have  a  distinguished  panel  to  testify  here  today.  I  will  in- 
troduce them  and  then  begin  with  the  first  witness.  We  have  first 
Mr.  Barry  E.  Carter,  Acting  Under  Secretary  for  Export  Adminis- 
tration, Bureau  of  Export  Administration,  Department  of  Com- 
merce. He  is  joined  by  Dr.  Lynn  E.  Davis,  Under  Secretary  for  In- 
ternal Security  Affairs  of  the  Department  of  State. 

We  are  pleased  to  have  the  Honorable  Frank  G.  Wisner  with  us 
today,  the  Under  Secretary  for  Policy  from  the  Department  of  De- 
fense; and  also  Norman  A.  Wulf,  Acting  Assistant  Director,  Bureau 
of  Nonproliferation  and  Regional  Arms  Control,  U.S.  Arms  Control 
and  Disarmament  Agency. 

Welcome  to  you,  Mr.  Wulf. 

And  Mr.  John  G.  Keliher.  I  hope  I  am  pronouncing  that  correctly. 

Mr.  Keliher.  It  is  Keliher,  sir. 

Senator  Sasser.  Keliher.  Excuse  me.  Mr.  Keliher,  the  Director  of 
Nonproliferation  and  National  Security  at  the  Department  of  En- 
ergy. 

We  welcome  all  of  our  witnesses  here  today. 

Before  proceeding,  I  see  we  have  been  joined  by  Senator  Kerry. 

Do  you  have  an  opening  statement  that  you  would  like  to  make 
at  this  time,  Senator  Kerry? 

OPENING  COMMENTS  OF  SENATOR  JOHN  F.  KERRY 

Senator  Kerry.  Mr.  Chairman,  I  appreciate  your  indulgence.  I 
would  like  to  make  a  few  comments,  if  I  can.  And  I  apologize  for 
being  late,  but  I  just  came  from  the  full  Banking  Committee  that 
is  meeting  downstairs  on  the  RTC,  and  I  unfortunately  have  a  2:30 
p.m.  meeting  on  fisheries,  which  is  critical  to  us  in  Massachusetts 
right  now.  So  I  have  to  beg  your  indulgence. 

I  would  like  to  just  say  tnat  I  think  this  is  an  issue,  Mr.  Chair- 
man, that  you  have  wrestled  with  and  we  have  wrestled  with  since 
I  came  here  to  the  Senate.  We  have  gone  through  a  series  of  pos- 
tures with  respect  to  it,  always  with  a  significant  tension  between 
Departments.  There  has  never  been  a  clarity  or  full  measure  of 
agreement  between  Commerce,  State,  Defense,  and  so  forth,  and 
that  tension  has  created  its  own  set  of  problems. 

But  I  think  all  of  us  are  coming  to  understand  that  as  you  travel 
the  world  today,  it  seems  we  always  pay  lip  service  to  the  dif- 
ferences in  the  marketplace  and  herald  them,  but  we  don't  seem  to 
adjust  our  public  policy  to  them  adequately. 
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I  have  just  come  back  from  the  Far  East,  from  China  and  Thai- 
land and  Indonesia  and  Vietnam,  and  you  see  most  of  our  gear  on 
the  streets  of  many  of  these  countries,  which  we  are  prohibited  to 
trade  with  but  allies,  so-called  friends  of  ours,  do  not  hesitate  to 
trade  with  them,  and  a  lot  of  our  equipment  finds  its  way  into 
these  countries  notwithstanding  our  own  unilateral  positions. 

As  CoCom  now  departs  and  we  create  a  new  order  here,  I  think 
it  is  really  critical  for  us  to  be  coming  together  with  an  understand- 
ing of  what  we  have  to  lose  and  how  important  some  of  these  op- 
portunities are.  It  is  one  thing  to  take  unilateral  actions  when  you 
have  got  4  percent  unemployment,  it  is  another  when  it  is  higher, 
and  it  is  still  another  when  the  entire  industrial  world  is  witness- 
ing the  kind  of  transition  that  it  is  in  the  workplace.  And  I  think 
that  more  and  more  every  step  we  take  to  maximize  our  ability  to 
penetrate  markets  is  critical  to  the  long-term  national  security  of 
our  own  Nation  and  to  the  influence  that  we  will  bring  to  bear  on 
all  of  these  other  countries. 

I  think  this  is  a  very  important  hearing,  and  I  regret  enormously 
I  cannot  be  here  through  the  whole  part  of  it.  I  am  going  to  try 
to  come  back. 

I  am  delighted  in  that  what  we  have  in  front  of  us  here  is 
unique.  In  all  the  time  that  I  have  been  here,  we  have  never  had 
every  one  of  these  Departments  represented  at  this  table  at  the 
same  time,  essentially  in  agreement  on  the  direction  that  we  are 
taking.  So  I  salute  the  Administration  for  its  understanding  and 
commitment  to  moving  forward  in  this  realm.  I  think  the  West 
Coast,  Patty  Murray  is  here,  and  Florida,  certainly  Massachusetts 
and  California  have  enormous  interests,  as  increasingly  other 
States  do  in  seeing  us  have  a  much  more  responsible  regimen.  And 
frankly,  to  be  much  more  aggressive  in  getting  our  exports  out 
there  and  in  recognizing  the  reality  of  what  is  happening  techno- 
logically in  the  rest  of  the  marketplace  with  the  reset  of  our  com- 
petitors. 

So  I  congratulate  you,  Mr.  Chairman.  This  is  a  very  important 
initiative,  and  I  look  forward  to  working  with  you. 

Senator  Sasser.  Well,  thank  you,  Senator  Kerry. 

Mr.  Carter,  we  will  start  with  you,  and  then  proceed  from  your 
left  right  across  the  table,  Ms.  Davis,  and  then  on  down  the  line. 

Why  don't  you  begin,  Mr.  Carter,  and  we  will  be  pleased  to  hear 
your  statement  or  comments. 

STATEMENT  OF  BARRY  E.  CARTER,  ACTING  UNDER  SEC- 
RETARY FOR  EXPORT  ADMINISTRATION,  BUREAU  OF  EX- 
PORT ADMINISTRATION,  DEPARTMENT  OF  COMMERCE, 
WASHINGTON,  DC 

Mr.  Carter.  Thank  you,  Mr.  Chairman,  Senators,  ladies  and 
gentlemen.  I  would  like  to  thank  you  for  the  opportunity  to  be  here 
to  testify  on  the  proposed  new  Export  Administration  Act.  To  allow 
more  time  for  responding  to  your  questions,  I  would  like  to  limit 
my  introductory  comments  about  the  statute  to  about  7  minutes 
and  ask  that  my  longer,  prepared  testimony  be  made  part  of  the 
record. 
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Senator  Sasser.  It  will  be  put  in  the  record  in  its  totality,  and 
I  commend  you  for  limiting  your  testimony  to  7  minutes  this  after- 
noon. 

Mr.  Carter.  I  will  see  if  I  can  live  up  to  that  deadline. 

The  Administration  proposal  for  the  new  Export  Administration 
Act  contains  the  most  comprehensive  changes  in  the  law  in,  at 
least,  15  years.  The  Act  is  important  to  the  President's  efforts  both 
to  expand  legitimate  trade  and  to  control  dual-use  items  for  rea- 
sons of  national  security,  nonproliferation,  foreign  policy,  and  short 
supply. 

Combatting  proliferation  is  fundamental  to  President  Clinton. 
The  President  announced  his  Administration's  nonproliferation  pol- 
icy last  September  at  the  United  Nations.  This  proposal  also  helps 
advance  the  President's  ambitious  agenda  to  combat  terrorism,  ad- 
dress human  rights  abuses,  and  foster  regional  stability. 

President  Clinton  has  also  made  clear  that  U.S.  national  security 
includes  economic  security.  The  national  export  strategy,  which 
was  announced  by  Secretary  Brown  last  September,  has  as  one  of 
its  objectives  the  elimination  of  obsolete  and  inefficient  export  con- 
trols that  burden  U.S.  business,  resulting  in  lost  export  sales  and 
lost  jobs.  Eliminating  and  streamlining  obsolete  and  inefficient  con- 
trols is  an  ongoing  process. 

Today,  the  Administration  announced  in  the  Federal  Register  the 
decontrol  of  export  of  computers  to  most  Western  destinations  up 
to  1,000  mtops — millions  of  theoretical  operations  per  second.  In 
English  this  means  that  we  are  allowing  the  sales  of  computers 
that  include  some  of  the  more  recent  and  common  office  work-sta- 
tions to  most  Western  destinations. 

For  those  countries  where  we  have  nuclear  proliferation  con- 
cerns, the  level  will  be  held  to  500  mtops.  Except  to  a  few  embar- 
goed or  pariah  nations,  computers  up  to  260  mtops  will  be  allowed 
to  formally  CoCom-proscribed  countries,  such  as  Russia  and  China. 
These  numbers  are  a  substantial  increase  from  the  level  of  12.5 
mtops,  essentially  an  Apple  Mcintosh  computer,  which  existed 
until  last  September.  The  new  regulation  will  also  increase  the  def- 
inition of  a  supercomputer  from  195  to  1,500  mtops. 

But  let's  turn  to  the  proposed  new  Act.  With  the  Cold  War  ended, 
the  Act  needs  to  be  refocused  on  the  security  threats  that  we  will 
face  into  the  next  century,  including  the  proliferation  of  weapons 
of  mass  destruction  and  the  challenges  facing  our  economic  secu- 
rity. To  that  end,  the  Administration  has  pursued  seven  objectives 
in  the  development  of  a  new  Export  Administration  Act.  I  would 
like  to  go  through  each  of  those  seven  briefly  and  point  out  the  key 
provisions  in  the  statute. 

The  first  objective  is  to  encourage  more-effective  multilateral  re- 
gimes, the  first  item  on  the  chart.  The  new  legislation  contains  a 
clear  preference  for  multilateral  export  controls  and  supports 
strengthening  the  multilateral  regimes.  We  do  this  by  establishing 
standards  of  effectiveness  and  by  clearly  delineating  our  policy  to 
promote  the  multilateral  regimes. 

The  proposal  also  eliminates  the  current  separation  between  na- 
tional security  and  foreign-policy  controls.  Instead,  the  distinction 
would  be  between  multilateral  and  unilateral  controls.  Multilateral 
controls  recognize  the  evolving  nonproliferation  regimes,  while  uni- 
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lateral  controls  may  sometimes  be  needed  to  further  our 
antiterrorism,  human  rights,  and  regional  stability  objectives. 

Our  second  objective,  on  the  chart,  is  to  increase  discipline  on 
unilateral  controls  and,  even  more  broadly,  to  support  economic  se- 
curity. The  Administration  recognizes  that  economic  issues  should 
be  weighed  when  export  controls  are  imposed  or  extended.  To  begin 
with,  we  propose  to  maintain  current  provisions  of  the  present  stat- 
ute that  place  reasonable  limits  on  export  controls,  such  as  the 
present  provisions  regarding  contract  sanctity. 

The  proposal  also  imposes  substantial  new  discipline  on  unilat- 
eral controls.  An  effectiveness  test  is  required  upon  the  annual  ex- 
piration of  controls.  Controls  would  not  be  renewed  that  are  not 
likely  to  continue  either  making  substantial  progress  toward  or 
achieving  the  purpose  of  changing,  modifying,  or  constraining  the 
undesirable  conduct  of  the  target  country.  In  other  words,  these 
should  be  progress  toward  changing  conduct  or  denying  exports 
that  significantly  and  directly  contribute  to  proliferation,  terrorism, 
human  rights  abuses,  or  regional  stability.  So,  something  should 
modify  conduct  or  deny  exports  to  these  countries. 

The  third  objective  we  have  is  to  improve  our  ability  to  prevent 
proliferation.  The  proposal  designates  nonproliferation  as  a  distinct 
basis  for  controls  and  encourages  other  nations  to  develop  the  same 
objective.  It  also  reinforces  our  nonproliferation  commitment  by 
harmonizing  and  strengthening  our  present  sanctions  laws.  I  will 
come  back  to  that. 

Our  fourth  objective  is  to  simplify  and  streamline  the  export  con- 
trol system.  The  proposal  sets  time  frames  for  licensing  decisions 
and  imposes  strict  deadlines  on  Commerce  and  on  other  agencies 

Earticipating  in  the  decisionmaking  process — such  as  the  agencies 
ere.  It  insures  that  the  process  will  "default  to  decision."  By  that 
we  mean  that  agencies  not  responding  within  their  deadline  are 
deemed  to  concur  with  the  proposed  decision.  Either  put  up,  or  you 
lose  your  chance.  Dissenting  agencies  must  take  the  initiative  to 
escalate  cases  at  the  assistant  secretary  level  or  above. 

The  entire  process  will  have  an  upper  limit  of  no  more — no 
more — than  90  total  days  to  the  President's  desk,  and  we  look  for- 
ward to  working  with  this  Committee  to  try  to  reduce  that  time  pe- 
riod further.  No  longer  will  export  licensing  decisions  be  permitted 
to  languish  from  inattention.  Moreover,  almost  all  licensing  deci- 
sions will  be  made  much  more  quickly  than  that.  Very  few  are  ac- 
tually appealed  the  full  length  of  the  process. 

The  proposal  also  prohibits  the  inclusion  of  goods  on  both  the 
Commerce  control  list  and  on  the  State  Department's  munitions 
list.  A  dispute  resolution  procedure  is  set  up,  with  State  Depart- 
ment in  the  lead,  but  with  defined  roles  for  Commerce  and  other 
agencies. 

Our  fifth  objective:  Let's  increase  transparency  in  the  process. 
The  proposal  contains  new  and  broader  rights  of  petition  for  the  ex- 
porting community  to  seek  the  elimination  of  export  control  re- 
quirements when  it  can  be  demonstrated  that  they  have  an  unfair 
impact  on  U.S.  companies.  This  is  a  broader  concept,  I  want  to  em- 
phasize, than  the  present  single  standard  of  foreign  availability.  In- 
stead, we  are  offering  three  alternative  standards:  One,  there  is 
foreign  availability  of  items  now  or  of  items  expected  to  become 
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available  in  the  foreseeable  future.   So  it  is  the  present  foreign 
availability  standard  with  a  forward-looking  element. 

Second,  there  are  differences  in  the  controls  imposed  by  the  Unit- 
ed States  versus  those  of  other  governments  that  place  the  U.S.  pe- 
titioner at  an  unfair  competitive  disadvantage. 

Third,  the  controls  are  ineffective  due  to  their  wide  availability 
in  the  United  States  and  elsewhere  and  the  inability  of  our  Govern- 
ment to  enforce  the  controls  effectively. 

This  three-part  proposal  of  unfair  impact  provides  a  clear  process 
and  time  frames  for  determining  whether  relief  is  appropriate  and 
ensures  a  default  to  decision  if  no  determination  is  made  within  5 
months. 

To  further  transparency  even  beyond  this,  the  proposal  requires 
the  publication  of  certain  aspects  of  multilateral  regimes  so  that 
exporters  know  about  them,  the  clear  identification  of  all  unilateral 
controls,  and  the  publication  of  the  names  of  denied  or  sanctioned 
parties. 

That  brings  us  to  our  sixth  objective,  harmonizing  the  sanctions 
law.  The  current  sanctions  law  is  inconsistent  and  it  is  difficult  for 
the  business  community  and  for  other  countries  to  understand.  The 
Administration  proposal  creates  common  standards,  procedures, 
and  waivers  for  the  current  patchwork  of  sanctions  authorities  for 
missiles  and  for  chemical  and  biological  weapons. 

In  addition,  Presidential  discretion  is  enhanced  to  permit  a  more 
sophisticated  approach  in  complicated  cases. 

Beyond  that,  various  sanction  provisions  are  strengthened.  For 
example,  the  proposal  requires  a  mandatory  targeted  import  ban 
on  missile  proliferators.  As  a  result  of  these  measures,  the  use  of 
sanctions  will  more  effectively  achieve  our  national  security  and 
nonproliferation  objectives. 

That  brings  me  to  our  seventh  objective,  to  strengthen  enforce- 
ment. The  proposal  strengthens  the  enforcement  of  export  control 
laws.  The  Administration  began  this  process  when  the  U.S.  Cus- 
toms Service  and  Commerce  concluded  last  summer  a  Memoran- 
dum of  Understanding.  It  provides  for  a  full  exchange  of  licensing 
and  investigative  information  and  provides  for  close  cooperation  on 
joint  investigations.  The  proposal  builds  on  this  by  increasing  pen- 
alties and  giving  greater  authority  for  undercover  operations,  for- 
feitures, inspections,  searches,  seizures,  and  the  issuance  of  denial 
orders. 

In  brief,  these  are  some  of  the  highlights  of  the  most  comprehen- 
sive changes  proposed  in  the  Export  Administration  Act  in,  at 
least,  15  years. 

One  other  section  of  the  proposal  needs  mentioning,  the 
antiboycott  provisions.  Although  there  has  been  some  movement 
with  respect  to  the  Arab  boycott  of  Israel  in  recent  weeks,  the  Ad- 
ministration supports  the  full  retention  of  the  current  antiboycott 
provisions  of  the  Export  Administration  Act. 

The  Subcommittee  has  also  asked  us  to  address  CoCom.  On 
CoCom,  I  have  made  a  number  of  comments  in  my  prepared  testi- 
mony, but  to  shorten  my  presentation  today  let  me  defer  on  CoCom 
to  Under  Secretary  of  State,  Lynn  Davis. 

In  conclusion,  we  believe  the  Administration  has  struck  a  good 
balance  in  this  proposal,  between  nonproliferation  goals  on  the  one 
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hand  and  the  promotion  of  U.S.  economic  security  on  the  other. 
This  Administration,  however,  looks  forward  to  continuing  to  work 
closely  and  cooperatively  with  your  Committee,  with  the  business 
community,  and  with  others.  We  do  not  have  a  monopoly  on  good 
ideas.  We  believe,  we  have  already  come  a  long  way.  Now,  we  can 
proceed  together  to  develop  a  new  Act  that  helps  stop  proliferation 
and  advances  the  President's  commitment  to  reform  and  liberalize 
export  controls. 

Thank  you  again  for  the  opportunity  to  appear  before  you.  I  am 
happy  to  respond,  as  you  wish,  to  questions. 

Senator  Sasser.  Thank  you,  Mr.  Carter. 

Before  proceeding  to  Secretary  Davis,  we  have  been  joined  by  the 
former  Chairman  of  the  Subcommittee,  Senator  Sarbanes,  and  let 
me  turn  to  him  now  for  any  statement  that  he  might  wish  to  make. 

OPENING  STATEMENT  OF  SENATOR  PAUL  S.  SARBANES 

Senator  Sarbanes.  Well,  thank  you  very  much,  Mr.  Chairman. 
I  will  be  very  brief. 

I  am  pleased  to  welcome  this  distinguished  panel  of  administra- 
tive representatives  to  testify  on  the  reauthorization  of  the  Export 
Administration  Act. 

As  you  have  indicated,  I  chaired  this  Subcommittee  in  previous 
Congresses  and,  therefore,  had  to  wrestle  with  this  problem,  and 
I  appreciate  the  difficulty  and  the  complexity  of  the  national  secu- 
rity and  trade  issues  raised  by  our  system  of  export  controls.  I  have 
to  say,  Mr.  Chairman,  I  take  some  comfort  from  the  fact  that  this 
important  area  of  public  policy  is  now  in  your  hands. 

Obviously,  this  is  a  difficult  and  uncertain  time  in  which  to  be 
considering  reauthorization  of  the  Export  Administration  Act.  The 
export  control  regime  established  by  Western  governments  and 
Japan  after  World  War  II,  CoCom,  was  focused  on  the  strategic 
threat  posed  by  the  former  Soviet  Union.  Its  principal  mission  was 
to  control  exports  to  the  former  Soviet  Union  of  dual-use  tech- 
nologies which  could  enhance  military  capabilities. 

I  think  for  all  its  imperfections,  in  retrospect  CoCom  stands  as 
an  important  tool  in  restraining  the  former  Soviet  Union's  military 
development.  But,  obviously,  the  implosion  of  the  former  Soviet 
Union  requires  a  reassessment  of  what  kind  of  multilateral  regime 
is  needed.  As  I  understand  it,  CoCom  will  go  out  of  existence  on 
April  1,  1994.  Negotiations  are  under  way  to  establish  a  successor 
organization  to  focus  on  controlling  both  dual-use  technologies  and 
conventional  arms  to  countries  which  present  proliferation  threat. 

Apparently,  it  is  not  yet  clear  what  the  authority  of  this  new  or- 
ganization will  be  or  how  it  will  function,  and  so  this  is,  I  think, 
a  particularly  critical  time  to  be  considering  the  reauthorization  of 
the  Export  Administration  Act.  I  think  on  the  one  hand  we  want 
to  be  sensitive  to  the  needs  of  our  exporters  so  they  are  not  placed 
at  a  competitive  disadvantage  as  we  shift  from  one  system  of  multi- 
lateral controls  to  another.  At  the  same  time,  of  course,  we  need 
to  guard  against  the  widespread  proliferation  of  dual-use  tech- 
nologies and  conventional  arms  to  irresponsible  countries. 

I  mean  the  dynamics  have  changed  somewhat,  and  I  think  the 
weights  are  somewhat  different  than  they  were,  but  there  is  still 
the  need  to  try  to  strike  this  balance  because  we  still  confront 
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rogue  countries  and  the  dangers  that  they  would  pose  if  they 
gained  access  to  technology  that  serves  a  dual-use  purpose  but 
could  be  put  to  bad  use.  I  mean  Iraq  is  a  perfect  example  of  that, 
of  course. 

I  want  to  give  credit  to  the  Administration  for  apparently  finally 
reaching  an  interagency  consensus  on  the  redraft  of  the  Export  Ad- 
ministration Act,  and  I  look  forward  to  the  opportunity  to  review 
this  proposed  legislation. 

Mr.  Chairman,  I  may  not  be  able  to  stay  for  all  of  the  hearing, 
but  I  am  pleased  to  be  with  you,  and  I  look  forward  to  working 
with  you  as  we  try  to  evolve  this  piece  of  legislation. 

Senator  Sasser.  Well,  thank  you  very  much,  Senator  Sarbanes. 
I  am  confident  you  will  have  a  number  of  constructive  suggestions 
as  we  move  through  this  legislation. 

Senator  D'Amato,  do  you  have  any  comments  to  make  at  this 
time? 

OPENING  COMMENTS  OF  SENATOR  ALFONSE  M.  D'AMATO 

Senator  D'Amato.  Yes,  I  do,  Mr.  Chairman.  Thank  you. 

Mr.  Chairman,  this  is  a  vitally  important  hearing,  and  I  have  ex- 
pressed my  concern  about  these  issues  on  more  than  one  occasion. 
Indeed,  on  December  16,  1993,  I  wrote  to  the  President  expressing 
my  deep  concern  about  the  end  of  CoCom.  I  stated  to  him,  and  I 
quote: 

I  think  that  we  have  reached  a  critical  moment  for  our  Nation's  ability  to  conduct 
an  international  regime  to  deal  with  threats  of  proliferation  and  terrorism  in  the 
1990's.  On  March  31,  1994,  CoCom  will  expire,  leaving  the  world  with  no  clear 
international  multilateral  export  control  regime.  I  believe  that  this  will  endanger 
our  national  security. 

Then  again,  on  January  10,  1994,  I  along  with  a  number  of  my 
colleagues  again  wrote  to  the  President  on  the  same  issue.  After 
endless  delays,  I  received  a  response  from  the  President  which  did 
not  answer  the  tough  questions  but  stated  that  he  would  have  the 
State  Department  respond  to  me  in  detail. 

While  the  President  committed  to  continue  to  pursue,  and  I 
quote: 

An  effective  multilateral  regimen  that  includes  prior  information  exchanges 
among  members,  we  needed  to  insure  that  sensitive  goods  can  be  prevented  from 
reaching  dangerous  destinations. 

That  is  close  quote,  from  the  President. 

I  remain  immediately  concerned  about  the  specific  progress  that 
has  or  has  not  been  achieved  in  obtaining  commitments  from  our 
allies  to  establish  an  effective  international  multilateral  control 
regimen  by  March  31,  1994.  As  stated  in  my  letter  of  January  10, 
it  was  my  understanding  that  the  core  of  trie  U.S.  proposal  for  a 
successor  regime  to  CoCom  is  that  supplier  nations  agree  on  a  list 
of  military  critical  products  and  technologies  that  would  be  denied 
to  a  handful  of  rogue  regimes. 

It  is  also  my  understanding  that  some  of  our  allies  oppose  this 
principle  and  instead  propose  that  such  controls  be  left  to  "national 
discretion,"  effectively  replacing  multilateral  export  controls  with  a 
loose  collection  of  unilateral  export  control  policies.  This  approach 
would  obviously  be  adverse  to  the  United  States  security  and  eco- 
nomic interest. 
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With  CoCom  gone  and  no  comprehensive  multilateral  controls  in 
places  like  Iran,  Iraq,  North  Korea,  Libya,  and  other  rogue  re- 
gimes, they  are  going  to  be  accumulating  technology  to  build  weap- 
ons of  mass  destruction  with  increased  speed  and  greater  quality. 

Are  we  going  to  allow  another  nation  to  grow  into  a  monster  like 
Iraq,  and  are  we  prepared  to  deal  with  this  eventuality?  Are  we 
prepared  to  deal  with  the  eventuality  of  a  nation  like  Iraq  or  Iran 
having  the  delivery  systems  as  well  as  the  kind  of  weapons  systems 
of  mass  destruction?  I  continue  to  wait  for  a  detailed  answer  from 
the  President.  The  clock  is  ticking.  Within  the  next  month,  the 
President  needs  to  achieve  a  clearly  defined  and  enforceable  agree- 
ment with  allies  of  the  United  States  which  establishes  a  multilat- 
eral export  control  system  for  the  proliferation  of  the  products  and 
technologies  that  would  jeopardize  the  national  security  and  peace 
and  well-being  of  this  country. 

The  President  should  persuade  allies  of  the  United  States  to  pro- 
mote mutual  security  interests  by  preventing  rogue  regimes  from 
obtaining  materially  critical  products  and  technologies.  Our  diplo- 
macy must  be  better.  We  must  make  our  allies  understand  that 
there  are  still  many  threats  out  there. 

While  the  Administration  talks  about  nonproliferation,  it  seems 
to  be  allowing  proliferation.  You  do  not  have  to  look  any  further 
than  North  Korea  and  Iran  to  see  that  without  such  an  agreement, 
the  President  risks  the  national  security  interests  of  the  United 
States  and  subjects  the  U.S.  export  community  to  inevitable  unilat- 
eral export  controls,  putting  them  at  a  competitive  worldwide  dis- 
advantage. 

The  Administration  must  not  repeat  the  mistakes  of  its  recent 
past  in  allowing  other  nations  to  decide  what  is  best  for  the  United 
States.  If  we  allow  this  to  happen  again,  we  will  place  our  Nation 
and  people  at  risk.  This  is  a  very  difficult,  complex  question,  Mr. 
Chairman.  I  understand  that.  But  there  is  no  sense  kidding  our- 
selves and  making  believe  that  it  doesn't  exist.  And  we,  in  my  opin- 
ion, are  not  prepared  to  deal  with  this  situation,  and  not  enough 
attention  has  been  paid  to  it. 

Senator  Sasser.  Thank  you. 

The  Chairman  of  the  Full  Committee,  Senator  Riegle,  wanted  to 
be  with  us  at  this  hearing  today  but  is  unable  to  attend  and  has 
asked  that  his  statement  be  included  in  the  record  as  if  read,  and 
it  will  be  included,  without  objection. 

Secretary  Davis,  you  have  been  very  patient.  We  will  turn  to  you 
now  for  your  testimony. 

STATEMENT  OF  DR.  LYNN  E.  DAVIS,  UNDER  SECRETARY  FOR 
INTERNATIONAL  SECURITY  AFFAIRS,  DEPARTMENT  OF 
STATE,  WASHINGTON,  DC 

Dr.  Davis.  Thank  you  very  much,  Mr.  Chairman.  I  am  very 
pleased  to  be  here  before  your  Subcommittee  and  to  join  my  col- 
leagues in  introducing  to  you  the  Administration's  proposed  Export 
Administration  Act. 

In  my  written  statement,  which  I  would  like  you  to  put  into  the 
record,  I  present  the  elements  of  an  overall  approach  whereby  we 
strike  a  balance  in  our  goals  to  promote  the  economic  security  of 
Americans  and  our  nonproliferation  goals.  You  will  hear  us  all 
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speaking  to  how  it  is  in  this  bill  that  we  are  proposing  and  have 
sought  to  strike  that  balance. 

Let  me  then  not  dwell  on  all  the  elements  of  the  approach  that 
I  lay  out  in  my  written  statement  but  turn  to  the  issue  of  a  succes- 
sor regime  to  CoCom.  Almost  all  of  you  have  raised  that  issue,  and 
I  know  that  it  is  a  critical  issue  on  your  minds,  and  you  may  be 
wondering  not  only  what  it  is  that  we  are  seeking  but  also  how  we 
are  doing.  So  let  me  take  these  few  moments  to  outline  to  you  our 
goals  and  to  provide  at  least  an  initial  response,  Senator  Mack, 
Senator  D'Amato,  to  some  of  your  questions,  and  then  we  will  look 
forward  very  much  to  spelling  out  in  any  more  detail  that  you 
would  wish  what  it  is  that  we  are  seeking  and  where  we  are  at  the 
present  time  in  these  negotiations. 

The  end  of  the  Cold  War  and  the  disintegration  of  the  Soviet 
Union  led  ourselves  and  our  allies  to  the  view  that  the  CoCom  ar- 
rangement had  outlived  its  strategic  rationale.  We  concluded  that 
it  could  not  be  sustained  in  the  context  of  our  policy  of  working  to 
bring  about  a  stable  and  democratic  Russia  and  to  further  Russia's 
incorporation  into  the  international  community. 

That  said,  rather  than  sweeping  away  the  CoCom  arrangement, 
we  decided  there  were  very  good  reasons  for  an  orderly  transition 
in  which  the  arrangement  would  be  closed  down  with  care  and  a 
new  regime  established  to  respond  to  the  new  security  threats. 

High  on  our  list  of  concerns  was  the  need  to  insure  stability  in 
the  Middle  East  and  South  Asia,  to  deter  destabilizing  buildups  of 
conventional  weapons  and  other  sensitive  technologies,  and  to  pre- 
vent the  acquisition  of  such  items  by  dangerous  states  such  as  Iraq. 

So  we  approached  our  allies  in  mid- 1993  with  a  proposal  to  cre- 
ate a  new,  more  broadly  based  mechanism  with  a  security  rationale 
tailored  to  the  post-Cold  War  world.  We  outlined  multiple  objec- 
tives in  our  proposal,  and  let  me  go  through  each  of  these  briefly: 
To  deal  firmly  and  creatively  with  dangerous  states,  specifically 
Iran,  Iraq,  North  Korea,  and  Libya.  Let  me  also  add  that,  in  to- 
day's world  and  even  with  CoCom,  there  is  no  multilateral  regime 
that  deals  firmly  and  directly  with  the  trade  in  strategic  arms  and 
sensitive  technologies  to  these  four  states. 

So,  with  the  phasing  out  of  CoCom  itself,  rather  than  just  per- 
mitting that  to  go  away,  a  regime  tailored  to  the  Old  World,  a  re- 
gime that  was  built  on  an  East-West  confrontation,  we  sought  to 
put  in  place  a  new  multilateral  arrangement  that  would  deal,  as 
you  said,  with  the  new  security  threats  and  particularly  those 
posed  by  these  four  countries. 

At  the  same  time,  to  further  the  process  of  engaging  Russia  and 
other  newly  independent  states  in  the  establishment  of  an  effective 
export  control  system  and  in  combating  the  global  proliferation  of 
weapons  and  sensitive  dual-use  technologies,  a  regime  responsive 
to  the  new  security  threats  needs  to  bring  into  that  regime  our 
former  adversaries  and  to  incorporate  them  into  our  overall  goals 
for  the  New  World. 

Finally,  to  close  gaps  in  the  nonproliferation  regimes  and  for  the 
first  time  to  control  conventional  arms  and  sensitive  dual-use  sales 
on  a  multilateral  basis  to  regions  of  instability,  like  the  Middle 
East  and  South  Asia;  and  to  remove  disadvantages  placed  on  U.S. 
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exporters  by  the  lack  of  adequate  multilateral  coordination  on  sen- 
sitive transfers  to  terrorist  states  and  in  response  to  other  threats. 

Those  were  our  goals,  and  in  November  1993,  the  seventeen 
CoCom  governments  agreed  on  a  set  of  political  principles  that  en- 
dorsed the  broad  outlines  of  our  proposal  and  on  a  work  program 
for  phasing  out  CoCom  and  inaugurating  this  new  arrangement. 
The  timetable  is  to  achieve  both  by  the  end  of  March  1994. 

Despite  what  I  believe  has  been  substantial  progress,  there  are 
a  number  of  outstanding  issues  in  our  negotiations,  and  let  me 
briefly  raise  these  and  then  suggest  the  next  steps. 

First,  how  far  will  our  European  allies  and  Russia  go  in  joining 
with  us  to  keep  dangerous  technologies  away  from  dangerous 
states?  Most  of  our  allies  agree  that  we  need  to  have  a  policy  of 
denying  the  most  sensitive  arms  and  dual-use  technologies  to  Iran, 
Iraq,  North  Korea,  and  Libya.  So,  we  have  considerable  agreement 
on  that  particular  goal,  but  not  complete  agreement  at  this  point. 

Second,  will  the  new  regime  have  real  teeth,  particularly  when 
it  comes  to  conventional  weapons?  We  have  proposed  a  regime 
which  involves  a  serious  information  exchange  and  scope  for  con- 
sultation and  concerted  action  where  the  risks  are  acute. 

Third,  there  is  also  the  issue  of  Russia's  attitude  toward  the  obli- 
gations entailed  by  membership  in  this  new  arrangement;  in  par- 
ticular, its  commitment  to  responsible  export  control  policies,  a 
question  we  are  continuing  to  discuss  carefully  arid  in  detail  with 
Russian  authorities. 

With  regard  to  these  outstanding  issues,  we  will  continue  to 
press  vigorously  and  with  an  urgency  to  complete  these  negotia- 
tions by  the  end  of  March  1994.  We  seek  a  credible  regime  that  will 
advance  our  mutual  security  interests. 

But  let  me  also  be  clear,  we  are  prepared  to  take  the  time  nec- 
essary to  put  in  place  a  serious  regime.  We  are  not  going  to  allow 
the  deadline  of  the  end  of  March  to  push  us  into  a  regime  that 
would  not  seriously  address  the  issues  that  you  have  raised. 

At  the  same  time  with  the  phasing  out  of  CoCom,  we  will  be  put- 
ting in  place  guidance  for  American  exporters  concerning  areas 
where  there  will  be  liberalized  treatment  and  those  areas  which, 
because  of  their  military  sensitivity,  will  continue  to  be  subject  to 
careful  national  control. 

As  part  of  the  phasing  out  of  CoCom,  we  are  also  negotiating 
common  understandings  with  our  partners  about  those  sensitive 
areas  which  should  continue  to  be  treated  with  extreme  vigilance: 
So  that  the  phasing  out  of  CoCom  is  not  a  phasing  out  of  the  har- 
monization of  controls  among  our  allies  with  respect  to  trade  in 
sensitive  items. 

Mr.  Chairman,  I  must  be  honest  with  you,  moving  on  to  the 
other  issues  in  our  proposed  legislation,  that  none  of  these  efforts 
are  easy  ones.  You  have  all  said  how  pleased  you  are  that  we  come 
united  in  this  proposal.  I  think  we  have  accomplished  that  over  the 
past  few  months.  What  we  seek  together  in  this  proposal  is  a 
strong  and  sustained  U.S.  leadership  in  bringing  about  the  kinds 
of  changes  necessary  to  safeguard  our  security  interests  in  the 
1990's  and  to  do  that  consistent  with  promoting  American  economic 
security. 
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We  very  much,  as  Under  Secretary  Carter  has  said,  wish  to  work 
with  this  Committee  and  to  find  an  export  control  system  that  has 
the  flexibility  needed  to  deal  with  the  new  serious  nonproliferation 
and  foreign  policy  threats  we  face  while  supporting  legitimate  ex- 
ports. 

Thank  you  very  much. 

Senator  Sasser.  Thank  you,  Secretary  Davis. 

We  will  turn  now  to  Secretary  Wisner. 

STATEMENT  OF  FRANK  G.  WISNER,  UNDER  SECRETARY  FOR 
POLICY,  DEPARTMENT  OF  DEFENSE,  WASHINGTON,  DC 

Mr.  Wisner.  Senator,  thank  you  also  for  permitting  me  to  appear 
today  on  behalf  of  the  Department  of  Defense  before  your  Sub- 
committee. And  like  my  predecessors  and  colleagues,  I  would  ap- 
preciate it  if  you  would  give  me  permission  to  submit  for  the  record 
my  formal  testimony  and  give  you  a  brief  oral  summation  of  the 
main  points  of  particular  interest  to  the  Department  of  Defense. 

Senator  Sasser.  Your  formal  testimony  will  be  included  in  the 
record. 

Mr.  Wisner.  Thank  you,  Senator. 

As  Undersecretary  Carter  said  earlier,  the  most  important  point 
to  keep  in  mind  as  one  looks  at  the  Export  Control  Act  is  that  it 
is  part  of  a  concerted  Administration-wide  set  of  policies  aimed  at 
dealing  with  the  problem  of  proliferation.  The  President  is  deter- 
mined to  promote  a  nonproliferation  policy  and  to  use  the  full 
range  of  instruments  available  to  him.  And  I  think  you  have  seen, 
sir,  across  the  board  a  vigorous  pursuit  of  international  regimes, 
the  NPT,  CWC,  the  Biological  Weapons  Convention,  the  missile 
technology  control  regimes,  as  all  examples  of  how  we  are  pressing 
on  the  broadest  global  scale  to  deal  with  the  problem  of  prolifera- 
tion. 

Within  the  Department  of  Defense  we  have  adopted  a  counter- 
proliferation  strategy  that  puts  money  and  ideas  behind  new  tech- 
nologies, again  to  expand  our  intelligence  collection  systems,  and 
set  military  planning  to  the  tasks  of  counter-proliferation.  And  in- 
deed, we  have  just  come  away  from  launching  a  new  initiative  in 
NATO  with  this  objective  in  mind. 

I  state  these  points  because  it  is  very  much  in  our  view,  export 
controls  are  a  critical  piece  of  the  overall  puzzle.  They  provide  sup- 
port and  a  key  service.  Export  controls  slow  the  development  of 
weapons  of  mass  destruction.  They  raise  the  costs  of  proliferation, 
and,  therefore,  they  are  very  much  worth  seeking.  And  the  only 
way  we  believe  they  can  be  sought  in  a  responsible  and  sustained 
manner,  the  most  effective  manner,  is  to  do  so  on  an  international 
basis,  the  very  points  that  Under  Secretary  Davis  has  just  de- 
scribed. 

There  are  other  ways  we  need  to  move  internationally,  as  recent 
efforts  with  UNSCOM  inside  of  Iraq  has  demonstrated,  if  you  have 
to  deal  with  a  serious  proliferator,  you  need  an  international  cover- 
ing agency  in  order  to  be  able  to  get  at  the  problem. 

Our  efforts  in  the  Department  of  Defense,  indeed,  don't  stop 
there.  We  believe  very  much  in  export  controls  not  only  as  a  matter 
of  unilateral  significance  to  the  United  States  but  worth  replicating 
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elsewhere  around  the  world,  and  particularly  in  the  new  nations 
that  are  emerging  from  the  former  Soviet  Union. 

Under  the  funds  voted  to  the  Department  of  Defense  by  the  ini- 
tiative originally  launched  by  Senators  Nunn  and  Lugar,  we  are 
setting  aside  funds  for  the  elaboration  of  export  control  systems  to 
help  the  new  nations,  the  successor  states  of  the  former  Soviet 
Union,  to  lay  out  export  control  systems. 

We  will,  as  the  Department  of  Defense  in  joining  our  colleagues 
in  presenting  to  you  today  the  Export  Administration  Act,  play  a 
vigorous  role  in  the  time  ahead.  We  are  equipped  to  do  so.  We  have 
a  trained  staff  of  professionals.  The  Services  are  fully  aligned  with 
us  in  being  able  to  process  the  applications  that  we  receive  that  are 
important  to  national  security. 

We  are  prepared  to  work  on  a  restricted  basis  and  at  high  speed, 
to  identify  those  areas  that  are  particularly  sensitive  to  the  protec- 
tion of  the  Nation's  security  in  fields  like  high-speed  computers  and 
telecommunication,  the  machine  tools  and  composites  that  pro- 
duced Stealth.  We  have  to  be  judicious  and  careful,  and  the  Depart- 
ment of  Defense  is  prepared  to  do  so.  We  believe  unilateral  con- 
trols, in  a  word,  have  their  role  if  they  are  used  judiciously,  and 
we  will  play  our  part  in  carrying  them  out. 

You  might  ask,  Senator,  then  what  really  is  new  about  where  we 
are  coming  from?  Undersecretary  Carter  has  outlined  on  the  chart 
before  you  the  main  features  of  the  bill.  Let  me  put  it  in  a  slightly 
different  way.  What  is  new,  to  me,  is  that  we  have  decisively 
turned  the  page  on  the  priority  we  gave  export  controls  during  the 
Cold  War,  away  from  depriving  our  enemies  of  weapons  which  we 
would  have  to  face  as  a  Nation  or  an  alliance,  and  turning  our  at- 
tention instead  to  stopping  proliferation  and  getting  the  focus  redi- 
rected on  slowing  the  flow  of  dangerous  goods  and  services  to  na- 
tions and  regions  of  concern. 

The  Department  of  Defense  will  responsibly  review  those  cases 
that  we  receive.  We  will  play  a  role  in  the  lists  and  the  preparation 
of  lists  of  items  to  be  licensed.  And  we  will  play  a  vigorous  role  in 
developing  the  overall  policies.  [Basically.]  We  are  going  to  give  you 
a  streamlined,  efficient  system  that  forces  decisions  but  acts  re- 
sponsibly in  insuring  overall  national  security. 

Thank  you,  sir. 

Senator  SASSER.  Thank  you,  Mr.  Secretary. 

We  will  turn  now  to  Mr.  Wulf. 

STATEMENT  OF  NORMAN  A.  WULF,  ACTING  ASSISTANT  DIREC- 
TOR, BUREAU  OF  NONPROLIFERATION  AND  REGIONAL 
ARMS  CONTROL,  U.S.  ARMS  CONTROL  AND  DISARMAMENT 
AGENCY,  WASHINGTON,  DC 

Mr.  Wulf.  Thank  you,  Mr.  Chairman,  Members  of  the  Sub- 
committee. It  is  a  pleasure  for  me  to  appear  before  this  panel  on 
behalf  of  the  Arms  Control  and  Disarmament  Agency. 

Senator  Sasser.  Could  you  pull  your  microphone  just  a  little 
closer,  please,  Mr.  Wulf? 

Mr.  Wulf.  Certainly. 

In  connection  with  the  Administration's  submission  of  the  pro- 
posed Export  Administration  Act  of  1994.   Like  my  colleagues,  I 
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have  a  lengthy  statement  that  I  would  request  permission  to  sub- 
mit for  the  record. 

Senator  Sasser.  Without  objection,  it  will  be  included  in  the 
record. 

Mr.  Wulf.  The  Congress  will  be  considering  this  new  Export  Ad- 
ministration Act,  as  has  been  pointed  out  by  several  of  the  Mem- 
bers, in  a  time  of  change.  The  Soviet  Union  has  disappeared,  and 
with  it  the  monolithic  Communist  threat.  The  former  members  of 
the  Warsaw  pact  are  now  joining  NATO's  Partnership  for  Peace.  As 
a  consequence,  CoCom  will  end  its  operation  March  31.  The  na- 
tional security  requirements  which  shaped  all  previous  Export  Ad- 
ministration Acts  are  largely  gone.  In  their  place  are  new  chal- 
lenges in  regions  where  instability  and  confrontation  threaten 
American  interests. 

The  threat  of  proliferation  of  weapons  of  mass  destruction  and 
missile  delivery  systems  is  real  and  must  be  countered.  A  new  Ex- 
port Administration  Act  must  take  into  account  these  threats  and 
ensure  that  goods  and  technologies  sought  by  proliferators  are  not 
acquired  from  U.S.  firms.  At  the  same  time,  we  must  seek  to  en- 
sure that  American  exporters'  interests  are  also  met. 

At  the  center  of  our  nonproliferation  export  control  efforts  stand 
a  number  of  multilateral  arrangements  that  the  United  States 
helped  to  create:  The  Australia  Group  for  chemical  and  biological 
weapons;  missile  technology  control  regime;  and  the  nuclear  suppli- 
ers group. 

These  groups  of  suppliers  share  a  common  objective  of  preventing 
the  proliferation  of  weapons  of  mass  destruction  and  their  delivery 
systems.  This  Administration,  as  others,  has  worked  vigorously  to 
ensure  that  these  arrangements  are  effective,  that  their  control 
lists  are  comprehensive  and  appropriately  targeted,  and  that  com- 
mon standards  are  applied,  and  practices  are  harmonized. 

We  seek  to  accomplish  this  through  rigorous  implementation  of 
our  own  obligations  under  these  multilateral  arrangements  as  well 
as  through  information  sharing  and  intensive  diplomacy  with  other 
suppliers. 

I  might  add  in  connection  with  the  comments  that  have  been 
made  with  respect  to  Iraq  that  all  three  regimes  have  been  sub- 
stantially strengthened  since  the  revelations  following  the  Gulf 
War. 

The  Administration's  proposed  Export  Administration  Act  recog- 
nizes the  importance  of  these  multilateral  control  systems  and  will 
further  strengthen  our  efforts  in  this  regard. 

The  events  in  Iraq  have  demonstrated  that  the  Export  Adminis- 
tration Act  controls  are  now  more  important  than  ever.  Iraq  came 
close  to  developing  their  nuclear  weapons  capability  by  procuring, 
often  clandestinely,  dual-use  commodities.  If  we  want  to  stop  pro- 
liferation, we  need  the  types  of  controls  embodied  in  this  Act. 

In  short,  ACDA  believes  that  the  proposed  legislation  strikes  an 
appropriate  balance  between  our  nonproliferation  interests  and  in 
promoting  and  protecting  U.S.  economic  interests.  We  look  forward 
to  the  opportunity  to  work  with  the  Subcommittee  while  it  consid- 
ers this  important  proposal. 

Thank  you,  Mr.  Chairman. 

Senator  Sasser.  Thank  you,  Mr.  Wulf. 
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Mr.  Keliher. 

STATEMENT  OF  JOHN  G.  KELIHER,  DIRECTOR,  OFFICE  OF 
NONPROLIFERATION  AND  NATIONAL  SECURITY,  DEPART- 
MENT OF  ENERGY,  WASHINGTON,  DC 

Mr.  Keliher.  Thank  you,  Mr.  Chairman,  Members  of  the  Sub- 
committee. Thank  you  very  much  for  inviting  me  to  appear  here  on 
behalf  of  the  Department  of  Energy  on  the  reform  of  the  Export 
Administration  Act. 

Mr.  Chairman,  I  request  my  written  testimony  be  submitted  for 
the  record,  and  with  your  permission  I  will  briefly  summarize, 
hopefully  keeping  it  to  about  5  minutes. 

One  of  the  most  important  assets  the  Department  of  Energy 
brings  to  this  reform  process  is  its  scientific  and  technical  expertise 
of  its  staff  and  the  national  laboratories.  The  Department's  experi- 
ence in  nuclear  weapons  and  nuclear  fuel  cycle  activities,  I  believe, 
is  well  known  to  the  Congress,  and  for  this  reason  we  are  also  in- 
volved in  an  effort  to  insure  that  special  nuclear  materials  and 
commodities  and  technologies  necessary  to  produce  them  are  pro- 
tected. 

My  office  is  actively  involved  in  monitoring  nuclear-related  ex- 
ports and  supporting  international  safeguards  on  sensitive  nuclear 
materials  and  facilities,  in  an  effort  to  prevent  unauthorized  trans- 
fers. 

Under  the  Atomic  Energy  Act  and  the  Nuclear  Nonproliferation 
Act,  the  Secretary  of  Energy  is  responsible  for  insuring  that  any 
U.S.  assistance,  either  direct  or  indirect,  to  the  production  of  spe- 
cial nuclear  material  outside  the  United  States  will  not  be  det- 
rimental to  our  national  interest.  To  insure  compliance  with  the 
statutory  requirement,  the  Department  of  Energy  reviews  all  nu- 
clear-related dual-use  cases  that  fall  under  the  Export  Administra- 
tion Act. 

Increasingly,  nonproliferation  export  controls  will  serve  as  a  first 
line  of  defense  against  nuclear  nonproliferation  and  terrorism. 

Key  elements  of  the  reform  strategy  will  include  an  emphasis  on 
multilateral  controls,  increased  nuclear  cooperation  and  trans- 
parency, and  the  limitation  of  unilateral  U.S.  controls  of  those 
cases  significantly  impacting  the  foreign  policy  or  national  security. 

In  many  respects,  this  is  a  good  time  for  the  United  States  to  em- 
phasize multilateral  controls.  The  main  nonproliferation  export  re- 
gime, such  as  the  nuclear  suppliers  group,  and  the  Australian 
Group  as  well,  have  never  been  stronger  and  all  have  recently  up- 
dated their  lists  of  control  commodities  and  technologies. 

In  furtherance  of  U.S.  goals  to  strengthen  multilateral  non- 
proliferation  regimes,  the  Department  of  Energy  has  spearheaded 
efforts  to  adopt  controls  over  dual-use  items  and  technologies  by 
the  nuclear  suppliers  group  and  to  promote  the  policy  of  requiring 
full-scope  international  Atomic  Energy  Agency  safeguards  as  a  con- 
dition for  future  transfers  of  nuclear  material  and  equipment.  Both 
measures  have  long  been  advocated  by  the  United  States,  and  the 
Department  of  Energy  is  proud  of  the  key  role  it  has  played  with 
its  technical  expertise  in  providing  for  the  negotiation  of  these 
dual-use  controls. 
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Nevertheless,  the  task  of  establishing  and  maintaining  an  effec- 
tive system  of  multilateral  export  controls  still  faces  a  number  of 
challenges  and  uncertainty.  As  Lynn  Davis  has  said,  on  CoCom, 
the  primary  focus  of  CoCom  was  to  prevent  East-West  trade  from 
strengthening  the  military  capabilities  of  the  Warsaw  Pact. 

But  CoCom  also  had  controls  which  served  nonproliferation  ends, 
sometimes  when  no  other  controls  existed.  Before  there  was  a  nu- 
clear nonproliferation  treaty  or  a  nuclear  suppliers  group,  we  did 
have  the  CoCom  Atomic  Energy  List  of  Control  Commodities.  We 
believe  that  the  substance  of  the  Atomic  Energy  List  should  be  re- 
tained for  the  foreseeable  future,  at  least  until  the  nonproliferation 
consequences  of  eliminating  it  is  more  fully  understood. 

Our  national  controls  on  commodities  reflected  in  the  Atomic  En- 
ergy List  will  remain  in  place  irrespective  of  the  successor  regime's 
future  because  we  are  directed  to  do  so  by  the  Atomic  Energy  Act 
and  the  Nuclear  Nonproliferation  Act.  A  challenge  to  multilateral 
export  controls  is  raised  by  countries  that  formally  adhere  to  world 
nonproliferation  norms  while  intending  to  cheat  on  those  commit- 
ments, as  others  have  already  said.  The  actions  of  Iraq  and  North 
Korea  demonstrate  that  the  United  States  cannot  assume  that  all 
parties  of  the  treaty  will  actually  comply  with  its  terms. 

A  fully  implemented  multilateral  regime  will  also  face  continuing 
concerns  over  the  effectiveness  of  export  controls  in  the  former  So- 
viet Union.  And  the  Department  of  Energy  is  working  closely  with 
the  Department  of  State,  Department  of  Commerce,  and  other 
agencies  in  determining  the  export  control  needs  of  the  newly  inde- 
pendent states  and  assisting  them  in  meeting  those  needs. 

For  example,  last  June,  the  Department  of  Energy  hosted  in 
Washington  a  conference  on  nonproliferation  export  controls  at- 
tended by  officials  of  all  of  the  former  Soviet  republics.  In  addition, 
this  spring  the  Department  will  assist  the  Polish  government  in 
training  personnel  from  Eastern  Europe  and  the  former  Soviet 
Union  on  the  principles  and  inner  workings  of  the  nuclear  suppli- 
ers group. 

Peaceful  nuclear  activities  will  also  be  subject  to  greater  open- 
ness and  to  verify  to  the  world  that  they  are  not  being  diverted 
from  their  intended  use.  Secretary  of  Energy  O'Leary,  in  her 
speech  to  the  International  Atomic  Energy  Agency  last  September, 
called  for  greater  transparency  in  all  nuclear  programs.  Nuclear 
transparency  can,  she  noted,  provide  clear  proof  of  the  refocusing 
of  nuclear  priorities  while  enhancing  confidence  among  nations, 
and  the  Department  is  taking  the  initiative  in  developing  multilat- 
eral nuclear  transparency  capabilities. 

Part  of  this  effort  is  to  increase  international  information  ex- 
change among  supplier  states  that  share  our  nonproliferation  con- 
cerns. The  Department  is  now  developing  communication  tech- 
nologies in  software  that  will  allow  for  real-time  exchange  of  infor- 
mation on  export  decisions  and  on  questionable  activities  of  poten- 
tial proliferants.  Such  a  system  would  reduce  the  danger  that  a 
commodity  of  proliferation  significance  actually  reaches  the  Nation 
of  concern  and  insure  that  undercutting  among  nations  is  greatly 
reduced. 

An  additional  benefit  would  be  realized  in  the  rapid  resolution  of 
cases  where  applications  of  controls  are  unclear  and  reducing  the 
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processing  time  for  export  decisions  by  all  the  cooperating  coun- 
tries. 

It  was  Congress,  through  the  Nuclear  Nonproliferation  Act  of 
1978,  which  required  the  United  States  to  exercise  its  leadership 
by  developing  dual-use  nonproliferation  controls  and  requiring  full- 
scope  safeguards  as  condition  for  nuclear  supply.  We  must  continue 
that  leadership  in  global  nonproliferation  by  demonstrating  clear 
and  consistent  export  control  policies  embodied  in  our  laws  and 
regulations. 

Thank  you,  Mr.  Chairman. 

Senator  Sasser.  Thank  you,  Mr.  Keliher. 

We  will  now  turn  to  some  questions  for  the  panel.  I  will  ask  the 
first  one. 

There  is  widespread  agreement  that  multilateral  controls  are  the 
most  effective.  Unilateral  controls,  I  think  it  is  fair  to  say,  are  of 
major  concern  to  exporters  in  this  country,  and  this  is  understand- 
able because  the  imposition  of  unilateral  controls  places  our  export- 
ers at  a  competitive  disadvantage. 

But  on  the  other  hand,  in  furthering  our  foreign  policy  objectives 
and  in  the  area  of  nonproliferation  and  in  furthering  other  national 
security  interests,  the  U.S.  Government,  I  think,  must  have  the  au- 
thority to  impose  unilateral  controls.  Now,  the  difficult  question 
comes,  under  what  conditions  should  unilateral  controls  be  im- 
posed? 

Mr.  Carter,  I  might  ask  you,  what  types  of  disciplines  or  limits 
does  your  proposal  place  on  the  imposition  of  unilateral  controls, 
and  tnen  ask  others  to  comment  if  they  wish  to? 

Mr.  Carter.  Yes,  Mr.  Chairman.  I  understand  the  question  and 
the  difficulty  here  because  there  is  a  clear  preference  in  the  statute 
for  multilateral  controls  whenever  possible.  But  as  you  note,  some- 
times the  United  States  wants  to  impose  a  unilateral  control.  When 
we  do  that,  there  should  be  some  economic  analysis  that  enters 
into  the  decision. 

Second,  there  is  the  effectiveness  test  which  I  mentioned  earlier. 
That  test  says  that  in  imposing  controls  the  determination  is  sup- 
posed to  be  made  that  these  controls  "are  likely  to  make  substan- 
tial progress  toward  achieving  the  intended  purpose  of,"  and  we 
have  four  categories  in  the  statute. 

One  is  that  it  is  likely  to  make  substantial  progress  toward 
changing,  modifying,  or  constraining  undesirable  conduct  or  policy. 
Or,  that  it  would  deny  access  to  the  target  country  of  the  controlled 
item — that  is,  we  would  be  able  to  deny  access  to  the  item  and  they 
couldn't  get  it  from  someplace  else.  Or  that  this  control  would  help 
us  establish  multilateral  cooperation  to  deny  the  item  to  the  target 
country — i.e.,  we  would  be  converting  to  multilateral  controls.  Or 
we  would  be  denying  exports  or  assistance  that  would  significantly 
and  directly  contribute  to  the  proliferation  of  weapons  of  mass  de- 
struction, terrorism,  abuses  of  human  rights,  or  regional  instabil- 
ity— that  we  did  not  want  to  further  these  activities  which  we  don't 

support. 

So,  we  propose  a  tough,  new  discipline  on  unilateral  controls. 
They  cannot  be  imposed  willy  nilly.  They  must  be  subject  to  these 
criteria  and  be  subject  to  economic  analysis.  Then,  by  the  way,  they 
have  to  be  published  in  the  Federal  Register.  We  are  putting  them 
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up  there  for  everyone  to  see.  Then,  every  year  we  are  going  to  come 
back  again  and  we  are  going  to  review  those  controls  by  these  cri- 
teria, by  the  economic  analysis,  and  make  sure  that  they  are  serv- 
ing the  purposes  for  which  they  were  intended. 

So,  we  share  your  concern.  You  cannot  eliminate  unilateral  con- 
trols entirely.  There  are  purposes  they  serve:  Nonproliferation,  for- 
eign policy,  regional  stability,  human  rights.  We  might  need  them, 
but  they  are  going  to  have  to  pass  some  tough  hurdles  here,  a  new 
discipline,  much  tougher  than  before. 

Senator  Sasser.  Well,  I  posed  that  question  to  you,  Mr.  Carter, 
because  I  would  expect  Commerce  to  be  least  enthusiastic  about 
unilateral  controls. 

Does  anybody  else  wish  to  comment  on  the  question  of  unilateral 
controls? 

Dr.  Davis.  I  think  what  Under  Secretary  Carter  has  presented 
to  you  is  ways  that  we  have  now  sought  to  balance  those  two  con- 
siderations that  you  laid  out,  that  unilateral  controls  will  be  dis- 
ciplined in  the  future,  that  they  will  be  transparent  in  what  it  is 
that  we  are  seeking  to  accomplish  and  under  what  kinds  of  cir- 
cumstances, and  we  will,  at  the  same  time,  do  an  annual  report  in 
order  to  look  at  these  controls  and  assess  their  effectiveness. 

At  the  same  time,  we  reserve  what  is  critical  to  the  President, 
and  that  is  his  ability  for  those  unique  times  and  places  to  put  in 
place  these  controls  even  in  circumstances  where  others  are  not 
carrying  them  out. 

Senator  Sasser.  Secretary  Wisner,  are  export  controls  becoming 
more  important  or  less  important  in  this  time  we  live  in  now? 

Mr.  Wisner.  I  think  they  are  changing,  as  we  said  earlier  in  the 
testimony,  changing  in  their  importance,  changing  between  the 
years  of  the  Cold  War  and  the  objectives  that  we  have  set  for  them 
today.  They  cannot  be,  as  we  have  also  agreed  among  ourselves 
and  you  said  earlier  yourself,  unilaterally  prosecuted  with  greatest 
effect,  there  is  a  role  for  unilateral  controls  but  multilateral  con- 
trols are  controls  by  preference. 

I  think  we  must  have  a  generous  range.  We  picked  them,  in  the 
human  rights  field,  antiterrorism,  areas  of  regional  sensitivity. 
These  are  broadly  the  right  areas.  So  I  think  there  is  a  role  for  con- 
tinuing them,  but  under  the  circumstances  that  Secretary  Carter 
and  Dr.  Davis  both  described. 

Senator  Sasser.  Well,  license  delays  have  long  plagued  the  ex- 
port control  licensing  process.  Today's  rapid  pace  of  technological 
change  and  the  fiercely  competitive  environment  we  now  see  on  the 
international  front  makes  delays  for  licensing  more  costly  than 
ever.  Going  back  to  the  first  Trade  Promotion  Coordinating  Com- 
mittee report,  and  that  Committee  was  created  by  the  Banking 
Committee,  this  Administration  has  been  committed  to  streamlin- 
ing the  licensing  process  to  eliminate  as  much  as  possible  unneces- 
sary delays. 

Now,  many  have  been  concerned,  perhaps  they  haven't  seen  all 
the  details,  but  they  have  heard  the  phrase  90  days,  and  they  are 
concerned  that  the  license  process  is  going  to  be  slowed  down  rath- 
er than  speeded  up. 
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Secretary  Carter,  why  don't  you  address  this  concern  and  explain 
how  the  Administration's  proposal  would  expedite  the  licensing 
process? 

Mr.  Carter.  Yes.  To  the  extent  we  can't  get  rid  of  unnecessary 
or  obsolete  controls,  we  want  to  streamline  the  system.  And  as  you 
correctly  pointed  out,  Mr.  Chairman,  we  have  already  taken  some 
steps  as  a  result  of  the  recommendations  in  the  National  Export 
Strategy.  We  were  trying  to  reduce  the  time.  But  the  Administra- 
tion's proposal  goes  further.  It  will  be  in  the  proposed  law  or  in  ac- 
companying documents,  which  we  will  discuss  with  you  and  your 
staff. 

The  goal  is  no  more  than  90  days,  and  we  hope  to  make  it  less 
than  that.  One  of  the  challenges  in  the  next  few  weeks  or  months 
is  to  work  with  you  to  reduce  it.  The  way  we  are  going  to  reduce 
the  time,  by  the  way,  is  by  cutting  at  each  stage  of  the  process.  So, 
whether  it  is  the  time  that  Commerce  has  to  refer  to  the  other 
agencies,  that  the  agency  has  to  provide  recommendations  to  us,  or 
the  time  to  hold  various  meetings,  we  want  to  cut  the  total  down 
to  no  more  than  90  days  to  the  President's  desk. 

I  want  to  emphasize,  by  the  way,  that  90  days  is  going  to  be  the 
upper  limit,  and  hopefully  it  will  be  an  even  lower  upper  limit  than 
that.  Most  license  applications  are  decided  much  more  quickly.  For 
instance,  last  year,  only  123  license  cases  were  taken  up  to  the 
level  of  the  assistant  secretary,  the  so-called  ACER  The  rest  were 
decided  before  that. 

For  example,  we  are  proposing  that  license  applications  come  out 
of  the  operating  committee  within  49  days.  That  is  the  highest  non- 
political  level.  Most  cases  never  get  beyond  that.  Indeed,  most  get 
decided  more  quickly  than  this. 

So  we  hope  at  every  stage  to  cut  back,  reduce  the  days,  and  get 
the  maximum  below  90.  Let  me  provide  a  little  more  detail  on  var- 
ious stages.  Commerce  would  refer  applications  within  9  days  to 
other  agencies.  The  agencies  would  comment  within  30  days.  At 
each  stage  we  will  be  pruning  a  day  here,  a  day  there. 

Senator  Sasser.  I  guess  my  only  concern — and  my  time  is  ex- 
pired— is  that  when  there  is  a  set  period,  it  has  been  my  experience 
that  the  agencies  go  right  up  to  the  limit  before  you  finally  get  ac- 
tion, in  many  cases.  So  it  is  going  to  take  some  pushing  and  shov- 
ing, I  think,  to  move  it  faster. 

Senator  Mack. 

Senator  Mack.  I  think  I  would  start  out  with  the  general  ques- 
tion, and  because  we  kind  of  had  to  change  the  way  that  we  have 
had  the  opportunity  to  have  dialog  with  you  and  the  business  com- 
munity, I  would  like  to  ask  you,  since  I  am  not  going  to  be  able 
to  ask  the  business  community  now,  what  would  the  exporters, 
what  would  their  comments  be  today?  What  are  their  major  con- 
cerns going  to  be  as  a  result  of  the  conclusions  that  we  have  given 
you  a  great  deal  of  credit  for  having  come  together  and  put  to- 
gether a  solution  that  you  all  agree  with?  What  are  the  things  we 
are  going  to  hear? 

Dr.  Davis.  We  wouldn't  want  to  speculate  on  behalf  of  the  export- 
ers as  to  how  they  would  see  it.  But  what  we  would  very  much 
hope  they  would  say  to  you  is  that  this  is  an  Administration  that 
has  done  what  it  promised;  that  is,  to  look  seriously  at  providing 
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economic  security  to  Americans,  making  possible  trade,  liberalizing, 
moving  to  the  new  world  while  responsibly  carrying  out  the  non- 
proliferation  side  of  our  responsibility. 

Senator  Mack.  I  understand  that.  And  my  question  really  was  a 
serious  one.  They  are  going  to  have  some  concerns,  and  I  suggest 
that  the  Chairman  has  probably  already  put  his  finger  on  one,  any- 
way, about  the  unilateral  controls. 

Mr.  Carter.  I  think,  Senator  Mack,  we  will  hear  more  about  the 
two  questions  Chairman  Sasser  asked  from  the  exporting  commu- 
nity. They  have  yet  to  see  the  bill,  by  the  way.  We  gave  a  copy  to 
your  staff  just  before  the  hearing. 

The  exporting  community  have  yet  to  see  the  bill's  strict  dis- 
cipline on  unilateral  controls.  And  so  there  are  concerns  on  that. 
They  had  a  press  conference  this  morning.  We  talk  and  listen  to 
the  views  of  the  business  community.  On  the  unilateral  controls, 
they  haven't  seen  the  bill's  strict  disciplines.  We  hope  that  they  are 
going  to  take  great  comfort  in  it. 

Second,  on  the  time  periods,  they  are  going  to  say  the  process 
would  still  be  too  slow.  However,  we  want  to  work  with  the  busi- 
ness community  and  this  Committee  to  try  to  pare  down  those  90 
days.  We  think  we  have  struck  the  balance,  as  Under  Secretary 
Davis  said,  between  stopping  proliferation  and  promoting  economic 
security.  But  if  we  can  find  better  ways  to  do  that,  to  work  this  bal- 
ance out,  we  are  ready  to  do  it  and  work  with  them. 

Senator  Mack.  One  of  the  comments  that  you  made  had  to  do 
with,  I  guess,  that  you  want  to  see  the  efforts  change  behavior? 

Mr.  CARTER.  Yes.  Changes  the  behavior  of  the  target  country. 

Senator  Mack.  Right.  I  understand. 

If  the  target  country  has  the  ability  to  obtain  a  product,  a  mate- 
rial, a  supply  source  other  than  the  United  States,  what  makes  us 
think  that  they  are  going  to  change  their  behavior? 

Mr.  Carter.  Good  question.  That  is  one  of  the  criteria.  We  are 
thinking  along  the  same  lines  as  you. 

Senator  Mack.  Sometimes  when  I  ask  these  questions,  I  get 
these  stunned  looks,  and  I  wonder,  "Oh,  my  God,  have  I  made  some 
terrible  mistake  here?" 

Mr.  Carter.  No.  We  are  in  sync  with  you  on  this.  That  is  reason 
why  foreign  availability  is  one  of  the  criteria  in  evaluating  the  ef- 
fectiveness of  unilateral  controls.  The  criteria  include  not  only 
whether  the  control  has  helped  change  behavior,  but  also  whether 
we  have  been  successful  in  denying  access  of  the  target  country  to 
the  controlled  items. 

Senator  Mack.  But,  you  know,  it  seems  to  me  we  start  out  with 
this,  there  seems  to  be  a  fundamental  disagreement,  and  appar- 
ently not  among  us,  but  among  nations.  I  know  that  in  some  of  our 
other  meetings  in  the  Banking  Committees,  we  have  pursued  is- 
sues having  to  do  with  Iran,  for  example,  we  feel  very  strongly  that 
Iran  should  be  cut  off  at  every  step  of  the  way,  but  our  allies  do 
not.  So,  what  is  the  leverage  that  we  are  going  to  be  able  to  use? 
I  just  don't  see  how  the  unilateral  regime  is  going  to  work. 

Dr.  Davis.  Let  me  respond  to  the  issue  of  Iran  because  that  is 
clearly  central  to  our  objectives  in  the  successor  regime  that  I  de- 
scribed to  you.  I  think,  quite  frankly,  as  you  suggest,  that  some  of 
our  allies,  not  all  of  our  allies — and  it  is  probably  only  a  few  of  our 
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allies — don't  see  the  dangers  in  the  same  proportion  or  in  the  same 
ways  that  the  United  States  does  with  respect  to  Iran  and  the  pros- 
pects for  instability  and  insecurity  in  that  part  of  the  world. 

So  I  think  we  start  out  with  a  different  perception  of  the  nature 
of  the  threat,  and  their  approach  tends  to  give  more  credence  to  the 
commercial  interests  and  trade  than  we  have  when  we  have  struck 
that  balance.  It's  always  a  balance,  and  these  pressures  are  on  us 
as  well  as  we  look  at  trade  with  Iran  or  Iraq  or  Libva  or  North 
Korea.  And  so  they  have,  in  my  view,  learned  a  somewhat  different 
lesson  from  the  experiences  of  Iraq. 

But  that  is  not  to  say  that  there  is  not  the  possibility  in  a  multi- 
lateral approach  to  try  to  bring  about  a  common  understanding 
with  respect  to  these  particular  countries  of  serious  concern. 

So  while  I  think  we  begin  with  a  different  approach,  I  am  not 
going  to  give  up  yet  that  there  won't  be  an  ability  in  this  follow- 
on  regime  to  gain  a  consensus  to  deny  both  armaments  and  sen- 
sitive dual-use  items  in  trade  to  Iran  and  these  other  countries  of 
serious  concern. 

In  a  sense,  it  is  easier  for  all  of  us  to  do  it  in  a  multilateral  ap- 
proach than  it  is  to  do  it  individually.  And  so  our  overall  goal  is, 
as  we  have  all  been  saying  to  you,  tnat  unilateral  controls  not  be 
a  preference  but  be  done  only  as  a  last  resort  and  only  when  we 
have  failed  to  do  it  in  a  multilateral  way. 

Senator  Mack.  Did  you  want  to  comment? 

Mr.  WiSNER.  If  you  would  give  me  just  a  minute,  Senator  Mack, 
I  guess  I  am  less  concerned  than  your  question  would  imply  you 
are  about  unilateral  controls  and  behavior  modification.  I  have 
thought  about  it  a  lot,  and  I  think  if  a  businessman  came  to  me 
and  put  that  question  in  the  same  way  you  did,  I  would  answer 
him  in  three  ways: 

First,  that  the  United  States  has  a  global  perspective  and  a 
unique  responsibility  for  the  maintenance  of  stability  around  the 
world.  We  see  things  differently  than  all  other  nations.  Therefore, 
when  you  come  to  changing  behavior,  it  is  important  that  we  look 
in  two  directions. 

The  first  direction  that  you  would  look  in  is  to  the  behavior  of 
your  allies,  and  I  believe  the  work  that  Dr.  Davis  has  been  doing, 
having  watched  it  now  over  a  number  of  years — sharing  intel- 
ligence, patiently  persuading,  drawing  examples  of  history — that 
we  have  been  able  to  raise  their  standards,  raise  their  levels  of  be- 
havior, raise  their  levels  of  compliance  and  gotten  a  greater  degree 
of  cooperation  than  had  we  set  no  standards  ourselves  toward  the 
nations  that  are  the  troublemakers. 

I  think  behavior  modification  is  particularly  relevant.  When  the 
United  States  takes  a  stand  to  deny  the  export  of  a  particular  good 
and  identifies  that  nation  as  a  culprit  and  says  why  that  nation 
has  been  identified,  we  do  have  an  effect  on  that  nation's  behavior, 
not  only  international  perceptions  of  it  but  of  that  nation. 

I  come  back  to  my  first  point,  then,  the  role  of  the  United  States 
is  quite  unique  in  this  way,  and  I  think  we  have  a  responsibility 
to  express  ourselves  unilaterally.  It  is  good  for  the  national  de- 
fense, and  it  is  the  right  thing  to  do. 

Senator  Mack.  Let  me  just  comment.  You  know,  I  share  what 
you  are  saying,  and  I  have  made  many  of  the  same  comments.  But 
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where  I  get  a  little  bit  lost  is  I  have  kind  of  come  to  the  conclusion 
that  the  kinds  of  things  that  you  have  just  said,  Mr.  Wisner,  are 
exactly  on  target  but  I  am  not  sure  we  are  going  to  accomplish 
what  you  all  want  to  accomplish  by  what  you  have  laid  out.  That 
is  really  what  I  am  saying. 

Dr.  Davis.  We  are  not  absolutely  sure  we  are  going  to  accomplish 
it  either,  but  that  does  not  mean  that  we  are  not  going  to  work  as 
hard  as  we  possibly  can. 

To  go  back  to  the  point  that  you  made  in  your  introductory  re- 
marks that  the  White  House  and  the  President  have  not  given  this 
particular  initiative  their  support,  that  is  really  not  true,  with  due 
respect.  The  President  has  been  engaged  on  this.  The  White  House 
has  been  supporting  us  in  this  diplomatic  effort,  particularly  during 
the  Moscow  summit  when  the  President  discussed  this  initiative 
and  our  wish  to  bring  the  Russians  into  this  new  successor  regime. 
The  President  is  personally  engaged. 

The  Secretary  of  State  is  personally  engaged  in  all  of  those  meet- 
ings with  his  counterparts  on  this  subject.  So  we  are  giving  it  the 
energy  it  deserves,  I  believe,  and  all  that  I  can  ask  of  you  is  to  give 
us  support  as  we  work  toward  this  regime. 

Mr.  Wisner.  Senator  Mack,  perhaps  it  is  a  question  of  time,  too. 
I  remember  how  many  years  it  took  to  expand  membership  in  the 
NPT.  You  have  to  set  a  clear  direction  and  pursue  it,  and  even  if 
it  takes  years  to  get  to  the  goal  you  are  trying  to  reach. 

The  way  Dr.  Davis  has  gone  about  this  is  the  only  way  we  are 
going  to  bring  our  allies  along,  and  that  is  patient  persuasion,  pre- 
senting them  with  the  hard  intelligence,  putting  the  real  choices 
before  them,  and  over  time  you  can  get  a  change  in  behavior. 

Senator  Sasser.  Thank  you,  Senator  Mack. 

Senator  Murray. 

Senator  Murray.  Thank  you,  Mr.  Chairman. 

First  of  all  let  me  commend  you  for  bringing  this  proposal  before 
us.  I  do  think  the  Administration's  bill  and  my  bill  share  the  same 
goals.  We  just  differ  in  degree. 

Let  me  rephrase  Senator  Mack's  original  question,  in  a  little  dif- 
ferent way.  If  I  were  an  owner  of  a  small  company  in  Redmond, 
Washington,  that  produced  software  and  had  about  10  employees, 
I  would  know  what  happens  when  I  try  to  export  that  software 
today.  I  would  feel  like  I  have  stepped  into  a  black  hole.  Tell  me 
what  would  be  different  if  your  proposal  were  to  pass  and  be  put 
into  effect.  What  difference  would  I  see? 

Mr.  Carter.  Let's  assume  for  a  moment  that  we  are  not  talking 
encrypted  software.  I  think  you  had  mentioned  that  before. 

Senator  Murray.  I  was  talking  encrypted  software. 

[Laughter.] 

Mr.  Carter.  If  you  are  talking  about  encrypted  software,  that  is 
largely  on  the  State  Department's  Munitions  List,  which  is  not  sub- 
ject to  the  Export  Administration  Act.  However,  if  there  are  ques- 
tions about  which  list  an  item  should  be  on — and  it  is  only  going 
to  be  on  one  list  in  the  future — the  proposed  law  establishes  a  dis- 
pute resolution  system,  with  the  State  Department  in  the  lead  but 
other  agencies  having  a  role. 

So,  if  it  is  encrypted  software,  that  will  be  for  now  on  State  De- 
partment's Munitions  List.   If  it  is  computers  and  nonencrypted 
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software,  that  would  be  on  the  Commerce  Department's  list.  You 
can  take  your  pick. 

Dr.  Davis.  Why  don't  you  choose  one  that  we  can  easily  ascribe 
to? 

[Laughter.] 

Senator  Murray.  What  I  really  was  concerned  about  was 
encrypted  software.  Would  I  not  see  any  difference  under  the  pro- 
posal? 

Dr.  Davis.  No,  you  would  see  some  difference  because  of  the 
manner  in  which  we  license  items  which  are  on  the  munitions  list 
as  opposed  to  those  that  would  fall  under  Commerce's  jurisdiction 
on  the  industrial  list.  And  as  I  think  you  well  know  because  this 
is  a  subject  that  has  received  the  attention  of  the  President  and 
Vice  President,  we  have  just  put  forward  a  policy  with  respect  to 
how  we  see  our  overall  reform  of  export  of  encryption  items. 

The  President  has  determined  that  vital  U.S.  national  security 
and  law  enforcement  interests  compel  maintaining  appropriate  con- 
trols of  encryption  software,  that  that  is  very  important  to  both  of 
those  goals — our  national  security  goals  and  our  law  enforcement 
goals — but  at  the  same  time  he  has  instructed  the  Secretary  of 
State  to  take  immediate  actions  to  implement  a  number  of  proce- 
dural reforms  that  should  help  make  this  process  more  transparent 
and  more  understandable  to  those  who  would  approach  us  to  seek 
a  license  in  this  general  area. 

I  think  at  that  point,  Mr.  Chairman  and  Senator,  that  we  prob- 
ably should  go  into  a  closed  session  to  discuss  some  of  the  details 
of  this  particular  subject. 

Mr.  Carter.  The  black  hole  problem  that  you  have  mentioned, 
Senator  Murray,  is  being  handled  in  addition  to  this  proposed  act, 
which  itself  would  set  up  a  system  to  resolve  disputes  over  which 
list  items  should  be  on.  We  have  a  broader  effort  in  this  Adminis- 
tration to  clean  up  what  can  best  be  called  the  mess  that  has 
grown  up  over  the  years  during  the  Cold  War.  Your  person  from 
the  State  of  Washington  who  wants  to  know  how  to  export  some- 
thing— in  this  case  encrypted  software — will  be  able  to  know  where 
to  go  and  get  responses. 

A  lot  of  this  effort  is  part  of  the  National  Export  Strategy  that 
has  been  mentioned  earlier  and  that  this  Committee  helped  set  up 
under  the  Trade  Promotion  Coordinating  Committee.  We  are  trying 
more  and  more  to  establish  one-stop  shopping,  so  that  an  exporter 
can  go  into  one  office  any  place  in  the  United  States  and  get  all 
sorts  of  information,  including  export  control  advice. 

We  are  trying,  separately  from  this  law  but  as  part  of  the  Na- 
tional Export  Strategy,  to  clean  up  our  export  regulations.  We  have 
this  revolutionary  idea  that  an  exporter  ought  to  be  able  to  find 
easily  the  regulations  of  all  the  U.S.  agencies  together  for  each 
country.  For  example,  if  you  want  to,  say,  sell  to  Cuba,  which  is 
controlled  by  Treasury 

Senator  Mack.  I  would  be  very  careful  about  raising  that  issue. 

Mr.  Carter.  I  appreciate  that,  Senator  Mack.  But  if  you  want  to 
sell  anything  or  find  out  about  Cuba,  rather  than  it  being  chaos — 
I  am  taking  a  country  where  we  also  have  Treasury  involved — one 
ought  to  learn  easily,  at  least,  what  the  rules  are.  The  answer  in 
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most  cases  for  Cuba,  will  be  "no,"  but,  at  least,  one  should  know 
what  the  rules  are,  and  that  is  difficult  to  find  out  now. 

We  have  a  general  effort  going  on  in  this  Administration  as  part 
of  the  National  Export  Strategy  to  establish  one-stop  shopping, 
simplified  procedures,  simplified  regulations,  and  other  improve- 
ments. 

I  just  signed,  a  couple  of  weeks  ago,  a  Federal  Register  notice, 
asking  the  business  community  for  comments  on  our  regulations 
because  they  are  more  complicated  than  they  should  be.  If  I  turn 
my  chief  counsel  loose,  who  is  here  behind  me,  he  would  say  even 
nastier  things  about  them  because  we  are  going  to  clean  them  up. 

Senator  Murray.  OK  And  to  go  beyond  that,  I  understand  that 
one  of  the  things  that  I  would  be  able  to  say  to  that  exporter  is 
that  you  will  know  in  90  days.  Correct?  But  I  want  to  know  what 
happens  at  the  end  of  that  90  days  if  my  exporter  hasn't  heard 
anything  back.  Where  does  the  buck  stop?  Who  is  in  charge  at  the 
end?  Does  she  automatically  get  her  license  if  she  hasn't  heard  in 
90  days? 

Mr.  Carter.  If  the  item  is  on  the  Commerce  list  under  the  new 
law — and  now  we  are  going  to  the  new  law — the  application  should 
be  decided  in  no  more  than  90  days  and  usually  much  quicker  than 
that. 

Senator  Murray.  I  hope  so. 

Mr.  Carter.  If  not,  it  will  be  on  the  desk  of  the  President  of  the 
United  States.  And  that,  by  the  way,  didn't  even  happen  once  last 
year.  That  is  a  rare  event.  The  Cabinet  Committee  and  the  Presi- 
dent did  not  specifically  address  a  license  application  last  year.  It 
is  almost  always  down  lower,  it  is  done  quickly.  That  is  what  we 
are  going  to  do.  We  are  going  to  make  sure  that  these  applications 
are  decided  in  no  more  than  90  days,  and  hopefully  we  are  going 
to  work  out  with  this  Committee  an  even  shorter  maximum  period. 

Senator  Murray.  OK  And  where  will  encrypted  software  end  up 
under  the  Administration's  proposal?  Will  it  be  in  Defense,  or  will 
it  be  in  Commerce? 

Dr.  Davis.  It  will  still  be  on  the  U.S.  munitions  list,  and  that  li- 
censing is  provided  under  the  control  of  the  State  Department. 

But  when  we  say  that  it  is  Commerce  or  State,  ultimately  it  is 
the  President,  and  so  this  whole  set  of  processes  lead  to  final  reso- 
lution with  the  President. 

Let  me  come  back  to  your  point  which  says  if  we  have  an  upper 
limit,  we  always  go  to  the  upper  limit.  I  think  we  can  provide  you 
with  the  statistics  to  suggest  that  that  is  really  not  the  case  and 
there  are  very  few  cases  that  actually  go  to  the  statutory  limit.  But 
they  are  the  important  cases,  and  they  tend  to  be  the  ones  that  you 
hear  about  because  they  are  the  ones  that  bring  into  account  all 
this  balancing  of  considerations  as  we  make  these  decisions.  But  to 
answer  your  question,  it  is  the  State  Department's  license. 

Senator  Sasser.  Thank  you,  Senator  Murray. 

During  the  Cold  War,  in  the  United  States  or  the  United  States 
Government,  we  had  the  power  over  the  CoCom  country  sales  to 
veto  sales.  And  this  was  a  very  powerful  lever.  Now,  because  of  the 
problem  of  proliferation  and  because  we  want  our  companies  to 
compete  on  a  level  playing  field,  I  think  we  need  to  find  other  ways 
to  exert  the  leverage  that  we  have  lost.  One  suggestion  might  be 
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to  deny  access  to  the  largest  market  in  the  world,  the  United 
States  market.  Foreign  countries  covet  access  to  our  market.  Some 
countries'  economies  really  are  dependent  on  access  to  this  market. 

I  might  ask  you,  Secretaries  Carter  and  Davis,  do  you  think  we 
should  increasingly  use  this  as  a  tool;  that  is,  to  deny  access  to  the 
U.S.  market?  And  before  you  answer,  to  let  you  know  maybe  where 
I  am  coming  from  on  it,  I  remember  when  Toshiba  sold  technology 
to  the  Soviet  Union  to  silence  their  submarines,  a  new  propeller 
technology.  There  was  quickly  a  tightening  of  Japanese  export  con- 
trols after  some  very,  oh,  stormy  debate  here  in  the  Senate,  resolu- 
tions being  passed,  et  cetera. 

Mr.  Carter.  Senator,  I  think  here  again  that  we  are  on  the  same 
wavelength.  The  Administration,  in  preparing  this  legislation  and 
other  actions,  recognizes  that  when  someone  is  doing  something  we 
don't  like,  we  look  at  the  full  menu  of  possible  sanctions  that  might 
be  taken.  And  we  recognize  that  sometimes  export  controls  are  the 
equivalent  of  shooting  ourselves  in  the  foot — that  it  means  we  lose 
jobs,  we  lose  sales,  when  we  might  take  an  action  that  could  gain 
the  intended  result  easier  and  better,  and  not  have  the  same  nega- 
tive impact  in  the  United  States. 

Senator  SASSER.  Right.  Denying  them  profits  in  this  market 
rather  than  denying  ourselves  profits  in  other  markets. 

Mr.  Carter.  Agreed.  And  so  in  the  Export  Administration  Act, 
we  have  increasingly  been  adding  the  power,  for  instance,  to  issue 
Administrative  orders  which  prohibit  people  from  importing  some 
goods  into  the  United  States,  if  they  are  in  violation  of  our  Export 
Administration  Act. 

In  the  proposed  new  bill,  in  the  sanctions  area  on  chemical  and 
biological  and  missile  proliferation,  we  are  saying  that  there  should 
be  mandatory  import  sanctions  in  some  cases,  selective  bans 
against  proliferators.  And,  there  are  some  places  where  you  could 
use  import  bans  in  a  discretionary  manner.  In  fact,  it  is  part  of  a 
full  spectrum  of  responses.  The  proposed  sanctions  law  talks,  for 
example,  about  resorting  to  export  controls,  import  controls,  gov- 
ernment procurement  arrangements,  aircraft  landing  rights,  and 
Eximbank  funding. 

We  should  look  at  the  full  panoply  of  possibilities,  and  we  are 
doing  that  in  the  new  harmonized  sanctions  section.  Some  sanc- 
tions are  mandatory,  some  discretionary.  But  we  don't  just  go  to  ex- 
port controls.  We  are  not  having  knee-jerk  reactions  like  that  any- 
more. 

Senator  Sasser.  Good. 

Do  you  want  to  comment  on  that,  Secretary  Davis,  or  has  he  cov- 
ered it  for  us? 

Dr.  Davis.  I  don't  really  have  anything  to  add.  It  is  not  our  pref- 
erence, again,  to  take  those  kinds  of  steps.  On  the  other  hand, 
there  will  be  occasions  when  this  will  be  appropriate.  You  are  right 
to  say  that  we  had  a  powerful  lever  in  the  old  regime,  but  I  think 
we  all  know  that  that  old  regime  was  a  unique  regime  for  a  unique 
time,  and  it  was  only  focused  on  the  proscribed  Communist  states. 
And  so  when  we  look  to  the  new  world,  we  are  looking  for  different 
kinds  of  leverage  to  carry  out  our  nonproliferation  policies;  this 
might  be  only  one  of  many  ways  of  trying  to  find  that  lever. 
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Senator  Sasser.  Mr.  Wulf,  I  might  ask  you  this  question,  and 
Mr.  Keliher  might  want  to  amplify  on  it  also.  What  do  you  see  as 
the  particular  strengths  and  weaknesses  of  the  different  non- 
proliferation  regimens  that  we  are  discussing  here,  and  how  con- 
fident are  you  of  their  success? 

Mr.  Wulf.  Well,  I  think  with  respect  to  the  nuclear  suppliers 
group,  for  example,  which  was  first  established  in  1978,  recently 
we  were  able  to  expand  the  list  of  controlled  items  in  the  nuclear 
suppliers  group  to  include  dual-use  items,  dual-use  items  that  had 
not  previously  been  controlled  by  the  nuclear  suppliers  group.  So 
we  have  seen  substantial  strengthening  of  that  regime. 

In  the  Australia  Group,  which  was  established  in  1984,  there  has 
been  over  time  a  substantial  strengthening  of  the  chemicals  list. 
The  list  of  chemicals  that  are  controlled  include  now  most  of  the 
biological  and  pathogens  that  contribute  to  biological  warfare  capa- 
bility as  well  as  technology  that  would  assist  in  fabricating  or  mak- 
ing these  items  into  weapons  systems.  Also,  the  membership  in  the 
Australia  Group  has  been  expanded  substantially. 

Last,  with  respect  to  the  MTCR,  the  Missile  Technology  Control 
Regime,  we  have  also  seen  substantial  strengthening  of  the  regime 
in  terms  of  missile  systems  covered  and  the  items  actually  con- 
trolled. 

So,  there  has  been  a  substantial  increase  in  the  strength  and  vi- 
tality of  all  these  regimes.  Certainly  no  one  could  sit  here  and  say 
that  we  are  going  to  guarantee  that  no  proliferation  will  occur  or 
that  no  exports  will  occur  that  we  would  not  like  to  see  occur.  But 
certainly  there  has  been  an  increased  effort  not  only  to  strengthen 
the  nature  of  the  regimes  themselves  but  also  to  work  very  actively 
with  our  partners  from  intelligence  sharing  to  everything  else  that 
we  can  possibly  think  of  to  make  them  understand  our  concerns, 
get  them  to  support  approaches  that  we  have  taken,  and  I  would 
say  that  we  have  been  very  successful,  not  totally  successful,  but 
very  successful. 

Senator  Sasser.  Thank  you. 

Mr.  Keliher.  I  would  share  most  of  what  Mr.  Wulf  said.  I  think 
there  are  a  couple  of  other  issues.  We  should  get  the  supplier 
groups  to  accept  the  controls  that  we  have  in  the  CoCom  Atomic 
Energy  List  and  from  the  Nuclear  Referral  List  that  we  have  here. 
All  that  will  contribute  much  more  to  a  synergy  and  a  common 
view  on  what  is  a  proliferant  commodity. 

We  still  have  the  problem  of  a  unilateral  decision  by  a  country 
to  sell  something  to  a  proliferant  and  a  proliferant  like  Iraq  at- 
tempting to  find  loopholes  and  variances  between  various  countries' 
philosophies  on  what  to  sell  and  what  not  to  sell. 

One  thing  we  are  working  on  is  a  better  information  sharing  be- 
tween these  nuclear  groups,  such  as  the  Nuclear  Suppliers  Group. 
The  Department  of  Energy  is  developing  an  information  sharing 
system  for  the  Nuclear  Suppliers  Group  which  will  share  export  li- 
cense denial  information  and  individual  export  case  processing  and 
a  number  of  other  database  issues.  And  right  now  these  are  being 
installed  and  tested  in  Bulgaria,  Canada,  Hungary,  Norway,  Po- 
land, Romania,  and  Switzerland. 
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Hence,  we  are  making  the  attempt  to  get  a  more  collegial  ap- 
proach through  data  sharing.  Data  sharing  is  communication,  and 
communication  improves  mutual  philosophies  and  outlooks. 

Senator  Sasser.  Thank  you. 

Do  you  have  other  questions,  Senator  Mack? 

Senator  Mack.  Yes.  Thank  you,  Mr.  Chairman. 

Secretary  Davis,  I  would  like  to  ask  a  couple  more  questions  rel- 
ative to  CoCom.  My  understanding  is  that  Russia  will  be  a  member 
of  the  post-CoCom  regime  and  that  China,  if  not  a  member,  will 
not  be  a  target  of  the  new  regime.  Several  questions  that  roll  out 
are,  does  this  mean  that  Russia  will  have  access  to  the  same  level 
of  technology  as  our  NATO  allies? 

Dr.  DAVIS.  You  are  right  to  say  that  at  this  point  in  time  it  looks 
as  if  Russia  is  on  the  way  to  becoming  a  founding  member,  al- 
though please  you  should  recall  that  the  criteria  for  membership  in 
this  regime  will  be:  adherence  to  the  nonproliferation  norms  that 
the  other  partners  will  share;  an  effective  export  control  regime, 
and  we  have  been  working  with  Russia  to  put  such  a  regime  into 
effect;  and  then  the  preparedness  of  the  Russians  to  take  on  the 
obligations  of  the  new  regime,  which  would  include  the  kinds  of 
steps  that  we  have  discussed  with  respect  to  Iran. 

Under  those  circumstances,  we  would  support  Russia  becoming 
a  founding  member  of  the  new  regime.  And  at  this  point  in  time 
China  would  not  meet  those  particular  criteria,  and  in  particular, 
not  living  up  to  what  we  believe  are  the  necessary  goals  in  the  Mis- 
sile Technology  Control  Regime. 

So,  you  are  right  to  say  tnat  there  will  be  some  differences  as  we 
move  to  the  regime  and  the  new  members.  It  will  not  be  the  case 
that  either  Russia  or  China  or  any  of  the  others  that  have  been  for- 
merly proscribed  countries  will  receive  all  of  the,  as  you  say,  NATO 
kinds  of  items  and  technologies. 

Right  from  the  start  it  has  been  clear  that  certain  kinds  of  trade 
are  not  going  to  be  possible  with  respect  to  the  countries  that  were 
formerly  the  proscribed  countries  in  CoCom.  We  have  made  that 
clear  to  Russia  and  others  that  there  are  certain  kinds  of  trade 
that  are  not  appropriate  and  we  would  maintain  restrictions  on 
those  kinds  of  trade.  It  is  a  very  small  set  of  very  sensitive  items, 
but  it  will  continue  into  the  post-CoCom  world,  and  we  have  agree- 
ment among  our  allies  that  we  would  harmonize  our  controls  and 
exports  with  respect  to  those  items  in  that  follow-on  regime. 

Senator  Mack.  Two  points  of  clarification.  That  means  that 
China  will  not  be  a  target  of  the  new  regime,  or  that  it  does? 

Dr.  Davis.  One  of  the  things  we  have  to  do  in  thinking  about  this 
new  regime  is  to  get  out  of  the  ways  we  used  to  think  about  CoCom 
and  all  of  its  ways.  That  is,  this  new  regime  is  new,  it  is  not  fo- 
cused in  an  East- West  context,  it  is  not  going  to  have  target  coun- 
tries in  the  same  ways  that  we  thought  of  target  countries  in  the 
CoCom  regime.  And  so  when  we  think  about  the  new  regime,  we 
will  be  looking  at  policies  of  denial  for  countries  of  serious  concern. 
We  will  look  at  an  approach  to  transparency  and  in  certain  cases 
restraint  in  trade  to  certain  regions  of  instability.  The  Middle  East 
and  South  Asia  come  to  mind. 

So,  China  will  not  be  a  member  of  the  new  regime  because  it  has 
not  met  the  criteria,  at  least  at  this  stage,  though  we  would  hope 
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that  it  would  in  the  longer  term,  but  it  will  not  be  a  targeted  coun- 
try in  the  same  sense  that  we  thought  of  that  in  the  past.  But 
then,  to  your  earlier  question,  to  be  clear,  there  will  still  be  a  tran- 
sitional arrangement  whereby  the  most  sensitive  items  will  not  be 
traded  to  China  or  the  others  who  are  not  members  of  this  regime. 

Senator  Mack.  One  more  point  of  clarification.  Will  the  new  re- 
gime result  in  a  substantial  multilateral  decontrol  of  technology  to 
China? 

Dr.  Davis.  How  we  think  about  liberalizing  our  trade  and  con- 
trols with  China  is  separate  from  how  we  see  our  goals  in  this  new 
regime.  That  is,  we  have  been  working  through  a  liberalization  of 
our  controls  with  respect  to  computers  and  other  items,  consistent 
with  changes  in  the  world.  And  Under  Secretary  Carter  laid  those 
out  for  you.  And  that  is  how  we  see  an  appropriate  regime  for  trade 
with  China  in  the  post-Cold  War  world. 

Separately,  we  will  then  be  designing  a  regime  to  meet  the  new 
security  dangers  having  to  do  with  instability  in  regions  of  the 
world.  It  is  not  a  regime  focused  on  China,  not  a  regime  that  is  di- 
rectly linked  to  our  Arms  Export  Control  Policy  with  China. 

Senator  Mack.  My  understanding  is  that  some  of  our  allies  may 
only  be  wnnng  to  restrict  critical  technologies  to  military  end  users 
in  rogue  states.  Is  it  really  meaningful  to  distinguish  between  mili- 
tary and  nonmilitary  end  users  in  a  nation  like  Iran? 

Dr.  Davis.  No,  it  is  not.  Our  proposal  is  a  more  broadly  defined 
set  of  goals  with  respect  to  trade  with  Iran.  And  as  I  said  earlier, 
we  haven't  won  complete  support  for  that,  but  I  don't  think  we 
should  prejudge  the  outcome  at  this  particular  point. 

Senator  Mack.  When  is  it  appropriate  to  judge? 

Dr.  Davis.  Well,  at  least  don't  judge  until  the  end  of  March  1994. 

Senator  Mack.  All  right. 

Let  me  move  to  one  other  area.  The  United  States,  as  you  know, 
is  committed  to  maintaining  Israel's  qualitative  military  edge.  An 
important  aspect  of  this  is  access  to  high-level  technology.  I  have 
written  to  both  this  and  the  previous  Administration  requesting 
that  Israel  be  granted  access  to  the  same  level  of  technology  that 
our  best  NATO  allies  receive. 

When  I  last  wrote  to  the  President  on  this  issue,  I  received  a  re- 
sponse from  President  Clinton  stating  that  he  will  "consider  the  re- 
lease of  advanced  military  equipment  and  technology  to  Israel  ac- 
cording to  the  same  criteria  applied  to  NATO  members."  That  was 
March  1993,  almost  a  year  ago.  Is  the  Administration  really  consid- 
ering giving  Israel  access  to  the  same  technology  our  best  NATO 
allies  receive? 

Dr.  Davis.  I  certainly  wouldn't  differ  with  what  the  President 
wrote  to  you  last  spring.  That  continues  to  be  our  policy,  and  as 
you  know,  this  Administration  is  strongly  committed  to,  as  you  say, 
maintaining  Israel's  qualitative  edge  and  to  making  the  kinds  of 
equipment  and  technology  available  to  Israel  appropriate  to  do 
that.  And  I  believe,  at  this  point  in  time,  that  we  are  confident  that 
we  have  been  able  to  do  that  for  Israel  and  they  would  see  it  in 
the  same  view  as  we  do. 

Mr.  Carter.  If  I  just  could  add  to  that,  when  Secretary  Brown 
was  recently  in  Israel,  he  signed  a  new  technology  sharing  agree- 
ment for  some  joint  projects. 
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Senator  Sasser.  Thank  you,  Senator  Mack. 

One  final  question.  Secretary  Wisner,  I  think  we  can  all  agree 
that  when  it  comes  to  military  technology,  what  is  important  is 
that  the  United  States  stay  ahead.  Staying  ahead  in  the  time  in 
which  we  live  now  presents  us  with  a  complex  proposition  where 
civilian  technology  many  times  is  moving  ahead  of  the  military 
technology  or  commercial  technology  is  moving  ahead  of  the  mili- 
tary technology. 

Now,  to  stay  ahead,  a  country  must  be  on  the  cutting  edge  of 
these  commercial  technologies  and  be  able  to  quickly  incorporate 
these  technologies,  the  commercial  technologies,  into  the  military 
applications. 

You  could  argue  that  one  way  for  us  to  keep  these  commercial 
technologies  out  of  the  hands  of  others  who  might  use  them  for 
military  purposes  is  to  simply  control  them  and  to  control  the  ex- 
ports and  sort  of  husband  the  export  of  these  technologies. 

But  you  are  also  confronted  with  the  converse  proposition  that  in 
order  to  stay  ahead  in  commercial  technology,  that  requires  innova- 
tion and  innovation  requires  research  and  research  costs  money. 
Now,  the  firms  that  sell  the  most  can  probably  do  the  most  re- 
search, all  things  being  equal.  This  points  to  decontrol  of  the  com- 
mercial technology. 

Now,  we  turn  to  you,  Mr.  Secretary,  and  ask  you  to  reconcile 
those  notions. 

Mr.  Wisner.  Square  that  circle. 

[Laughter.] 

Senator,  obviously  I  think  you  recognize  you  have  put  your  finger 
on  the  core  of  one  of  the  dilemmas  that  goes  into  our  thinking 
about  export  controls,  the  thinking  behind  the  bill,  the  daily  deci- 
sions that  licensing  officers  make. 

I  can  only  tell  you  we  think  we  have  got  the  balances  right  in 
the  new  legislation  that  has  been  given  you.  I  believe  we  have  the 
professionals  on  our  staffs  who  can  make  those  distinctions,  quality 
people.  We  are  not  always  going  to  call  everything  exactly  right, 
and  we  have  to  be  careful.  But  we  will  continue  to  walk  a  fine  Tine 
between  commercial  viability  and  the  priority  we  need  to  give  to  re- 
generating our  economy  and  the  need  to  maintain  the  national  de- 
fense and  maintain  the  support  that  the  commercial  sector  of  the 
economy  gives  the  national  defense.  I  cannot  give  you  a  more  pre- 
cise answer. 

Senator  Sasser.  Well,  it  is  a  complex  question,  and  I  think  it 
probably  is  one  that  really  relies  in  the  final  analysis  on  the  best 
and  most  informed  and  most  mature  judgment  that  we  can  make. 
It  requires  wisdom,  I  suppose,  to  make  the  proper  judgment  there. 

I  think  that  is  a  good  note  to  end  on.  I  want  to  thank  all  of  our 
members  of  our  panel  for  appearing  here  today. 

Other  Members  of  the  Subcommittee  may  have  questions  to 
present  to  you  in  writing,  and  should  they  be  forthcoming,  I  would 
ask  you  to  respond  expeditiously. 

The  Subcommittee  is  adjourned. 

[Whereupon,  at  3:53  p.m.,  the  Subcommittee  was  adjourned.] 

[Prepared  statements,  response  to  written  questions,  and  addi- 
tional material  submitted  for  the  record  follow:] 
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PREPARED  STATEMENT  OF  SENATOR  DONALD  W.  RIEGLE,  JR. 

I  want  to  commend  you,  Senator  Sasser,  for  scheduling  today's  hearing  at  which 
the  Committee  will  continue  its  review  of  our  country's  export  control  system,  which 
is  authorized  by  the  Export  Administration  Act. 

Earlier  this  month  we  heard  industry  representatives  and  proliferation  experts 
present  their  views  about  how  this  Committee  should  redraft  the  Export  Adminis- 
tration Act.  Today  we  will  hear  the  Administration  present  its  own  proposal  about 
how  to  revise  our  export  control  system  to  deal  with  today's  global  realities. 

I  am  very  concerned  about  the  export  of  dual-use  items  that  permit  rogue  nations 
to  make  chemical,  biological  and  nuclear  weapons  and  the  means  to  deliver  them. 
One  clear  example  of  why  we  need  to  strengthen  controls  over  the  export  of  such 
items  is  the  exposure  that  our  men  and  women  had  to  chemical  and  biological 
agents  during  the  Persian  Gulf  War.  Many  of  our  Gulf  War  veterans  have  been  af- 
flicted with  terribly  disabling  medical  problems — problems  that  they  did  not  have 
before  they  fought  for  this  country.  Some  of  the  biological  agents  found  in  Iraq  were 
shipped  by  a  U.S.  company  under  licenses  issued  by  the  Commerce  Department. 
Why  our  Government  approved  such  shipments  is  something  I  cannot  understand. 

In  rewriting  the  Export  Administration  Act  I  intend  to  make  sure  that  it  does  not 
happen  again.  I  intend  to  hold  a  hearing  on  the  Gulf  War  Syndrome  issue  this 
spring,  and  I  will  be  looking  to  the  agencies  represented  here  today  to  provide  infor- 
mation to  help  get  to  the  bottom  of  this  grave  problem. 

We  face  other  challenges  too.  This  Act  expires  on  June  30  of  this  year,  and  in  re- 
writing it  we  must  also  examine  the  growing  proliferation  problem,  review  our  post- 
Cold  War  export  licensing  policies,  and  closely  examine  how  we  can  make  our  licens- 
ing system  operate  more  efficiently  and  effectively.  This  is  particularly  important 
to  our  competitiveness.  U.S.  sales  should  not  be  lost  simply  because  of  interagency 
disputes  that  cause  needless  delays  on  licensing  decisions.  A  more  streamlined  li- 
censing system  can  help  our  firms  become  more  competitive  in  export  markets. 

I  want  to  conclude  by  saying  to  you,  Senator  Sasser,  how  much  I  appreciate  your 
leadership  in  this  area,  and  how  important  I  think  it  is.  In  spite  of  the  many  impor- 
tant export  control  issues  that  must  now  be  addressed — proliferation,  Cold  War  re- 
alities, and  streamlining  the  export  license  process — I  am  confident  that  we  and  the 
Administration,  working  together,  can  develop  legislation  that  will  help  resolve 
these  issues. 


PREPARED  STATEMENT  OF  BARRY  E.  CARTER 

Acting  Under  Secretary  for  Export  Administration 

Department  of  Commerce 

February  24,  1994 

Thank  you  for  the  opportunity  to  testify  on  the  renewal  of  the  Export  Administra- 
tion Act.  This  Act  is  of  critical  importance  to  both  the  expansion  of  legitimate  trade 
and  the  control  of  dual-use  items  for  reasons  of  national  security,  nonproliferation, 
foreign  policy,  and  short  supply.  The  Act  provides  essential  authorities  with  respect 
to  the  enforcement  of  export  controls  and  for  programs  to  oppose  restrictive  trade 
practices  or  boycotts. 

You  have  also  asked  for  comments  on  the  Administration's  goals  and  efforts  re- 
garding the  creation  of  an  effective  multilateral  post-CoCom  regime,  which  I  will  ad- 
dress after  commenting  on  the  Export  Administration  Act. 

Introduction 

For  some  45  years,  the  Export  Administration  Act  and  its  predecessors  have  been 
an  essential  tool  to  prevent  dual-use  technologies  and  commodities  from  contribut- 
ing to  the  military  capabilities  of  our  adversaries,  primarily  the  former  Soviet 
Union.  The  Act's  programs  have  been  critical  to  maintaining  crucial  military  lead 
times. 

Now,  with  the  Cold  War  ended,  the  Act  needs  to  be  re-focused  on  the  security 
threats  that  we  will  face  into  the  next  century — the  proliferation  of  weapons  of  mass 
destruction  and  the  challenges  facing  our  own  economic  security. 

While  some  may  view  these  two  issues  as  competing,  the  Administration  believes 
a  properly  constructed  export  control  system  can  do  much  to  stem  the  spread  of  nu- 
clear, chemical,  and  biological  weapons,  and  the  missiles  used  for  their  delivery, 
without  sacrificing  our  interests  in  increasing  exports,  reducing  our  trade  deficit, 
and  maintaining  global  competitiveness  in  critical  technologies. 
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This  can  be  achieved  by  re-focusing  our  export  controls  more  narrowly  on  these 
post-Cold  War  objectives,  by  clarifying  and  streamlining  the  export  licensing  deci- 
sionmaking process,  and  by  placing  more  discipline  on  the  imposition  and  extension 
of  unilateral  export  controls,  so  that  they  are  related  more  directly  to  the  objectives 
they  were  intended  to  achieve. 

Objectives 

To  that  end,  the  Administration  has  pursued  the  following  objectives  in  the  devel- 
opment of  a  new  Export  Administration  Act: 

•  encourage  more  effective  multilateral  regimes; 

•  support  economic  security  and  increase  discipline  on  unilateral  controls; 

•  improve  our  ability  to  prevent  nonproliferation; 

•  simplify  and  streamline  the  export  control  system; 

•  increase  transparency  in  the  process; 

•  harmonize  sanctions  laws;  and 

•  strengthen  enforcement. 

I  would  like  to  spend  a  few  minutes  discussing  each  of  these  areas. 

Encourage  More  Effective  Multilateral  Regimes 

First,  any  new  legislation  must  contain  a  clear  preference  for  multilateral  export 
controls  and  must  support  strengthening  the  multilateral  regimes.  We  believe  that 
the  new  Act  should  state  our  policy  on  the  standards  for  effective  multilateral  export 
controls  and  clearly  delineate  our  goal  of  promoting  such  regimes. 

The  future  utility  of  export  controls  in  countering  the  security  threats  that  lie 
ahead,  especially  with  respect  to  proliferation,  will  be  directly  related  to  the  success 
of  the  new  regimes  in  countering  the  proliferation  of  weapons  of  mass  destruction. 
The  development  of  common  control  lists  and  commitments  to  comparable  proce- 
dures are  essential  first  steps.  In  addition,  common  licensing  and  enforcement  prac- 
tices must  be  adopted  by  member  nations. 

We  must  support  the  development  of  nonproliferation  regimes  in  cooperation  with 
our  partners.  Our  goal  is  to  institute  serious  review  mechanisms,  adopt  common  tar- 
get countries  and  projects,  provide  for  comprehensive  sharing  of  relevant  informa- 
tion, and  aggressively  enforce  controls  backed-up  with  meaningful  penalties.  With- 
out such  rigor,  we  face  the  risk  of  not  achieving  our  nonproliferation  goals,  but  of 
disadvantaging  U.S.  exporters. 

The  Administration's  proposal  contains  explicit  guidelines  for  effective  multilat- 
eral regimes  which  include:  1)  full  membership  by  all  supplier  countries;  2)  effective 
enforcement  and  compliance  procedures;  3)  programs  to  enhance  public  understand- 
ing; 4)  effective  implementation  procedures;  5)  enhanced  cooperation  among  regime 
members;  6)  periodic  high-level  meetings;  and  7)  a  common  list  of  controlled  items. 
Consistent  with  the  arrangements  in  specific  multilateral  regimes,  the  United 
States  will  make  public  all  information  about  the  operations  of  each  regime. 

Recognizing  the  new  global  context,  the  Administration's  proposed  legislation 
eliminates  the  current  separation  between  national  security  and  foreign  policy  con- 
trols. Instead  it  emphasizes  the  importance  of  multilateral  controls  for  achieving  our 
nonproliferation  goals  through  joint  efforts,  such  as:  the  Missile  Technology  Control 
Regime;  the  Australia  Group  (concerned  with  chemical  and  biological  weapons);  and 
the  Nuclear  Suppliers  Group  and  distinguishes  them  from  unilateral  ones.  The  bill 
distinguishes  such  multilateral  controls  from  unilateral  ones  used,  when  absolutely 
necessary,  for  our  anti-terrorism,  human  rights,  and  regional  stability  objectives. 

Economic  Security  and  Unilateral  Controls 

At  the  same  time,  the  President  has  repeatedly  stressed  the  importance  of  eco- 
nomic security  and,  in  particular,  has  focused  on  unnecessary  or  excessive  export 
controls  as  an  impediment  to  a  vigorous  exporting  sector.  In  a  recent  Presidential 
policy  statement,  the  President  noted: 

Too  often,  our  current  controls  unnecessarily  burden  U.S.  business  without 

meeting  our  nonproliferation  objectives.  At  times,  they  are  overly  bureaucratic, 

costly,  confusing  for  exporters,  and  insensitive  to  changes  in  technology. 

Accordingly,  the  second  goal  of  our  renewal  of  the  Export  Administration  Act  is 
to  ensure  that  economic  issues  are  properly  weighed  in  the  implementation  of  export 
controls.  As  we  consider  implementing  new  export  restrictions  or  as  we  review  exist- 
ing practices,  we  must  carefully  measure  the  cost  to  the  United  States  in  lost  jobs 
and  in  lost  exporting  opportunities.  As  this  Committee  well  knows,  every  billion  dol- 
lars in  the  international  marketplace  accounts  for  20,000  American  jobs.  The  new 
Export  Administration  Act  must  explicitly  recognize  this  reality  and  provide  for  the 
thorough  assessment  of  the  economic  effect  of  proposed  controls. 
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In  this  regard,  current  provisions  of  the  Export  Administration  Act  that  place  rea- 
sonable limits  on  the  exercise  of  export  control  authorities  are  maintained.  These 
include  such  items  as  the  25  percent/10  percent  de  minimis  exclusion  rule  for  U.S. 
content  of  foreign  manufactured  items  and  contract  sanctity. 

Most  importantly,  the  Administration's  proposed  bill  includes  additional  discipline 
on  the  imposition  of  unilateral  export  controls.  While  the  Act  must  recognize  and 
provide  the  authority  for  the  occasional  resort  to  such  unilateral  action,  discipline 
is  needed  to  ensure  that  their  effectiveness  is  regularly  examined  and  that  those 
which  fail  that  test  are  discontinued.  The  Administration's  proposal  includes  the  re- 
quirement for  a  formal  evaluation  of  the  costs  and  benefits  of  unilateral  controls  (in- 
cluding their  economic  impact)  before  such  controls  are  imposed  or  extended. 

Unilateral  controls  will  be  constrained  by  statutory  criteria  including  an  evalua- 
tion of:  1)  compatibility  with  overall  U.S.  foreign  policy  objectives  toward  the  target 
country;  2)  the  likely  reaction  of  other  nations;  3)  foreign  policy  gains  to  be  realized; 
4)  the  economic  costs  to  be  incurred;  5)  the  likelihood  of  changing  the  behavior  of 
the  target  country;  6)  the  ability  to  deny  access  by  the  target  country  to  the  con- 
trolled items;  and  7)  the  likelihood  of  establishing  multilateral  cooperation. 

Prior  to  the  imposition  of  unilateral  export  controls,  their  utility  will  be  carefully 
measured  against  the  above  criteria.  In  addition,  all  unilateral  controls  will  be  re- 
evaluated annually  against  these  standards  before  they  are  renewed  or  extended. 
The  Congress  will  be  formally  notified  prior  to  the  imposition  of  unilateral  controls 
and  at  least  annually  thereafter  prior  to  their  removal,  extension  or  renewal. 

In  conducting  the  annual  evaluations,  the  policy  will  be  that  a  determination  to 
renew  or  extend  unilateral  export  controls  should  only  be  made  if  such  controls  are 
likely  to  continue  to  make  substantial  progress  toward  achieving  the  intended  pur- 
pose of:  1)  changing,  modifying,  or  constraining  the  undesirable  conduct  or  policies 
of  the  target  country  or  countries;  2)  denying  the  target  country  access  to  controlled 
items  from  all  sources;  3)  substantially  assisting  efforts  to  achieve  multilateral  co- 
operation to  deny  the  target  country  unconstrained  access  to  controlled  items;  or  4) 
promoting  the  foreign  policy  purpose  of  avoiding  actions  that  significantly  and  di- 
rectly support  the  proliferation  of  weapons  of  mass  destruction,  terrorism,  human 
rights  abuses,  or  regional  instability.  In  addition,  we  will  determine  whether  the  im- 
pact of  the  unilateral  controls  has  been  compatible  with  the  overall  policy  objectives 
of  the  United  States  toward  the  target  country  and  whether  the  reaction  of  other 
countries  has  not  rendered  the  controls  ineffective  or  been  counter-productive  to 
U.S.  policy  interests.  We  will  gauge  the  effect  the  controls  have  had  on  U.S.  export 
performance,  the  competitiveness  of  U.S.  companies  and  their  employees  to  ensure 
that  any  adverse  effects  have  not  outweighed  the  benefit  to  other  U.S.  interests. 

Finally,  we  will  determine  whether  the  United  States  has  enforced  the  unilateral 
controls  effectively. 

Taken  together,  these  criteria  impose  an  effects  test  on  renewal  of  controls.  In 
other  words,  controls  that  don't  work,  that  have  not  accomplished  their  objective, 
will  not  be  renewed.  Controls  whose  purpose  is  simply  to  express  U.S.  disapproval 
of  another  country's  actions  or  policies  would  be  precluded. 

Improve  Our  Ability  to  Prevent  Nonproliferation 

Third,  with  respect  to  strengthening  our  nonproliferation  authorities,  we  believe 
that  we  must  make  a  clean  break  with  the  past  Cold  War  focus  of  export  controls. 
The  old  model  of  a  distinction  between  CoCom-based  national  security  controls  and 
other  foreign  policy  concerns  is  no  longer  useful  in  the  post-Cold  War  period.  Our 
export  controls  must  now  support  the  new  regimes  concerned  with  countering  the 
proliferation  of  weapons  of  mass  destruction,  and  they  must  be  flexible  enough  to 
respond  to  the  additional  multilateral  arrangements  that  will  undoubtedly  be  need- 
ed in  the  future. 

On  a  number  of  occasions,  the  President  has  stated  his  personal,  uncompromising 
support  for  halting  the  proliferation  of  weapons  of  mass  destruction.  We  believe  that 
the  Administration's  proposed  legislation  provides  an  important  element  of  this  ef- 
fort and  provides  necessary  authorities  to  accomplish  that  goal.  It  provides  for  non- 
proliferation  as  a  distinct  basis  for  controls,  and  it  encourages  other  nations  to  de- 
velop the  same  objectives. 

In  addition,  it  reinforces  our  nonproliferation  commitment  by  harmonizing  and 
making  more  internally  consistent  our  sanctions  laws,  a  subject  I  will  address  later 
in  my  testimony. 

Simplify  and  Streamline  the  Export  Control  System 

Fourth,  the  promotion  of  our  economic  security  and  nonproliferation  goals  re- 
quires reforming  the  management  of  the  export  control  system.  If  there  is  one  point 
on  which  the  Congress,  the  business  community,  and  the  Administration  agree,  it 
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is  that  the  current  system  is  overly  complex,  bureaucratic,  and  characterized  by 
lengthy  and  costly  processing  times.  The  President  is  strongly  committed  to  this  re- 
form and  recently  wrote  (August  19,  1993)  to  one  of  your  colleagues  in  the  House 
(Congressman  Don  Edwards): 

Effective  export  controls  are  essential  to  preserving  U.S.  nonproliferation,  na- 
tional security,  and  foreign  policy  interests.  However,  I  am  convinced  .  .  .  that 
the  current  system  needs  reform.  Our  system  needs  to  be  restructured  to  be  more 
effective,  as  well  as  more  efficient.  Reforming  the  export  control  system  is  key  to 
our  export  growth  initiatives,  as  well  as  our  national  security,  and  I  am  commit- 
ted to  its  success. 

Recently,  the  Administration  has  taken  significant  steps  to  reduce  the  scope  of  un- 
necessary controls  as  the  result  of  work  done  in  the  context  of  the  Trade  Promotion 
Coordinating  Committee.  In  concert  with  our  CoCom  allies  and  our  partners  in  the 
nonproliferation  regimes,  we  have  undertaken  the  most  extensive  reduction  of  ex- 
port licensing  requirements  since  the  advent  of  the  Cold  War.  In  previous  years,  we 
regularly  examined  over  $100  billion  worth  of  proposed  individual  export  sales;  last 
year,  however,  we  reduced  that  number  to  just  over  $20  billion.  (We  also  issued 
some  $40  billion  of  special  license  authorizations  for  bulk  sales  to  approved  distribu- 
tors around  the  world.)  Based  on  recent  decontrol  actions,  we  expect  that  number 
in  1994  to  be  cut  in  half  (and  for  special  licenses  to  be  reduced  accordingly).  It  is 
important  that  we  continue  the  effort  to  ensure  that  controls  remain  narrowly  fo- 
cused on  the  items  that  are  truly  critical  to  our  security  interests.  Controls  must 
also  keep  pace  with  the  rapid  advance  in  technology  and  be  forward-looking  in  as- 
sessing the  unrestrained  availability  of  competing  high  tech  items  from  foreign 
sources.  Just  this  week,  we  are  publishing  in  the  Federal  Register  a  rule  which  will 
raise  the  supercomputer  definition  to  1,500  MTOPS  (millions  of  theoretical  oper- 
ations per  second)  and  will  permit  computers  to  move  under  general  license  (GFW) 
to  most  Western  destinations  up  to  1,000  MTOPS.  For  those  countries  for  which  we 
have  nuclear  proliferation  concerns,  the  level  will  be  held  to  500  MTOPS.  Except 
to  the  few  embargoed  or  pariah  nations,  computers  up  to  260  MTOPS  will  be  decon- 
trolled (G-DEST).  While  the  Administration  has  had  major  success  in  this  area, 
clearly  more  needs  to  be  done. 

In  response  to  recent  reviews  by  the  Administration,  the  business  community,  and 
the  Congress,  we  are  taking  steps  to  reduce  overall  export  licensing  processing  times 
significantly.  But  that  must  only  be  the  beginning,  not  the  end,  to  the  streamlining 
oi  the  system. 

The  Administration's  proposed  legislation  will  set  tight  timeframes  for  export  con- 
trol decisions  and  will  impose  strict  deadlines  on  commerce  and  those  other  agencies 
participating  in  the  decisionmaking  process.  Agencies  unable  to  forward  a  rec- 
ommendation in  a  timely  manner  will  be  deemed  to  concur  with  the  recommenda- 
tion of  commerce.  Cases  in  dispute  will  be  escalated  to  senior  policy  levels  at  dates 
certain.  The  new  licensing  review  process  will  ensure  that  license  applications  are 
resolved  or  referred  to  the  President  no  later  than  90  days  from  their  date  of  filing. 
No  longer  will  export  licensing  decisions  be  permitted  to  languish  from  inattention. 

Transparency  and  Industry  Rights  of  Petition 

The  fifth  goal  of  the  Administration  proposed  legislation  is  to  increase  the  trans- 
parency of  our  export  control  decisionmaking  process.  In  order  to  compete  effectively 
in  the  international  marketplace,  exporters  must  be  able  to  plan  their  marketing 
strategies  based  on  a  full  understanding  of  the  export  control  system  and  its  re- 
quirements. They  must  be  able  to  depend  on  accurate,  consistent,  and  timely  licens- 
ing decisions.  If  we  expect  the  cooperation  of  the  business  community,  our  rules  and 
procedures  need  to  be  clear,  understandable,  and  reasonable. 

Industry  must  have  appropriate  avenues  to  inquire  about  Governmental  decisions 
and  to  seek  redress.  Thus,  the  Administrations  proposed  Act  contains  new  and 
broader  rights  of  petition  for  the  exporting  community  to  seek  relief  from  export 
control  requirements  when  it  can  be  demonstrated  that  they  place  an  unfair  burden 
on  U.S.  business,  or  when  specific  licensing  decisions  or  conditions  are  clearly  in- 
equitable when  compared  to  the  rules  of  other  nations. 

The  Administration's,  proposal  gives  industry  the  right  of  petition  to  the  Secretary 
for  relief  from  export  control  policies  or  practices  when:  1)  there  is  foreign  availabil- 
ity or  items  are  expected  to  become  available  in  the  foreseeable  future;  2)  the  dif- 
ferences in  the  control  imposed  by  the  U.S.  and  other  governments  places  the  peti- 
tioner at  an  unfair  competitive  disadvantage;  or  3)  the  controls  are  ineffective  due 
to  their  wide  availability  and  the  inability  of  the  Government  to  enforce  the  controls 
effectively. 

When  petitions  are  filed,  exporters  will  be  given  the  guarantee  of  timely  action, 
for  if  a  decision  regarding  relief  is  not  taken  by  a  date  certain,  the  control  will  be 
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removed.  The  Congress  shall  be  notified  annually  of  all  such  petitions  and  their  sta- 
tus. 

Sanctions  Harmonization 

Sixth,  the  Administration  believes  that  the  current  lack  of  consistency  between 
the  various  sanctions  laws  for  missile  technology  and  chemical  and  biological  weap- 
ons purposes  makes  them  difficult  to  understand  for  both  the  exporting  community 
and  other  nations. 

Sanctions  for  violations  of  nonproliferation  norms  are  an  important  component  of 
our  overall  nonproliferation  policy.  These  laws,  however,  need  to  include  the  flexibil- 
ity necessary  to  allow  the  President  to  take  a  more  targeted  approach  with  respect 
to  the  imposition  and  the  maintenance  of  sanctions.  We  believe  that  harmonization 
of  the  various  laws  would  go  far  in  making  the  use  of  sanctions  more  effective  in 
achieving  our  national  security  and  nonproliferation  objectives. 

While  sanctions  are  being  made  more  consistent  and  responsive,  they  also  need 
to  be  strengthened.  Thus,  the  Administration's  bill  contains  new  provisions  which: 

•  Expand  sanctionable  CBW  activity  to  include  contributions  to  any  CBW  program, 
not  just  those  of  terrorist  or  rogue  states,  to  include  the  knowing  provision  of  serv- 
ices or  participation  in  financial  transactions  involving  a  target  program; 

•  Expand  mandatory  sanctions  to  include  export,  import,  and  Government  procure- 
ment bans,  in  addition  to  a  broad  array  of  discretionary  sanctions;  and 

•  Expand  the  scope  of  sanctionable  activity  to  include  the  knowing  provision  of  serv- 
ices to  a  target  program. 

The  Administration's  bill  also  includes  the  following  provisions  for  enhancing  the 
sanctions  authorities  as  a  tool  for  accomplishing  our  nonproliferation  objectives: 

•  Expanding  the  consultation  provisions  of  existing  law  to  the  missile  area,  giving 
us  a  better  opportunity  to  use  the  threat  of  sanctions  to  achieve  nonproliferation 
goals; 

•  Revising  the  waiver  standard  to  include  the  consideration  of  important  U.S.  eco- 
nomic interests  in  proceeding  with  sanctions;  and 

•  Providing  for  multilateral  sanctions  to  replace  unilateral  sanction  where  the 
President  finds  them  to  be  more  effective. 

Strengthen  Enforcement 

Seventh,  and  finally,  the  renewed  Export  Administration  Act  needs  to  strengthen 
the  enforcement  of  export  controls.  The  United  States  must  set  a  strong  example 
for  our  partners  in  the  new  multilateral  regimes  with  respect  to  effective  export  con- 
trol enforcement. 

I  am  particularly  pleased  to  be  able  to  point  to  the  recent  memorandum  of  under- 
standing reached  with  the  U.S.  Customs  Service  on  enforcement  of  the  Export  Ad- 
ministration Act.  This  agreement  ensures  a  full  exchange  of  licensing  and  investiga- 
tive information  and  provides  for  close  cooperation  on  joint  domestic  and  inter- 
national investigations. 

The  new  Act  must  build  upon  this  enhanced  enforcement  cooperation  by  providing 
for  increased  penalties;  greater  authority  for  undercover  operations;  forfeitures;  ad- 
ditional inspections,  searches,  and  seizures;  and  the  issuance  of  denial  orders. 

Other  Issues 

Two  other  sections  of  the  Export  Administration  Act  need  mentioning.  The  first 
concerns  the  provisions  on  foreign  boycotts.  While  there  has  been  some  movement 
with  respect  to  the  Arab  boycott  of  Israel  in  recent  weeks,  the  Administration  sup- 
ports the  full  retention  of  the  current  anti-boycott  provisions  of  the  Export  Adminis- 
tration Act  until  the  tertiary  and  secondary  boycott  of  Israel  is  lifted  completely. 
Even  then,  we  will  continue  to  oppose  strongly  restrictive  trade  practices  or  boycotts 
imposed  by  foreign  countries  against  other  nations  friendly  to  the  United  States  or 
against  any  U.S.  person.  Second,  while  we  have  made  some  adjustments  to  the  short 
supply  provisions  of  the  Act  in  order  to  update  their  relevance,  we  continue  to  sup- 

f>ort  the  inclusion  of  short  supply  controls  in  the  Export  Administration  Act  and  be- 
ieve  these  should  be  largely  continued  in  their  present  form. 

The  Administration  is  committed  to  continuing  to  work  closely  and  cooperatively 
with  this  Committee  and  the  exporting  community  in  fashioning  new  export  Admin- 
istration legislation.  We  see  the  submission  of  this  proposed  legislation  as  the  begin- 
ning of  a  process,  not  its  end.  We  are  anxious  to  get  this  process  underway.  We  are 
interested  in  genuine  cooperation  and  are  open  to  new  ideas.  We  believe  that  we 
are  at  a  watershed  with  respect  to  export  controls  and  that  the  future  success  of 
both  our  nonproliferation  goals  and  our  concerns  with  U.S.  economic  security  can 
be  significantly  advanced  with  appropriate  legislation. 


177 

Future  of  CoCom 

I  would  like  to  turn  now  to  the  second  area  of  interest  set  forth  in  your  letter 
of  invitation:  the  future  of  CoCom.  Today's  hearing  couldn't  be  more  timely  because 
we  are  in  the  midst  of  intense  negotiations  with  our  CoCom  allies  on  future  ar- 
rangements. The  consultations  taking  place  in  Paris  are  important  and  central  to 
the  future  security  of  the  United  States.  Our  goal  is  nothing  short  of  restructuring 
our  strategic  trade  controls  for  a  post-Cold  War  world  in  which  Russia  is  no  longer 
viewed  as  an  adversary  but  as  a  potential  ally  in  combating  the  proliferation  of  dan- 
gerous technology. 

We  have  two  Dasic  objectives.  The  first  is  to  phase  out  the  CoCom  organization 
in  a  manner  consistent  with  our  security  and  economic  interests.  The  date  for  this 
remains  March  31.  The  second  is  to  replace  CoCom  with  a  new  regime  that  pro- 
motes transparency  and  responsibility  in  arms  and  sensitive  dual-use  trade  to  coun- 
tries and  regions  of  instability. 

With  the  new  regime  in  place,  we  will  be  in  a  much  better  position  to  ensure  that 
countries  like  Iraq,  Iran,  Libya,  and  North  Korea  are  not  able  to  acquire  advanced 
conventional  weapons  or  other  sensitive  technologies.  Slowing  the  development  of 
advanced  weapons  in  these  countries  can  be  an  important  ingredient  to  finding 
peaceful  solutions  to  regional  problems. 

Although  this  new  regime  will  be  important  in-and-of-itself,  it  will  also  provide 
an  important  boost  to  the  existing  nonproliferation  regimes,  as  membership  in  the 
new  regime  will  require  adherence  to  other  current  nonproliferation  treaties  and  ar- 
rangements, for  example  the  Nuclear  Nonproliferation  Treaty,  the  Chemical  War- 
fare Convention,  and  the  various  nonproliferation  regimes. 

Considerable  progress  has  been  made  with  our  allies,  but  important  work  remains 
to  be  done.  We  are  at  a  critical  point  in  our  discussions  involving  the  phasing  out 
of  CoCom,  the  development  of  new  control  lists,  the  establishment  of  new  proce- 
dures for  conventional  arms  and  sensitive  dual-use  item  transfers,  and  contacts  with 
prospective  new  members,  such  as  Russia.  Events  in  this  area  will  move  rapidly  in 
the  days  and  weeks  ahead.  While  it  is  difficult  to  predict  with  certainty  the  ultimate 
arrangement  that  will  emerge,  I  promise  to  continue  to  work  closely  with  your  Com- 
mittee and  to  keep  you  fully  informed  of  our  progress.  I  know  my  colleague  from 
the  State  Department  will  address  this  matter  in  greater  detail. 

In  closing,  let  me  once  again  thank  you  for  the  opportunity  to  appear  before  you. 
I  would  be  delighted  to  respond  to  any  questions  you  may  have. 


PREPARED  STATEMENT  OF  DR.  LYNN  E.  DAVIS 
Under  Secretary  for  International  Security  Affairs,  Department  of  State 

February  24,  1994 

The  international  security  environment  has  undergone  tremendous  change  over 
the  past  few  years.  The  United  States  is  faced  today  with  an  entirely  new  set  of 
threats  and  opportunities.  And,  as  a  result,  the  need  to  revamp  our  export  control 
system  has  taken  on  a  new  sense  of  urgency.  I  would  like  to  take  this  opportunity 
to  address  the  question  of  why  the  United  States  will  continue  export  controls  in 
the  post-Cold  War  world  and  introduce  how  our  draft  Export  Administration  Act 
contributes  both  to  the  economic  security  of  Americans  and  our  nonproliferation 
goals. 

In  the  past,  we  and  our  allies  had  a  clear  understanding  of  the  need  for  export 
controls.  The  Warsaw  Pact  countries,  as  well  as  other  Communist  countries,  posed 
a  serious  and  clearly  defined  threat  to  the  United  States,  and  to  the  West  generally. 
We  undertook  to  deny  them  access  to  weapons,  dual-use  items,  and  technologies.  We 
and  our  allies  agreed  upon  procedures  for  controlling  exports  to  these  destinations, 
including  allowing  for  any  nation  to  veto  a  specific  export. 

Now  we  face  a  very  different  threat.  There  are  still  serious  dangers,  but  there  are 
more  uncertainties.  The  spread  of  weapons  of  mass  destruction  and  sophisticated 
conventional  arms  is  perhaps  the  single  most  important  security  threat.  The  de- 
mands for  such  weapons  remain  high,  as  in  Iran  and  Libya.  With  the  collapse  of 
the  Soviet  Union,  the  newly  independent  states  in  Central  and  Eastern  Europe  have 
new  commercial  incentives  to  expand  trade  in  arms  and  sensitive  dual-use  items. 
In  many  cases  they  also  inherit  weak  control  systems. 

Our  export  control  system  for  the  post-Cold  War  needs  to  respond  to  these  new 
security  threats.  The  overall  Clinton  Administration  approach  is  to: 
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•  Reduce  the  demands  for  dangerous  weapons  and  technologies  through  support  for 
international  nonproliferation  norms  and  strategies  to  reduce  regional  instability. 

•  Pursue  a  multilateral  export  control  approach  to  achieving  our  nonproliferation 
goals,  through  the  MTCR,  Australia  Group  (AG),  and  Nuclear  Suppliers  Group 
(NSG). 

•  Design  a  new  multilateral  arrangement  to  replace  CoCom  involving  transparency 
and  restraint  in  arms  and  sensitive  items. 

•  Liberalize  export  controls  and  redesign  export  control  procedures  and  processes  in 
light  of  the  dramatic  changes  in  the  world,  and  keep  controls  focused  only  on 
weapons  of  mass  destruction,  missiles,  dangerous  conventional  arms,  and  other 
threatening  military  capabilities. 

•  Reserve  the  right  to  impose  unilateral  controls  in  those  limited  and  extreme  cir- 
cumstances that  may  require  them. 

Let  me  describe  each  of  these  briefly,  focusing  specifically  on  how  the  Administra- 
tion's proposed  new  Export  Administration  Act  contributes  to  each  of  these  goals. 

Clinton  Administration  Nonproliferation  Strategy 

President  Clinton  unveiled  the  overall  U.S.  nonproliferation  policy  in  his  speech 
to  the  U.N.  General  Assembly  last  September.  In  that  speech  he  pointedly  elevated 
the  importance  of  preventing  the  spread  of  weapons  of  mass  destruction  and  sophis- 
ticated conventional  weaponry  on  the  international  security  agenda.  In  addition,  the 
policy  sets  out  broad  strategic  aims  and  goals  for  the  United  States. 

We  will  reinforce  international  norms  against  proliferation  by  strengthening  exist- 
ing international  agreements  and  proposing  new  ones  to  meet  the  challenges  of  the 
new  international  security  environment.  This  will  include,  among  other  steps,  seek- 
ing the  indefinite  extension  of  the  Nonproliferation  Treaty  in  1995  and  negotiating 
a  Comprehensive  Test  Ban  Treaty. 

We  will  try  to  reduce  demand  for  dangerous  weapons  through  regional  diplomacy, 
as  in  North  Korea,  Middle  East,  and  South  Asia,  to  respond  to  the  underlying 
sources  of  insecurity  and  instability. 

Multilateral  Nonproliferation  Regimes 

Our  policy  recognizes  that  unilateral  steps  to  control  exports  will  not  stop  the  sup- 
ply of  dangerous  items  to  proliferators.  Technology  has  diffused  to  many  countries. 
We  need  to  persuade  other  suppliers  to  support  multilateral  approaches  to  constrain 
supply  of  sensitive  equipment,  material,  and  technology.  We  are  seeking  to  ensure 
that  NPT  parties,  with  full-scope  safeguards  who  continue  to  maintain  clandestine 
nuclear  weapons  ambitions,  like  Iran,  cannot  receive  items  of  concern  from  the 
members  of  the  Nuclear  Suppliers  Group.  We  are  encouraging  the  MTCR  partners 
to  focus  on  missile-related  exports  from  non-partner  countries  like  North  Korea.  We 
are  engaging  in  dialog  with  key  suppliers  like  Russia  and  China  that  are  not  mem- 
bers of  all  the  key  regimes  to  ensure  their  export  policies  do  not  undercut  the  inter- 
national consensus. 

Multilateral  Regime  to  Replace  CoCom 

CoCom's  future  came  to  the  fore  when  we  undertook  to  respond  to  the  new  secu- 
rity challenges  and  design  a  multilateral  approach  to  our  nonproliferation  goals  and 
multilateral  approaches  to  export  controls.  President  Yeltsin  had  raised  CoCom 
(along  with  other  Cold  War  era  restrictions)  at  the  Vancouver  Summit  and  ex- 
pressed concern  that  it  was  harming  reform  and  standing  in  the  way  of  building 
a  new  strategic  partnership  with  the  West. 

The  end  of  the  Cold  War,  the  disintegration  of  the  Soviet  Union,  deep  cuts  in  the 
strategic  arsenals  of  both  sides,  and  the  goal  of  assisting  economic  and  political  re- 
form in  Russia  and  the  other  newly  independent  states — rather  than  retarding  their 
economic  development — all  led  us  and  our  allies  to  the  view  that  the  CoCom  ar- 
rangement had  outlived  its  strategic  rationale,  and  could  not  be  sustained. 

That  said,  rather  than  sweeping  away  the  CoCom  arrangement,  we  decided  there 
were  good  reasons  for  an  orderly  transition  in  which  the  arrangement  would  be 
closed  down  with  care  and  a  new  regime  established  to  respond  to  the  new  security 
threats.  Though  CoCom's  mandate  was  restricted  to  East-West  transfers,  it  had 
served  over  the  years  as  a  useful  body  for  Western  countries  to  expand  cooperation 
among  themselves  in  various  ways  (e.g.  elaboration  of  control  lists,  licensing  stand- 
ards, etc.) — patterns  of  Western  cooperation  we  wished  to  preserve  and  which  we 
considered  very  valuable  in  addressing  new  dangers  to  international  peace  and  secu- 
rity through  coordinated  action  with  friends  and  allies. 

High  on  our  list  of  concerns  was  the  need  to  ensure  stability  in  the  Middle  East 
and  South  Asia — to  deter  destabilizing  buildups  of  conventional  weapons  and  other 
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sensitive  technologies  and  to  prevent  the  acquisition  of  such  items  by  dangerous 
states,  such  as  Iran. 

These  factors  led  us  to  approach  our  allies  in  mid- 1993  with  a  proposal  to  create 
a  new,  more  broadly  based  mechanism  with  a  security  rationale  tailored  for  the 
post-Cold  War  world.  We  outlined  multiple  objectives  in  our  proposal: 
— To  deal  firmly  and  creatively  with  dangerous  states  (e.g.,  Iraq,  Iran,  North  Korea, 

and  Libya)  that  are  contributing  to  tensions  in  regions  like  the  Middle  East; 
— To  further  the  process  of  engaging  Russia  and  other  newly  independent  states  in 

the  establishment  of  effective  export  control  systems  and  in  combating  the  global 

proliferation  of  weapons  and  sensitive  dual-use  technology; 
— To  close  gaps  in  the  nonproliferation  regimes  and  improve  our  ability  to  enhance 

regional  stability  by  controlling  conventional  arms  and  sensitive  dual-use  sales  on 

a  multilateral  basis  for  the  first  time;  and 
— To  remove  disadvantages  placed  on  U.S.  exporters  by  the  lack  of  adequate  multi- 
lateral coordination  on  sensitive  transfers  to  terrorist  states  and  other  threats. 

A  series  of  international  expert  meetings  convened  to  consider  the  U.S.  proposal 
led  to  a  high  level  meeting  of  the  seventeen  CoCom  governments  last  November  16 
in  The  Hague.  At  that  meeting,  our  Western  partners  agreed  on  a  set  of  political 
principles  that  endorsed  the  broad  outlines  of  our  proposal  and  agreed  on  a  work 
program  for  phasing  out  CoCom  and  inaugurating  a  new  arrangement.  The  time- 
table is  to  achieve  both  by  March  31,  1994. 

Moreover,  discussions  among  the  seventeen  CoCom  governments  have  recently 
been  broadened  to  include  the  European  Neutrals  and  New  Zealand.  Russia  has  ex- 
pressed interest  at  the  highest  levels  in  participating  in  the  new  arrangement  and 
being  among  its  founding  members.  At  the  Moscow  summit,  Secretary  Christopher 
and  Foreign  Minister  Kozyrev  issued  a  joint  statement  in  which  they  welcomed  the 
decision  to  establish  a  new  multilateral  regime  for  enhancing  responsibility  and 
transparency  in  the  transfers  of  armaments  and. sensitive  dual-use  technologies  and 
agreed  to  consultative  arrangements. 

Despite  the  very  substantial  progress,  there  are  a  number  of  outstanding  issues. 
For  one,  how  far  will  our  European  allies  and  Russia  go  in  joining  with  us  to  keep 
dangerous  technologies  away  from  dangerous  states? 

Second,  will  the  new  regime  have  real  teeth — particularly  when  it  comes  to  con- 
ventional weapons?  We  have  proposed  a  regime  which  involves  a  serious  informa- 
tion exchange  and  scope  for  consultation  and  concerted  action  where  the  risks  are 
acute. 

There  is  also  the  further  issue  of  Russia's  acceptance  of  the  obligations  entailed 
by  membership  in  the  new  arrangement — in  particular,  its  commitment  to  respon- 
sible export  control  policy — a  question  we  are  continuing  to  discuss  carefully  and  in 
detail  with  Russian  authorities. 

With  regard  to  these  outstanding  issues,  we  will  continue  to  press  vigorously  for 
a  credible  regime  that  will  advance  our  mutual  security  interests  as  well  as  the  in- 
terests of  regional  peace  and  security. 

With  the  phasing  out  of  CoCom,  we  will  be  putting  in  place  guidance  for  American 
exporters  concerning  areas  where  there  will  be  liberalized  treatment,  and  those 
areas,  which  because  of  their  military  sensitivity,  will  continue  to  be  subject  to  care- 
ful national  control.  As  part  of  the  phasing-out  of  CoCom,  we  are  also  negotiating 
common  understandings  with  our  partners  about  those  areas  which  should  continue 
to  be  treated  with  extreme  vigilance. 

Liberalization  of  Controls  and  the  New  Export  Administration  Act 

The  Clinton  Administration  is  committed  to  providing  economic  security  for  all 
Americans — a  goal  that  requires  us  to  support  expanded  trade  and  opening  markets, 
as  well  as  revisions  in  export  controls.  In  light  of  the  dramatic  changes  that  have 
taken  place  in  the  world,  we  will  focus  our  export  controls  on  those  items  which  lead 
to  the  development  of  weapons  of  mass  destruction,  missiles,  and  dangerous  conven- 
tional arms. 

By  raising  the  control  threshold  for  the  export  of  computers  and  supercomputers, 
the  Administration  has  decontrolled  several  billions  of  dollars  worth  of  exports.  This 
will  enhance  our  competitiveness  and  expand  American  trade.  We  have  revised  the 
control  lists  for  multilateral  regimes  to  focus  on  those  items  and  technologies  that 
actually  pose  a  serious  threat. 

In  parallel,  we  have  developed  the  Administration's  proposed  Export  Administra- 
tion Act  so  as  to  streamline  tne  export  control  licensing  process,  enhance  its  respon- 
siveness to  U.S.  exporters,  and  discipline  our  use  of  all  export  controls — unilateral 
as  well  as  multilateral. 

Let  me  set  our  efforts  to  streamline  the  system  in  context.  Today's  dual-use  export 
control  system  is  quite  different  from  the  system  as  it  functioned  only  a  few  short 
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years  ago.  In  the  mid-1980's,  during  the  height  of  the  Cold  War,  the  United  States 
Government  reviewed  about  120,000  dual-use  licenses  per  year.  Last  year,  only 
27,000  licenses  required  review,  and  this  year,  due  to  liberalized  controls  on  comput- 
ers and  telecommunications  equipment,  only  about  16,000  dual-use  licenses  will  be 
reviewed.  The  relative  impact  of  U.S.  export  controls  on  both  government  and  indus- 
try has  diminished  considerably,  but  licensed  exports  still  remain  important  to  some 
of  our  technologically  advanced  industries  competing  globally. 

As  for  the  U.S.  export  control  process,  it  must  be  understood  that  the  vast  major- 
ity of  dual-use  license  cases — approximately  97  percent — are  processed  within  statu- 
tory timelines.  Further,  of  the  27,000  dual-use  licenses  that  were  reviewed  last  year, 
only  145  cases  required  interagency  review  at  the  Assistant  Secretary  (ACEP)  level. 
Fifty-six  of  these  were  computer  cases  which  would  no  longer  be  captured  under  the 
new  control  policies.  Although  there  are  difficult  licenses  that  take  extensive  time 
to  process,  overall  the  system  does,  in  fact,  work. 

Our  bill  will  streamline  the  export  control  system  by  reducing  substantially  the 
time  allotted  for  license  processing  and  by  speeding  the  process  of  interagency  re- 
view, thus  forcing  decisions  to  be  made  in  a  more  timely  manner.  Further,  to  pro- 
vide increased  guidance  to  exporters  and  the  public  about  our  policy  and  goals,  a 
high-level  policy  committee  will  be  created.  Comprehensive  annual  reports  on  how 
the  system  works  will  provide  guidance  to  licensing  officials  as  well  as  exporters. 

We  also  propose  to  harmonize  the  various  sanctions  laws  that  exist  for  missiles 
and  chemical  and  biological  weapons.  By  so  doing,  we  hope  to  make  our  sanctions 
laws  more  coherent,  more  predictable,  and,  hence,  more  effective.  This  approach  also 
endorses  the  proposals  sponsored  by  Senator  Glenn  which  deal  with  nuclear-related 
sanctions. 

I  should  also  mention  that  we  are  working  with  other  agencies  to  eliminate  unin- 
tended overlap  between  the  U.S.  Munitions  List  (USML)  and  the  Commerce  Control 
List  (CCL).  Following  on  the  Trade  Promotion  Coordinating  Committee  (TPCC)  re- 

{>ort,  we  have  also  introduced  a  number  of  changes  in  the  Department's  munitions 
icensing  process — more  than  100  companies  are  submitting  licenses  electronically. 
At  the  State  Department,  we  have  consolidated  most  of  our  export  control  functions 
into  one  bureau  which  also  has  responsibility  for  nonproliferation.  This  will  ensure 
a  more  coordinated  approach  to  export  control  policy. 

Disciplines  on  Unilateral  Controls 

The  Administration's  bill  will  enhance  our  ability  to  achieve  important  non- 
proliferation  and  foreign  policy  goals  by  placing  an  emphasis  on  multilateralism, 
while  maintaining  the  prerogative  to  use  unilateral  controls  when  absolutely  nec- 
essary. We  will  do  so  in  a  disciplined  way  to  deal  with  objectionable  behavior  (such 
as  support  for  terrorist  activities  or  violations  of  human  rights).  By  implementing 
all  of  the  above  stated  reforms,  we  believe  that  we  will  create  an  export  control  proc- 
ess that  addresses  all  of  our  national  security,  nonproliferation,  and  foreign  policy 
concerns,  including  our  economic  interests,  while  imposing  the  minimum  burden 
necessary  on  U.S.  exporters.  We  are  engaged  in  a  process  to  create  the  framework 
for  an  export  control  policy  for  a  new  era.  We  strongly  believe  that  we  must  not 
and  cannot  fall  back  from  our  responsibility  to  carry  out  an  effective  nonprolifera- 
tion policy  and  support  our  foreign  policy  interests.  We  do  believe  that  unilateral 
controls  are  not  the  controls  of  choice  and  that  they  should  be  used  sparingly.  On 
the  other  hand,  we  also  believe  that  the  President  must  have  the  authority  to  con- 
trol exports  to  countries  engaged  in  terrorist  acts  or  egregious  human  rights  abuses, 
for  example.  Iran  is  a  case  in  point,  and  the  lessons  we  all  learned  from  the  Iraq 
experience  compel  us  to  hold  firm  to  these  principles. 

The  bill  provides  for  greater  discipline  in  our  use  of  export  controls  by  subjecting 
all  controls — unilateral  as  well  as  multilateral — to  tougher  criteria  and  greater 
transparency.  Prior  to  the  imposition,  extension,  or  expansion  of  any  control,  the 
President  must  determine  that  the  control  is,  in  fact,  essential  to  the  advancement 
of  our  national  security,  nonproliferation,  or  foreign  policy  objectives.  For  unilateral 
controls,  we  have  not  only  maintained  the  current  tough  criteria,  but  also  we  have 
provided  for  the  identification  of  all  unilateral  controls  by  regulation. 

As  recommended  by  the  Trade  Promotion  Coordinating  Committee  report  of  Sep- 
tember 30,  we  are  also  working  with  other  agencies  to  eliminate  unilateral  controls 
where  this  can  be  done  without  undermining  our  foreign  policy  goals  or  jeopardizing 
the  viability  of  the  nonproliferation  regimes. 

To  ensure  that  the  system  responds  to  the  problems  that  exporters  encounter,  our 
bill  expands  the  grounds  on  which  exporters  can  seek  relief  from  export  controls  as 
well  as  the  scope  of  items  subject  to  such  relief  provisions.  In  addition  to  a  foreign 
availability  provision,  the  bill  provides  exporters  an  opportunity  to  seek  relief  on  two 
other  grounds:  when  our  own  domestic  controls  are  believed  to  be  ineffective,  or 
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when  a  U.S.  company  believes  itself  to  be  at  a  competitive  disadvantage  vis-a-vis 
its  foreign  competitors. 

Conclusion 

Mr.  Chairman,  I  must  be  honest  with  you  and  say  that  none  of  these  efforts  are 
easy  ones.  These  are  tough  issues  that  deserve  high  priority  attention.  We  are  com- 
mitted to  doing  that.  We  look  forward  to  working  with  your  Committee  to  redesign 
our  export  control  system  in  the  months  ahead.  We  need  to  work  together  to  build 
a  system  that  has  the  flexibility  needed  to  deal  with  the  new  serious  nonprolifera- 
tion  and  foreign  policy  threats  we  face,  while  supporting  legitimate  exports. 


PREPARED  STATEMENT  OF  FRANK  G.  WISNER 

Under  Secretary  for  Policy,  Department  of  Defense 

February  24,  1994 

Good  afternoon,  ladies  and  gentlemen.  I  am  pleased  to  have  the  opportunity  to 
represent  the  Department  of  Defense  before  your  Subcommittee,  and  join  my  col- 
leagues from  Commerce,  Energy,  State,  and  the  Arms  Control  and  Disarmament 
Agency,  in  addressing  the  export  control  issues  Chairman  Sasser  outlined  in  his  let- 
ter of  invitation. 

The  Clinton  Administration  has  placed  an  extraordinarily  high  priority  on  coun- 
tering proliferation.  The  President  has  made  it  clear  that  the  United  States  is  pre- 
pared to  exercise  vigorous  leadership  in  this  field,  and  this  leadership  is  evident 
today  throughout  the  world,  from  Ukraine — where  we  are  greatly  encouraged  by  the 
progress  being  made — to  North  Korea  and  Iran — where  we  and  the  rest  of  the  inter- 
national community  have  grave  concerns. 

The  President  also  has  made  it  clear  that  he  is  prepared  to  apply  the  entire  range 
of  instruments  available  to  him  to  combat  the  proliferation  challenge.  We  are  using 
the  full  weight  of  our  diplomacy  to  isolate  and  pressure  proliferators  to  give  up  their 
efforts  to  acquire  weapons  of  mass  destruction  (WMD)  and  related  delivery  systems, 
while  at  the  same  time  working  to  bolster  the  security  of  neighboring  states. 

The  President  has  given  the  Defense  Department  a  particular  responsibility  to  en- 
sure our  military  forces  are  prepared  to  deter,  and  if  necessary  defeat,  proliferators. 
I  shall  touch  briefly  on  this  so-called  Defense  Counterproliferation  Initiative  later. 

All  of  these  activities  are  part  of  the  President's  nonproliferation  strategy,  an- 
nounced September  27,  1993,  which  laid  out  a  comprehensive  approach  for  dealing 
with  the  proliferation  threat. 

At  that  time,  the  Clinton  Administration  restated  its  commitment  to  strengthen- 
ing and  expanding  the  interlocking  regimes  that  facilitate  our  multilateral  non- 
proliferation  activities.  The  U.S.  has,  for  example,  proposed  a  ban  on  the  production 
of  fissile  materials  for  nuclear  weapons,  as  well  as  a  comprehensive  test  ban,  both 
of  which  are  designed  to  strengthen  the  Administration's  hand  for  the  upcoming  ne- 
gotiations on  an  indefinite  extension  of  the  Nuclear  Nonproliferation  Treaty  (NPT) 
in  1995.  The  U.S.  also  is  urging  early  ratification  of  the  Chemical  Weapons  Conven- 
tion (CWC)  to  allow  it  to  enter  into  force  next  January,  and  to  strengthen  the  Bio- 
logical Weapons  Convention  to  increase  transparency,  deter  violations,  and  provide 
confidence  that  other  countries  are  not  seeking  to  acquire  these  terrible  weapons. 
Finally,  the  U.S.  is  supporting  the  development  of  specific  confidence  and  security 
building  measures  as  part  of  regional  initiatives  in  South  Asia,  East  Asia,  and  the 
Middle  East,  which  are  designed  to  reduce  the  perceived  need  to  acquire  special 
weapons,  i.e.,  the  so-called  "demand  side"  of  the  nonproliferation  equation. 

The  Administration's  position  on  the  Missile  Technology  Control  Regime  (MTCR) 
further  illustrates  our  determination  to  reduce  "demand  side"  pressures.  The  United 
States  will  continue  to  oppose  civilian  space  launch  programs  that  pose  proliferation 
concerns.  However,  in  those  cases  where  a  country  is  a  member  in  good  standing 
of  nonproliferation  regimes,  exports  of  MTCR-controlled  items  can  take  place  on  a 
case-by-case  basis.  In  this  way  we  will  gain  adherents  to  the  MTCR  regime  and 
strengthen  its  hand  in  dealing  with  ballistic  missile  proliferators. 

Export  controls  therefore  fit  into  a  broad,  multi-pronged  Administration  non- 
proliferation  strategy.  Export  controls  are  a  vital  part  of  this  strategy:  they  can  slow 
down  foreign  weapons  programs  and  raise  the  costs  of  proliferation.  To  keep  them 
effective,  however,  we  must  adapt  our  export  controls  strategy  to  the  new  world  in 
two  ways. 

First,  we  must  reach  agreement  with  our  CoCom  partners  to  reorient  the  export 
controls  system  that  worked  so  effectively  during  the  Cold  War  in  preventing  tech- 
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nology  from  passing  from  West  to  East  to  today's  priority  of  preventing  proliferation. 
Second,  we  must  recognize  that  export  controls  are  not  the  strongest  weapon  in  our 
arsenal  to  fight  proliferation.  Hence  the  need  for  a  multi-pronged  attack,  as  I 
stressed  earlier,  and  for  some  entirely  new  approaches  to  controlling  proliferation. 

A  look  at  today's  proliferation  challenges  illustrates  the  need  for  new  approaches. 

After  receiving  early  help  from  the  former  Soviet  Union  and  China,  North  Korea 
ultimately  built  its  facilities  to  produce  and  separate  plutonium  for  nuclear  bombs 
primarily  with  indigenous  technology.  Iraq,  with  its  large  cadre  of  skilled  scientists 
and  engineers — many  trained  in  the  West — showed  that  it  was  capable  of  a  wide 
range  of  technological  feats,  such  as  uranium  enrichment  and  ballistic  missile  pro- 
duction, with  only  limited  outside  technical  support.  Iraq's  approach  to  uranium  en- 
richment relied  on  50-year-old  calutron  technology  that  had  been  publicly  available 
for  decades.  The  point  is  that  the  advance  of  technology  is  a  worldwide  phenomenon, 
and  countries  that  were  incapable  of  proliferating  on  their  own  for  much  of  the  post- 
war period  are  now  capable  of  home  growing  weapons  of  mass  destruction.  Economi- 
cally backward  North  Korea  is  actually  an  exporter  of  ballistic  missiles  to  such  buy- 
ers as  Iran,  and  has  been  so  for  nearly  a  decade.  So-called  "second-tier"  suppliers, 
who  adhere  to  or  obey  few,  if  any,  of  the  international  control  regimes,  constitute 
a  massive  end-run  of  Western  export  controls. 

Iraq's  efforts  to  get  nuclear,  chemical,  and  biological  weapons  did  benefit  from  ex- 
ports from  the  West,  as  the  world  learned  when  U.N.  inspectors  combed  Iraq  after 
its  defeat  in  Desert  Storm.  But  the  key  suppliers  of  dual-use  technologies,  such  as 
sophisticated  machine  tools  and  specialized  furnaces,  were  not  U.S.  companies,  but 
rather  firms  from  other  industrialized  nations.  This  example  illustrates  a  second 
point:  U.S.  export  controls  are  not  effective  unless  our  trading  partners  and  competi- 
tors play  by  the  same  rules. 

Though  export  controls  alone  cannot  stop  proliferation  in  North  Korea  and  Iraq, 
we  can  turn — and  have  turned — to  other  approaches.  The  UNSCOM  effort  in  Iraq 
is  an  inspiring  example  of  what  is  possible  when  the  international  community  comes 
together  in  its  condemnation  of  proliferation.  The  Clinton  Administration  is  spear- 
heading the  international  community's  solid  support  for  full  adherence  by  North 
Korea  to  the  NPT  and  its  adherence  to  its  denuclearization  agreement  with  the  Re- 
public of  Korea. 

Another  proliferation  danger,  unprecedented  in  its  potential,  stems  from  the 
breakup  of  the  former  Soviet  Union.  In  the  current  economic  chaos  of  Russia, 
Ukraine,  and  other  former  Soviet  lands,  control  over  nuclear  weapons  and  other 
dangerous  technologies  could  be  jeopardized.  Moreover,  if  former  Soviet  weapons 
manufacturers  cannot  convert  to  commercial  production,  they  increasingly  will  be 
tempted  to  sell  weapons  technology  to  rogue  states,  as  illustrated  by  Russian  arms 
sales  to  Iran.  At  the  darkest  edge  of  this  danger,  some  of  the  former  Soviet  Union's 
25,000  nuclear  weapons  and  hundreds  of  tons  of  plutonium  and  highly  enriched  ura- 
nium could  find  their  way  onto  the  black  market. 

The  Clinton  Administration  has  mounted  a  vigorous  effort  to  control  the  so-called 
"loose  nukes"  danger.  Last  month  President  Clinton  reached  agreement  with  Presi- 
dent Yeltsin  of  Russia  and  President  Kravchuk  of  Ukraine  to  remove  all  nuclear 
weapons  from  the  territory  of  Ukraine  within  a  short  period.  Crucial  to  achieving 
this  historic  agreement  was  the  novel  Nunn-Lugar  program,  by  which  the  United 
States  will  assist  Ukraine  in  carrying  out  its  self-proclaimed  intention  to  accede  to 
the  Nuclear  Nonproliferation  Treaty  as  a  non-nuclear  weapon  state.  Other  Nunn- 
Lugar  programs  assist  the  new  states  of  the  former  Soviet  Union  to  establish  effec- 
tive export  controls  systems,  safeguard  fissile  materials,  and  convert  defense  indus- 
tries from  making  weapons  of  mass  destruction  to  peaceful  civil  products.  These 
Nunn-Lugar  programs  are  all  funded  by  the  Defense  Department. 

One  final  note  before  returning  to  the  issue  of  export  controls:  the  Defense 
Counterproliferation  Initiative.  The  Defense  Department  participates  in  all  aspects 
of  the  Government's  war  on  proliferation.  But  one  role  we  must  play  uniquely,  and 
which  we  regard  very  seriously,  is  to  prepare  to  defend  our  people,  our  forces,  and 
our  allies  against  weapons  of  mass  destruction  if  and  when  our  efforts  to  prevent 
proliferation  fail.  The  Defense  Counterproliferation  Initiative  is  our  effort  to  adapt 
our  military  planning  and  organization,  technology  and  acquisition  base,  intelligence 
programs,  and  international  programs  to  prepare  us  and  our  allies  better  to  deter, 
and  if  necessary  defeat,  proliferators.  In  this  we  are  mindful  that,  had  Saddam  Hus- 
sein had  a  few  more  years  to  realize  his  proliferation  ambitions  before  Desert  Storm, 
we  may  have  had  to  fight  and  win  a  very  different  kind  of  war.  We  want  our  forces 
of  the  future  to  be  prepared  to  fight  such  wars. 

I  would  now  like  to  turn  to  the  Defense  Department's  role  in  export  controls.  We 
play  a  vital  role  in  the  formulation  and  execution  of  export  controls  policy.  DoD  is 
responsible,  because  of  its  military  and  technical  expertise,  for  determining  how  the 
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export  of  particular  items  could  affect  U.S.  security  and  international  stability  by 
contributing  to  the  military  capabilities  of  others.  Experts  on  proliferation  in  the  De- 
fense Technology  Security  Agency  (DTSA)  and  elsewhere  in  DoD  play  a  key  role  in 
licensing  decisions  and  the  maintenance  of  control  lists,  and  they  help  to  focus  at- 
tention on  critical  and  emerging  proliferation  problems.  These  are  responsibilities 
the  Department  takes  very  seriously.  Export  controls  will  only  be  relaxed,  and  the 
export  of  controlled  items  to  particular  countries  approved,  after  we  are  convinced 
that  these  moves  would  not  interfere  with  our  ability  to  protect  and  defend  the 
United  States  and  its  allies.  As  I  noted  earlier,  we  have  made  this  principle  a  cor- 
nerstone of  our  revised  policy  with  respect  to  the  export  of  civilian  space  launch 
technology  under  the  terms  01  the  MTCR. 

The  Defense  Department  also  recognizes  the  technological  realities  of  today's 
world.  We  can  weaken  export  controls  by  trying  to  extend  them  to  items  for  which 
they  are  no  longer  effective.  We  must  focus  our  energies  instead  on  building  higher 
fences  around  truly  sensitive  technologies  that  can  make  a  major  difference  to  pro- 
liferation, and  on  focusing  controls  on  countries  of  proliferation  concern. 

The  Pentagon's  recent  review  of  computer  export  controls  provides  an  example  of 
our  new  approach.  The  well-known,  rapid  advance  and  diffusion  of  computer  tech- 
nology had  quite  simply  made  some  previous  controls  obsolete.  We  agree  with  the 
industry  argument  that  it  makes  no  sense  to  control  the  export  of  1980's-vintage 
personal  computers  when  such  machines  can  be  assembled  by  anyone  with  access 
to  the  key  components.  Computer  bazaars  around  the  world  are  stocked  with  prod- 
ucts that  American  manufacturers  in  the  past  could  export  only  after  surmounting 
significant  regulatory  hurdles.  We  have  recognized  that  continued  control  of  such 
items  would  not  stop  would-be  proliferant  countries  from  gaining  access  to  them.  At 
the  same  time,  however,  we  have  identified  other  technologies  and  products  that 
will  remain  subject  to  control,  due  to  their  direct  role  in  the  design  and/or  manufac- 
ture of  WMD.  Examples  of  such  controlled  technologies  include:  the  most  powerful 
supercomputers;  highly  precise,  numerically-controlled  machine  tools;  and  certain 
types  of  composite  materials  used  in  stealth  applications  and  other  advanced  weap- 
ons systems. 

Indeed,  the  Defense  Department  is  concerned  that  the  attempt  to  maintain  overly 
broad  controls  of  technologies  and  goods  will  prevent  us  from  achieving  a  new  and 
durable  multilateral  consensus  that  could  serve  as  the  basis  for  the  successor  re- 
gime to  CoCom,  the  Coordinating  Committee  for  Multilateral  Export  Controls.  We 
must  be  very  cautious  not  to  devalue  the  overall  impact  of  the  controls,  thereby  un- 
dermining our  fundamental  counterproliferation  objectives.  We  see  the  birth  of  this 
successor  regime  to  CoCom  as  an  important  opportunity  to  design  a  new  multilat- 
eral regime  focused  on  post-Cold  War  security  concerns  and  on  controlling  critical 
technologies  and  goods  to  countries  that  would  seek  to  acquire  weapons  of  mass  de- 
struction, related  delivery  systems,  and  advanced  conventional  weapons. 

This  new  regime  will  complement  existing,  global  nonproliferation  regimes,  filling 
gaps  in  coverage  and  providing  greater  transparency  in  trade  in  conventional  weap- 
ons and  sensitive,  dual-use  technologies.  It  must  prevent  transfers  of  militarily  criti- 
cal technology  to  nations  of  particular  proliferation  concern,  and  more  generally  it 
must  facilitate  monitoring  of  such  exports  to  regions  of  instability.  Moreover,  to  be 
successful,  the  new  regime  must  include  Russia  as  a  member  from  the  outset.  As 
such,  Russia  will  be  required  to  implement  fully  all  global  export  control  and  non- 
proliferation  norms,  while  maintaining  its  own  effective,  indigenous  control  system. 
Other  countries  that  are  willing  to  observe  arms  control,  nonproliferation  and  export 
control  norms  also  would  be  invited  to  join  the  new  regime.  We  cannot  emphasize 
too  strongly  the  importance  the  U.S.  attaches  to  the  successful  conclusion  of  these 
negotiations,  and  we  must  convince  our  key  allies  to  share  our  sense  of  urgency  in 
this  regard.  Defense  strongly  supports  our  diplomatic  effort  to  secure  a  CoCom  suc- 
cessor regime. 

Defense  also  has  been  a  key  player  in  the  Administration's  intensive  effort  to 
adapt  U.S.  export  control  procedures  and  policies  to  the  new  international  security 
environment,  and  we  have  participated  fully  in  the  drafting  process  for  the  bill 
which  you  are  preparing  to  consider.  Our  approach  to  the  process  has  been  to  sup- 
port fundamental  change  and/or  liberalization  of  control  procedures  where  war- 
ranted on  national  security  grounds,  while  maintaining  a  major  role  for  DoD's  mili- 
tary and  technical  expertise  in  the  formulation  of  export  control  policy,  the  review 
of  sensitive  license  cases,  and  the  identification  of  controlled  items.  We  believe  that 
the  draft  bill  has  succeeded  in  balancing  the  need  for  a  streamlined  export  Adminis- 
tration process  with  the  need  to  protect  our  legitimate  national  security  interests. 

Accordingly,  the  Administrations  bill  includes  specific  language  highlighting  the 
importance  of  nonproliferation  as  a  basis  for  export  control.  Furthermore,  it  under- 
scores the  need  to  maintain  and  improve  the  effectiveness  of  multilateral  export  con- 
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trol  regimes  by  promoting  uniformly  aggressive  implementation  and  enforcement 
among  the  members.  In  our  view,  our  nonproliferation  objectives  ultimately  can  be 
achieved  only  through  effective  multilateral  controls.  At  the  same  time,  however,  we 
have  urged  that  the  U.S.  Government  must  retain  the  capacity  to  use  unilateral  ex- 
port controls  judiciously.  We  are  convinced  that  the  Administration's  proposal  pro- 
vides an  effective  framework  for  implementing  these  multiple  objectives. 

In  closing,  Mr.  Chairman,  the  Defense  Department  is  strongly  engaged  in  the 
Clinton  Administration's  priority  effort  to  combat  the  spread  of  dangerous  tech- 
nology. This  Administration  has  clearly  established  countering  proliferation  as  a 
major  aspect  of  its  foreign  and  defense  policy.  The  record  is  one  of  solid  and  growing 
achievement — a  record  against  which  we  will  be  pleased  to  be  measured  and  judged. 
For  those  of  us  in  DoD,  countering  proliferation  absolutely  commands  our  attention, 
since  our  job  of  safeguarding  American  lives  and  interests  will  become  much  harder 
if  our  effort  falters.  This  effort  is,  as  I  have  emphasized,  multi-faceted,  as  it  must 
be  to  be  effective  in  today's  world.  Export  controls  remain  an  important  arrow  in 
our  counterproliferation  quiver.  We  strongly  support  the  Administration's  and  this 
Congress'  efforts  to  strengthen  export  controls  and  to  adapt  them  to  the  new  world 
in  which  we  find  ourselves. 

Thank  you  very  much  for  this  opportunity.  I  would  be  happy  to  answer  any  ques- 
tions you  nave. 


PREPARED  STATEMENT  OF  NORMAN  A.  WULF 

Acting  Assistant  Director 

Bureau  of  Nonproliferation  and  Regional  Arms  Control 

U.S.  Arms  Control  and  Disarmament  Agency 

February  24,  1994 

Mr.  Chairman,  Members  of  the  Subcommittee,  it  is  a  pleasure  for  me  to  testify 
before  this  panel  in  connection  with  the  Administration's  submission  of  the  proposed 
Export  Administration  Act  (EAA)  of  1994. 

The  Congress  will  consider  this  new  EAA  in  a  time  of  change.  The  Soviet  Union 
has  disappeared  and  with  it  a  monolithic  Communist  threat.  Former  members  of 
the  Warsaw  Pact  are  now  joining  NATO's  Partnership  for  Peace.  As  a  consequence, 
CoCom  will  end  its  operations  on  March  31.  The  national  security  requirements  that 
shaped  all  previous  EAA's  are  gone. 

In  their  place  are  new  challenges  and  regions  where  instability  and  confrontation 
threaten  American  interests.  The  threat  of  the  proliferation  of  weapons  of  mass  de- 
struction and  their  missile  delivery  systems  is  real  and  must  be  countered.  A  new 
EAA  must  take  account  of  these  threats  and  ensure  that  goods  and  technologies 
sought  by  proliferators  are  not  acquired  from  U.S.  firms.  At  the  same  time  we  must 
seek  to  ensure  that  American  exporters  receive  prompt  responses  to  license  applica- 
tions. 

At  the  center  of  our  nonproliferation  export  control  efforts  stands  a  number  of 
multilateral  arrangements  that  the  U.S.  helped  to  create — the  Australia  Group,  the 
MTCR,  and  the  Nuclear  Suppliers  Group.  These  groups  of  suppliers  share  a  common 
objective  of  preventing  the  proliferation  of  weapons  of  mass  destruction  and  their 
delivery  systems.  This  Administration,  as  others,  has  worked  vigorously  to  ensure 
that  these  arrangements  are  effective,  that  their  control  lists  are  comprehensive, 
their  controls  appropriately  targeted,  and  then  common  standards  applied,  and 
practices  are  harmonized.  We  accomplish  this  through  rigorous  implementation  of 
our  own  obligations  under  these  multilateral  arrangements  as  well  as  through  infor- 
mation sharing,  and  intensive  diplomacy,  with  other  suppliers. 

The  Administration's  proposed  EAA  recognizes  the  importance  of  these  multilat- 
eral control  systems  and  will  further  strengthen  our  efforts  in  this  regard.  While 
the  EAA  is  not  the  sole  authority  under  which  the  U.S.  licenses  exports,  events  in 
Iraq  demonstrate  that  EAA  controls  are  more  important  than  ever.  Iraq  came  close 
to  developing  a  nuclear  weapon  capability  by  procuring,  often  clandestinely,  dual- 
use  commodities.  If  we  want  to  stop  proliferation  we  need  the  type  of  controls  em- 
bodied in  this  Act.  We  believe  that  the  proposed  legislation  provides  for  an  effective 
system  of  controls  while  at  the  same  time  ensuring  that  U.S.  industry  is  able  to 
compete  effectively  for  markets. 

In  my  testimony,  I  would  like  to  highlight  the  perspectives  and  roles  of  the  U.S. 
Arms  Control  and  Disarmament  Agency  (ACDA)  in  the  formulation  and  implemen- 
tation of  the  Administration's  nonproliferation  and  export  control  policies,  and  par- 
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ticularly  how  ACDA  uniquely  complements  and  contributes  to  the  interagency  proc- 
ess. 
ACDA:  NONPROLIFERATION  AND  EXPORT  CONTROLS 

President  Clinton,  in  nominating  John  D.  Holum  as  ACDA  Director,  said  that: 
"My  Administration  has  placed  the  highest  importance  on  arms  control  and  combat- 
ing the  proliferation  of  weapons  of  mass  destruction.  ...  A  revitalized  Arms  Con- 
trol and  Disarmament  Agency  will  play  an  important  role  in  achieving  new  arms 
control  agreements  and  fighting  weapons  proliferation  during  the  coming  years." 

At  his  confirmation  hearing  last  year,  and  in  a  recent  speech  to  the  Arms  Control 
Association,  Director  Holum  set  forth  his  view  of  the  relationship  between  non- 
proliferation  and  export  control  policy,  and  his  vision  of  ACDA's  approach  to  them. 
To  the  Senate  Foreign  Relations  Committee,  he  observed  that: 

With  the  Cold  War  over,  arms  control  challenges  have  changed,  but  they  are 
no  less  compelling.  In  some  ways,  the  world  is  becoming  a  more  dangerous  place, 
as  a  few  outlaw  states  hunger  for  technologies  that  threaten  all  of  our  survival. 
We  need  effective  export  controls  and  strong  efforts  to  stem  proliferation,  now 
more  than  ever  before. 

.  .  .  working  with  our  allies  and  friends,  if  possible,  we  must  develop  even  more 
effective  ways  to  regulate  exports  of  potentially  dangerous  technologies  and  dual- 
use  items — while  also  addressing  the  national  imperative  of  economic  growth. 
He  elaborated  on  these  thoughts  to  the  Arms  Control  Association: 

ACDA's  central  mission  will  be  to  consistently  and  forcefully  put  forward  its 
unique  perspective.  We  have  an  obligation  to  the  President  and  Congress,  and  a 
duty  to  the  American  people,  to  ensure  that  the  arms  control  and  nonproliferation 
implications  of  all  relevant  decisions  are  fully  and  fairly  heard  in  the  Executive 
Branch.  We  must  vigorously  pursue  that  goal,  even  when  we  stand  alone — indeed, 
especially  then,  because  that  is  when  ACDA  is  most  needed. 
Continuing,  the  Director  said: 

Export  controls  are  an  essential  nonproliferation  tool.  Advances  in  global  indus- 
trialization diminish  the  utility  of  such  approaches,  however,  and  force  us  to  work 
even  more  on  the  demand  side,  that  is  to  influence  the  motivations  of  countries 
seeking  to  proliferate. 

In  short,  ACDA  approaches  export  controls  within  the  overall  context  of  our  na- 
tional policies,  considers  them  to  be  a  necessary  but  partial  answer  to  the  problem 
of  proliferation — which  must  also  be  addressed  directly  on  the  "demand  side" — and 
believes  that  our  mission  calls  upon  us  to  play  a  special  role  in  the  formulation  and 
implementation  of  nonproliferation  and  export  control  policies. 

ACDA's  Role  in  Export  Controls 

Among  the  Agency's  primary  functions  under  the  Arms  Control  and  Disarmament 
Act  of  1961,  are  that  ACDA  "shall  have  the  authority  to  carry  out  .  .  ."  "(d)  the 
preparation  for,  operation  of,  or  as  appropriate,  direction  of  United  States  participa- 
tion in  such  control  systems  as  may  become  part  of  United  States  arms  control  and 
disarmament  activities."  ACDA's  formal  participation  in  the  regulation  of  U.S.  dual- 
use  exports  dates  from  1978,  when  the  Nuclear  Nonproliferation  Act  of  1978  di- 
rected the  President  to  establish  procedures  for  the  review  of  all  U.S.  nuclear-relat- 
ed dual-use  exports.  These  procedures  included  ACDA  in  all  instances.  Since  that 
time  the  Agency's  role  has  expanded  to  encompass  missile  and  chemical/biological 
weapons  (CBW)  nonproliferation  and  broader  dual-use  export  control  policy  develop- 
ment, particularly  multilateral  export  controls. 

Last  fall,  in  the  context  of  the  President's  decision  to  revitalize  ACDA,  the  Admin- 
istration decided  to  clarify  and  codify  our  involvement  in  dual-use  export  review  and 
decisionmaking  in  areas  related  to  arms  control,  nonproliferation,  and  disarmament 
as  they  are  covered  by  the  EAA.  The  National  Security  Adviser  assured  the  Chair- 
man of  the  Senate  Foreign  Relations  Committee,  by  letter  on  September  14: 
— ACDA  will  be  consulted  by  the  Secretary  of  Commerce  in  exercising  authorities 

under  EAA  sections  5(aXl)  and  6(aXU  regarding  the  regulation  of  the  export  of 

goods  and  technologies  subject  to  export  control  for  national  security  and  foreign 

policy  reasons,  and  under  EAA  section  5(c)(2)  in  establishing  and  maintaining  the 

control  list. 
— ACDA  will  have  the  right  to  be  represented  on  appropriate  Technical  Advisory 

Committees  established  pursuant  to  EAA  section  5(hXl). 
— ACDA  will  have  the  right  to  review,  and  have  the  right  to  vote  in  the  Advisory 

Committee  on  Export  Policy  on  all  such  export  cases. 
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We  anticipate  that  the  provisions  of  the  proposed  EAA  of  1994  and  the  inter- 
agency understandings  about  its  implementation  will  satisfy  these  requirements.  In 
short,  in  the  process  of  developing  this  legislation,  ACDA's  role  in  the  realms  of  non- 
proliferation  and  export  controls  will  be  strengthened  as  part  of  the  President's  deci- 
sion to  revitalize  the  Agency. 

Nuclear-Related  Export  Controls 

It  is  worth  reviewing  the  scope  of  the  U.S.  nuclear  export  control  framework,  in 
which  Commerce-controlled  items  related  to  nuclear  proliferation  are  only  one  part 
of  an  extensive  and  mature  system.  The  U.S.  nuclear  export  control  system  has 
worked  well  over  the  years  and  has  permitted  the  United  States  to  exercise  inter- 
national leadership  in  this  field. 

Statutory  authority  for  U.S.  nuclear  exports  is  contained  in  the  Atomic  Energy 
Act  of  1954,  as  amended  and  the  Nuclear  Nonproliferation  Act  of  1978  (NNPA).  The 
Nuclear  Regulatory  Commission  licenses  "big  ticket"  items  such  as  reactors,  major 
reactor  components,  nuclear  fuel,  and  sensitive  enrichment  and  reprocessing  equip- 
ment and  facilities.  The  Department  of  Energy  licenses  transfers  of  nuclear  tech- 
nology and  equipment  and  services  that  would  assist  in  the  production  of  special 
nuclear  materials.  The  Department  of  Energy  also  considers  retransfer  requests  for 
NRC-licensed  items  that  have  already  been  exported.  This  system  works  well  with 
approvals  subject  to  specific  criteria  mandated  by  statute  or  regulation,  much  of 
which  was  pursuant  to  the  NNPA.  The  NNPA  significantly  amended  the  Atomic  En- 
ergy Act  and  also  called  for  procedures  for  reviewing  nuclear  exports. 

Through  the  1980's,  the  United  States  encouraged  other  supplier  states  to  adopt 
controls  on  nuclear  dual-use  items,  and  some  did  either  through  legal  or  administra- 
tive means.  A  major  multilateral  initiative  was  launched  in  late  1990,  and  com- 
pleted very  quickly.  This  speed  was,  in  part,  due  to  the  discovery  of  Iraq's  nuclear 
weapons  program  that  demonstrated  to  supplier  states  the  need  to  create  a  formal 
multilateral  arrangement  to  control  nuclear  dual-use  items.  In  April  1992,  the  now 
28-nation  Nuclear  Suppliers  Group  adopted  a  dual-use  control  arrangement  which 
included  a  set  of  guidelines  and  a  65-item  control  list.  ACDA  played  a  major  role 
in  the  formulation  and  negotiation  of  this  arrangement. 

Conventional  Arms  Export  Control 

I  want  to  digress  briefly  to  outline  ACDA's  role  in  the  control  of  conventional  arms 
exports,  because  it  has  a  direct  and  organic  relationship  to  our  expanded  role  in 
dual-use  export  control  in  recent  years.  Under  the  Arms  Export  Control  Act  (AECA) 
and  executive  order,  the  Secretary  of  State  is  responsible  for  policy  direction  and 
oversight  of  all  arms  transfer  functions,  and  for  controlling  commercial  exports  of 
defense  articles  and  services  on  the  U.S.  Munitions  List. 

ACDA's  role  in  U.S.  security  assistance  and  arms  transfers  is  set  forth  in  section 
511  of  the  Foreign  Assistance  Act,  and  sections  38(aX2)  and  42(a)  of  the  AECA. 
These  provisions  require  that  decisions  on  military  assistance,  arms  sales,  and  mu- 
nitions licenses  be  coordinated  with  the  Director  of  ACDA,  and  that  the  Director's 
opinion  be  taken  into  account  on  the  extent  to  which  such  decisions  might: 

•  contribute  to  an  arms  race; 

•  support  international  terrorism; 

•  increase  the  possibility  of  an  outbreak  or  escalation  of  conflict; 

•  prejudice  the  development  or  negotiation  of  bilateral  or  multilateral  arms  control 
arrangements;  or 

•  adversely  affect  the  arms  control  policy  of  the  U.S. 

Section  36(b)(lXD)  of  the  AECA  provides  that  the  ACDA  Director  shall  submit  to 
Congress,  upon  request,  evaluations  of  proposed  arms  sales  according  to  the  fore- 
going criteria.  Also,  under  section  25  of  the  AECA,  ACDA  prepares  on  behalf  of  the 
Administration  the  arms  control  assessment  of  the  President's  annual  security  as- 
sistance program  and  budget  proposals. 

Other  Dual-Use  Export  Controls 

ACDA's  long-standing  statutory  authority  with  respect  to  conventional  arms 
transfers  has  clear  relevance  for  dual-use  export  controls.  Dual-use  items  by  defini- 
tion are  those  which  have  both  civil  and  military  applications,  including  those  des- 
ignated as  "militarily  critical  technologies."  The  export  of  dual-use  items  can  con- 
tribute to  recipient  countries'  military  and  military-industrial  capabilities.  Indeed, 
as  the  distinction  between  military  and  dual-use  technology  becomes  increasingly 
blurred,  the  need  for  more  consistent  approaches  to  export  control  regulation  be- 
comes more  apparent.  This  has  obvious  implications  for  U.S.  national  security,  de- 
fense, and  arms  control  interests  and  policies,  and  establishes  a  solid  basis  for 
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ACDA  to  participate  in  the  development  and  administration  of  U.S.  export  controls 
on  dual-use  goods  and  technologies. 

ACDA  is  a  member  of  the  NSC-chaired  Interagency  Working  Group  (IWG)  on 
Nonproliferation  and  Export  Controls,  and  its  Sub-IWG's.  We  participate  fully  in  the 
formulation  and  implementation  of  the  full  range  of  U.S.  and  multilateral  policies 
in  these  areas.  In  addition  to  domestic  export  control  laws  and  regulation,  we  assist 
in  the  preparation  for  and  negotiations  in  the  Nuclear  Suppliers  Group,  the  Zangger 
Committee,  the  Missile  Technology  Control  Regime,  the  Australia  Group,  and  the 
new  post-CoCom  multilateral  export  control  arrangement. 

ACDA  is  a  charter  member  of  the  specialized  staff-level  export  license  review 
groups,  i.e.,  the  Sub-Group  on  Nuclear  Export  Coordination  (SNEC),  the  Missile 
Technology  Export  Committee  (MTEC),  and  the  Chemical  and  Biological  Weapons 
Control  Working  Group  (SHIELD).  It  also  participates  in  the  Nuclear  Export  Viola- 
tions Working  Group  (NEVWG)  and  the  Missile  Trade  Analysis  Group  (MTAG). 
SHffiLD,  NEVWG  and  MTAG  review  intelligence  about  worldwide  trade  in  CBW, 
nuclear,  and  missile-related  technologies,  respectively  and  generate  demarches  to 
interdict  undesirable  transfers.  ACDA  drafts  most  of  the  nuclear  demarches,  and 
serves  as  Executive  Secretary  of  the  MTAG.  The  MTAG  and  SHIELD  also  review 
worldwide  missile  and  CBW-related  export  activities  potentially  sanctionable  under 
U.S.  law. 

Agencies  sometimes  differ  over  whether  particular  export  license  applications 
should  be  approved.  As  a  member  of  the  Commerce -chaired  Advisory  Committee  on 
Export  Policy  and  cabinet-level  Export  Administration  Review  Board,  ACDA  has  a 
voice  in  the  adjudication  of  disputed  cases  in  the  escalation  process.  And  as  a  mem- 
ber of  the  IWG,  ACDA  has  an  equal  voice  in  overall  dual-use  export  control  policy 
determination  and  in  deciding  "policy  kickout"  cases. 

The  interagency  understandings  reached  in  connection  with  the  drafting  of  the 
Administration's  EAA  will  enable  ACDA  to  extend  its  role  to  include  dual-use  ex- 
ports subject  to  terrorism  and  regional  stability  controls.  This  is  consistent  with 
ACDA's  existing  authority  under  the  AECA  to  review  munitions  exports  to  deter- 
mine whether  they  would  "support  international  terrorism."  Moreover,  among  the 
criteria  that  ACDA  applies  to  the  evaluation  of  conventional  arms  transfers  under 
the  AECA  are  the  possible  effects  of  the  export  on  regional  tensions,  regional  mili- 
tary balances,  and  regional  and  international  security.  These  concerns  have  direct 
implications  for  the  "regional  stability"  controls  exercised  by  Commerce,  and  provide 
a  clear  basis  for  ACDA  to  participate  in  the  interagency  review  and  adjudication  of 
exports  subject  to  such  controls. 

Thank  you.  I  will  be  pleased  to  respond  to  any  questions  you  may  have. 


PREPARED  STATEMENT  OF  JOHN  G.  KELIHER 

Director,  Office  of  Nonproliferation  and  National  Security 

Department  of  Energy 

February  24,  1994 

Mr.  Chairman,  Members  of  the  Subcommittee,  I  would  like  to  take  this  oppor- 
tunity to  thank  you  for  inviting  me  to  discuss  the  Administration's  proposal  for  the 
reauthorization  of  the  Export  Administration  Act. 

President  Clinton,  in  his  address  to  the  United  Nations  General  Assembly  last 
September,  promised  that  the  United  States  would  "reform  our  .  .  .  system  of  ex- 
port controls  ...  to  reflect  the  realities  of  the  post-Cold  War  world."  The  Depart- 
ment of  Energy,  with  other  departments  and  agencies  involved  in  determining  and 
administering  export  control  policy,  is  now  actively  engaged  in  that  reform  process. 

One  of  the  most  important  assets  the  Department  of  Energy  brings  to  this  process 
is  the  scientific  and  technical  expertise  of  its  staff  and  the  staffs  of  its  National  Lab- 
oratories. The  Department's  expertise  in  nuclear  weapons  and  nuclear  fuel  cycle  ac- 
tivities is  well  known  to  Congress  and  the  public.  For  this  reason,  we  are  also  in- 
volved in  an  effort  to  ensure  that  special  nuclear  materials  and  the  commodities  and 
technologies  necessary  to  produce  them  are  protected.  My  office  is  actively  involved 
in  monitoring  nuclear  related  exports  and  supporting  international  safeguards  on 
sensitive  nuclear  materials  and  facilities  in  an  effort  to  prevent  unauthorized  trans- 
fers. 

Under  the  Atomic  Energy  Act  and  the  Nuclear  Nonproliferation  Act,  the  Secretary 
of  Energy  is  responsible  for  ensuring  that  any  U.S.  assistance,  either  direct  or  indi- 
rect, to  the  production  of  special  nuclear  material  outside  the  United  States  would 
not  be  inimical  to  the  interest  of  the  United  States.  To  ensure  compliance  with  this 
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statutory  requirement,  the  Department  of  Energy  reviews  all  nuclear-related  dual- 
use  cases  that  fall  under  the  Export  Administration  Act. 

To  a  great  extent,  the  focus  of  the  new  system  will  be  on  nonproliferation  or,  as 
President  Clinton  has  put  it,  stopping  "deadly  technologies  from  falling  into  the 
wrong  hands."  Other  key  elements  of  reform  will  include  an  emphasis  on  multilat- 
eral controls,  increased  international  cooperation  and  transparency,  and  a  limitation 
of  unilateral  U.S.  controls  to  those  cases  where  their  continuation  in  force  is  essen- 
tial to  U.S.  national  security,  nonproliferation,  or  foreign  policy  interests. 

In  many  respects,  this  is  an  auspicious  time  for  the  United  States  to  emphasize 
multilateral  controls.  The  main  nonproliferation  export  regimes — the  Nuclear  Sup- 

Eliers  Group,  the  Missile  Technology  Control  Regime,  and  the  Australia  Group — 
ave  never  been  stronger.  All  have  recently  updated  their  lists  of  controlled  com- 
modities and  technologies. 

To  further  the  Administration's  goals  to  strengthen  multilateral  nonproliferation 
regimes,  the  Department  of  Energy  was  integrally  involved  in  efforts  to  adopt  con- 
trols over  dual-use  items  and  technologies  by  the  Nuclear  Suppliers  Group  (NSG) 
in  1992,  and  to  persuade  NSG  members  to  adopt  the  policy  of  requiring  full-scope 
International  Atomic  Energy  Agency  safeguards  as  a  condition  for  future  transfers 
of  nuclear  material  and  equipment.  Both  measures  had  long  been  advocated  by  the 
United  States,  and  the  Department  of  Energy  is  particularly  proud  of  the  key  role 
and  technical  expertise  it  provided  for  the  negotiation  of  these  dual-use  controls. 

Nevertheless,  the  task  of  establishing  and  maintaining  an  effective  system  of  mul- 
tilateral export  controls  still  faces  a  number  of  challenges  and  uncertainties.  There 
is  the  question  of  the  proper  role  for  any  successor  organization  to  the  Cold-War  era 
regime  known  as  the  Coordinating  Committee  for  Multilateral  Export  Controls,  or 
CoCom.  While  the  primary  focus  of  CoCom  was  to  prevent  East-West  trade  from 
strengthening  the  military  capabilities  of  Communist  governments,  in  practice  its 
controls  also  served  nonproliferation  ends,  sometimes  when  no  other  controls  ex- 
isted. Before  there  was  a  Nuclear  Nonproliferation  Treaty,  a  Zangger  Committee 
Trigger  List,  or  a  Nuclear  Suppliers  Group,  there  was  the  CoCom  Atomic  Energy 
List  of  controlled  commodities. 

CoCom  will  formally  dissolve  at  the  end  of  March  1994  and,  while  its  members 
are  agreed  that  a  follow-on  organization  should  be  created  to  focus  on  the  threats 
to  international  peace  and  security  posed  by  arms  and  sensitive  dual-use  goods, 
there  is  still  much  discussion  over  the  scope  and  exact  nature  of  the  controls  the 
new  regime  will  maintain.  The  Administration  believes  that  the  substance  of  the 
Atomic  Energy  List  should  be  retained  for  the  foreseeable  future,  at  least  until  the 
nonproliferation  consequences  of  eliminating  it  are  more  fully  understood.  Further- 
more, our  national  controls  on  such  nuclear  and  nuclear-related  commodities  re- 
flected in  the  Atomic  Energy  List  will  remain  in  place,  irrespective  of  the  successor 
regime's  future. 

Another  challenge  to  multilateral  export  controls  is  raised  by  "duplicitous 
proliferants" — countries  that  formally  adhere  to  world  nonproliferation  norms,  while 
intending  to  cheat  on  those  commitments.  The  Nuclear  Nonproliferation  Treaty  is 
key  to  U.S.  nuclear  nonproliferation  policy  and  provides  a  strong  foundation  to  the 
international  nonproliferation  regime.  Nevertheless,  the  actions  of  Iraq  and  North 
Korea  demonstrate  that  the  United  States  cannot  assume  that  all  parties  to  the 
Treaty  will  actually  comply  with  its  terms. 

Finally,  a  fully  implemented  multilateral  regime  will  face  continuing  concerns 
over  the  effectiveness  of  export  controls  in  the  newly-independent  states  of  the 
former  Soviet  Union.  The  Department  of  Energy  is  working  closely  with  other  agen- 
cies in  determining  the  export  control  needs  of  the  newly  independent  states  and 
assisting  them  in  meeting  those  needs.  For  example,  last  June  the  Department  of 
Energy  nosted  in  Washington  a  conference  on  nonproliferation  export  controls,  at- 
tended by  officials  from  all  of  the  former  Soviet  Republics.  In  addition,  this  spring 
the  Department  will  assist  the  Polish  government  in  training  government  personnel 
from  these  newly  independent  democracies  on  the  principles  and  inner  workings  of 
the  Nuclear  Suppliers  Group.  Much  remains  to  be  done,  however,  before  it  can  be 
confidently  assumed  that  nuclear  related  exports  to  tlie  former  Soviet  Republics  will 
not  be  re-exported  to  potential  proliferants. 

Peaceful  nuclear  activities  should  also  be  subject  to  greater  openness,  to  verify  to 
the  world  that  they  are  not  being  diverted  from  their  intended  purposes.  Secretary 
of  Energy  O'Leary,  in  her  speech  to  the  International  Atomic  Energy  Agency  last 
September,  called  for  greater  transparency  in  all  nuclear  programs.  Nuclear  trans- 
parency can,  she  noted,  "provide  clear  proof  of  the  refocusing  of  nuclear  priorities, 
while  enhancing  confidence  among  nations." 

As  part  of  the  reform  process,  the  Administration  is  also  committed  to  streamlin- 
ing the  implementation  of  export  controls.  This  is  an  area  where  communications 
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technology  can  make  a  major  contribution.  The  Department  of  Energy  and  its  Na- 
tional Laboratories  are  already  developing  computer  technology  which  will  facilitate 
the  rapid  international  exchange  of  information  on  export  decisions  and  other  non- 
proliferation  matters. 

A  partial  answer  to  these  challenges  may  lie  in  increased  international  trans- 
parency and  information  exchange,  particularly  among  supplier  states  that  share 
our  nonproliferation  concerns.  The  Department  is  now  developing  communications 
technologies  and  software  that  would  allow  for  real-time  exchange  of  information  on 
export  decisions  and  on  questionable  activities  of  potential  proliferants.  Such  a  sys- 
tem (1)  would  reduce  the  danger  that  a  commodity  of  proliferation  significance  actu- 
ally reaches  a  nation  of  concern,  and  (2)  ensure  that  economic  undercutting  among 
nations  is  greatly  reduced.  An  additional  benefit  would  be  realized  in  the  rapid  reso- 
lution of  cases  where  the  application  of  controls  is  unclear,  reducing  the  processing 
time  for  export  decisions  in  all  cooperating  countries. 

On  the  domestic  level,  we  face  equally  complex  problems.  How  should  the  United 
States  handle  the  reality  of  foreign  availability  in  a  multilateral  nonproliferation 
context?  On  the  one  hand,  it  is  difficult  for  American  exporters  to  watch  a  sale  go 
to  a  foreign  supplier  simply  because  the  United  States  is  a  member  of  an  export 
regime  in  which  the  other  supplier's  government  does  not  participate. 

With  respect  to  the  issues  involving  the  export  of  Alaskan  North  Slope  crude  oil, 
it  should  also  be  noted  that,  subject  to  certain  exceptions,  this  bill  would  continue 
to  prohibit  the  export  of  specified  domestic  crude  oil.  The  Administration  has  this 
provision  under  review  and  may  propose  changes  in  it  later  this  year. 

It  should  not  be  forgotten  that  Congress,  through  the  Nuclear  Nonproliferation 
Act  of  1978,  required  the  United  States  to  exercise  leadership  by  developing  dual- 
use  nonproliferation  controls  and  requiring  full-scope  safeguards  as  a  condition  of 
nuclear  supply.  Fourteen  years  were  to  elapse  before  other  nuclear  suppliers  accept- 
ed these  innovations  as  a  necessary  part  of  nonproliferation  policy.  Even  in  the  post- 
Cold  War  world,  it  cannot  be  said  that  the  United  States  will  never  again  have  to 
adopt  export  policies  in  advance  of  its  allies  and  other  like-minded  states.  We  must 
continue  our  leadership  in  global  nonproliferation,  particularly  by  demonstrating 
clear  and  consistent  export  control  policies  embodied  in  our  laws  and  regulations. 
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RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  RIEGLE 

FROM  BARRY  E.  CARTER 

Q.l.  You  stated  in  your  testimony  that  foreign  availability  should 
be  "forward-looking  in  assessing  the  unrestrained  availability  of 
competing  high  tech  items  from  foreign  sources."  Please  explain  to 
me  exactly  what  that  means  to  U.S.  industry. 

A.1.  The  current  EAA  requires  the  Department  to  determine  for- 
eign availability  based  on  products  and  technology  available  at  the 
time  of  the  determination. 

A  recent  foreign  availability  assessment  of  digital  computers  pro- 
vides a  prime  example  of  how  a  "forward-looking"  interpretation  of 
foreign  availability  could  benefit  U.S.  industry  significantly. 

The  Office  of  Foreign  Availability  (OFA)  confirmed  that  foreign 
availability  existed  for  advanced  digital  computers  operating  with 
one  SuperSparc  microprocessor  at  67  MTOPS  (millions  of  theoreti- 
cal operations  per  second).  Under  the  current  EAA,  a  decontrol  was 
compelled  only  to  the  67  MTOPS  level. 

OFA,  however,  also  found  that  within  six  months  foreign  manu- 
facturers would  be  able  to  produce  computers  incorporating  up  to 
four  SuperSparc  microprocessors  that  would  be  operating  up  to  220 
MTOPS.  U.S.  computer  firms  already  had  operational  computers  at 
that  level,  but  U.S.  export  controls  did  not  allow  their  export  with- 
out a  license.  Without  any  such  export  control  restraints,  foreign 
firms,  however,  would  soon  be  marketing  their  computers  world- 
wide. 

Although  the  Department  had  reliable  evidence  that  high  per- 
formance multiprocessor  based  computers  would  be  available  with- 
in six  months,  the  EAA  did  not  allow  the  Department  to  integrate 
these  industry  trends  into  its  foreign  availability  determination 
and  the  resultant  decontrol  of  computers.  In  the  case  of  computers, 
the  limitations  of  the  foreign  availability  authority  would  have  pre- 
vented U.S.  industry  from  capitalizing  on  its  technological  lead  and 
from  being  the  first  entrant  in  the  emerging  market  for  high  per- 
formance multiprocessor  based  computers. 

However,  the  Administration  subsequently  decontrolled  comput- 
ers beyond  the  67  MTOPS  level  because  the  relevant  U.S.  agencies 
involved  in  the  export  control  process  agreed  that  such  an  action 
would  enhance  the  competitiveness  of  the  U.S.  computer  industry 
without  impairing  U.S.  security. 

At  a  time  when  product  life  cycles  for  high  tech  items  last  no 
longer  than  one  or  two  years,  the  existing  statute  inhibits  the  long 
term  market  potential  for  U.S.  industry.  This  is  a  significant  prob- 
lem for  the  competitiveness  of  U.S.  high  tech  firms  because  the 
first  entrant  in  a  new  market  generally  determines  market  share, 
cash  flow  for  reinvestment  in  R&D,  and  the  technical  standards  for 
a  new  product. 

Q.2.a.  Your  proposal  includes  foreign  availability,  U.S.  competitive 
disadvantage,  and  ineffective  controls  (because  an  item  is  found 
widely  in  the  U.S.),  as  reasons  a  person  can  petition  for  a  review 
of  controls  that  have  an  unfair  impact  on  U.S.  industry.  Specifically 
what  criteria  will  be  used  to  determine  when  controls  are  ineffec- 
tive because  an  item  is  widely  available  in  the  U.S.? 
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A.2.a.  The  Administration  believes  that  no  U.S.  exporter  should  be 
placed  at  a  competitive  disadvantage  vis-a-vis  its  commercial  com- 
petitors because  of  unjustifiable  and  ineffective  export  control  poli- 
cies or  practices.  Relief  from  such  controls  would  only  be  denied 
where  the  relief  would  create  a  significant  risk  to  the  foreign  pol- 
icy, nonproliferation,  or  national  security  interests  of  the  United 
States.  As  such,  the  Administration's  proposal  expands  upon  cur- 
rent foreign  availability  concepts,  and  creates  new  grounds  upon 
which  exporters  may  petition  for  relief  from  export  controls.  This 
includes  relief  where  controlled  items  are  so  widely  available  in  the 
United  States  that  the  Government  cannot  enforce  the  controls  ef- 
fectively, unless  the  Secretary  of  Commerce  has  reliable  evidence 
that  the  controls  have  been  effective  in  denying  target  destinations 
access  to  the  controlled  items  from  the  United  States. 

While  the  specific  criteria  to  be  employed  in  determining  the 
standards  for  relief  under  this  principle  of  "ineffective  control"  re- 
main under  discussion,  we  envision  the  standards  for  relief  under 
this  precept  would  likely  focus  upon  goods  and  technologies  which 
are  generally  available  to  the  public  via  over-the-counter,  mail 
order,  or  telephone  transactions,  which  are  designed  to  be  used  and 
installed  by  the  purchaser  without  substantial  assistance  or  sup- 
port by  the  supplier,  and  which  may  be  sold  without  the  need  to 
identify  the  customer  (e.g.,  cash  transactions  for  goods  sold  off-the- 
shelf).  We  will  also  consider  evidence  regarding  the  effectiveness  of 
the  control  in  denying  target  destination  access  to  the  controlled 
items  from  the  United  States.  Importantly,  this  proposed  extension 
of  the  mass-market  principle  as  a  basis  for  decontrol  to  commod- 
ities is  a  significant  expansion  of  our  hard-won  efforts  to  obtain 
agreement  on  the  mass-market  exception  which  currently  applies 
only  to  software. 

Q.2.b.  What  steps  will  be  taken  if,  after  studying  the  facts,  Com- 
merce determines  that  export  controls  are  in  fact  causing  an  unfair 
impact  on  U.S.  industry? 

A.2.b.  The  Administration  proposal  provides  that,  once  a  deter- 
mination of  unfair  impact  is  made  by  the  Secretary  of  Commerce, 
the  Secretary  shall,  in  consultation  with  appropriate  agencies:  (1) 
change  the  control  status  of  all  or  some  of  the  items  in  question; 
(2)  selectively  approve  the  export  of  such  items;  or  (3)  seek  multi- 
lateral support  to  eliminate  sources  of  foreign  availability  or  to  en- 
hance the  control  in  question  to  make  it  effective. 

Determinations  regarding  a  petitioner's  qualification  for  relief 
shall  be  made  in  120  days.  The  determination  of  appropriate  relief, 
if  any,  must  then  be  made  within  an  additional  30  days.  At  this 
stage,  if  the  Secretary  chooses  to  grant  relief  by  seeking  multilat- 
eral support  to  eliminate  the  source  of  foreign  availability  or  to  oth- 
erwise make  the  control  effective,  this  process  must  be  completed 
within  180  days.  However,  if  the  Secretary  of  State  finds  that  sub- 
stantial progress  is  being  made  to  achieve  such  multilateral  sup- 
port at  the  end  of  this  period,  negotiations  may  continue  for  no 
longer  than  an  additional  180  days.  In  any  event,  the  bill  would  au- 
thorize the  Secretary  or  the  President  to  deny  relief  if  such  relief 
would  create  a  significant  risk  to  the  foreign  policy,  nonprolifera- 
tion objectives,  or  national  security  interests  of  the  United  States. 
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Petitions  for  relief,  as  well  as  each  of  the  Secretary's  assess- 
ments, determinations,  and  relief  activities  will  be  published  in  the 
Federal  Register.  In  addition,  the  bill  provides  for  annual  notifica- 
tion to  the  Congress  of  such  petitions  and  activities. 

Q.3.  Some  believe  that  nonproliferation  goals  can  be  achieved  even 
if  export  controls  and  sanctions  are  imposed  unilaterally.  This 
statement  goes  against  what  industry  has  been  promoting — that 
unilateral  controls  don't  do  much  for  furthering  our  foreign  policy 
and  proliferation  interests  but  do  a  lot  to  hurt  U.S.  competitive- 
ness. 

A.3.  Controls  can  be  truly  effective  only  if  they  are  imposed  on  a 
common  basis  by  all  suppliers.  We  should  strive  to  avoid  unilateral 
action  if  it  damages  U.S.  commercial  interests  without  effectively 
promoting  our  nonproliferation  and  other  national  security  and  for- 
eign policy  objectives.  At  the  same  time,  overriding  national  secu- 
rity or  foreign  policy  interests  may  justify  unilateral  export  controls 
in  specific  cases. 

First,  there  are  instances  in  which  the  United  States  is  effec- 
tively the  sole  supplier  of  certain  sensitive  goods  and  technology. 
In  these  limited  cases,  unilateral  controls  can  be  effective,  at  least 
in  the  short  and  medium  term. 

Second,  we  believe  that  the  United  States  must  continue  its  lead- 
ership role  in  the  fight  to  stem  proliferation  of  weapons  of  mass  de- 
struction. In  those  instances  when  we  choose  to  impose  unilateral 
controls  for  nonproliferation  purposes,  however,  we  intend  to  enlist 
the  support  of  other  supplier  countries. 

Q.3.a.  Should  unilateral  controls  or  sanctions  be  used  against 
rogue  regimes  to  further  our  nonproliferation  policies? 

A.3.a.  There  may  be  rare  instances  when  unilateral  controls  are 
appropriate  in  pursuing  our  nonproliferation  policies.  However,  we 
intend  to  discipline  the  use  of  these  controls,  and  to  refrain  from 
imposing  them  unless  the  criteria  of  the  Administration's  proposal 
are  met.  Under  these  criteria,  unilateral  controls  may  be  imposed 
if  they  are  likely  to  make  substantial  progress  toward  modifying 
the  behavior  of  the  target  country,  denying  access  of  the  controlled 
items  to  the  target  country,  establishing  multilateral  control,  or  de- 
nying significant  and  direct  contributions  to  proliferation,  terror- 
ism, human  rights  abuses,  or  regional  instability. 

Sanctions  on  trade  with  entities  or  countries  participating  in 
nonproliferation  activities  can  be  another  form  of  unilateral  control 
and  are  imposed  or  waived  in  accordance  with  our  legal  obligations. 
In  crafting  such  legislation,  Congress  has  linked  the  imposition  and 
termination  of  sanctions  to  the  nonproliferation  conduct  of  foreign 
entities  and  governments. 

Q.3.b.  Should  they  be  used  against  other  countries  that  are  not 
rogue  regimes?  If  so,  when? 

A.3.b.  While  unilateral  controls  should  be  used  only  in  limited  cir- 
cumstances, they  should  be  imposed  when  the  criteria  outlined  in 
the  Administration's  proposal  are  met.  While  the  controls  are  most 
likely  to  be  used  against  a  "rogue"  regime,  they  are  not  limited  to 
such  circumstances. 
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RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  SASSER 

FROM  BARRY  E.  CARTER 

Q.l.  Under  the  Administration  proposal,  companies  would  be  able 
to  petition  for  relief.  Suppose  a  firm  were  to  petition  for  such  relief 
and  it  was  determined  that  the  grounds  for  relief  were  met.  Fur- 
ther suppose,  however,  because  of  an  overriding  security  or  non- 
proliferation  concern,  relief  would  ultimately  not  be  granted.  It 
seems  that  under  the  bill,  the  process  would  end  there.  The  result 
would  be  that  U.S.  sales  would  not  go  forward  but  foreign  sales 
would  continue.  Should  this  mechanism  include  an  additional  step, 
which  would  be  a  stick  directed  at  those  foreign  suppliers? 
A.1.  If  the  grounds  for  relief  were  met,  one  option  for  relief  is  for 
the  Secretary  of  State  actively  to  pursue  negotiations  for  the  pur- 
pose of  eliminating  the  foreign  availability  or  competitive  disadvan- 
tage to  U.S.  firms  and  to  seek  multilateral  support.  If  these  nego- 
tiations fail  to  resolve  the  unfair  impact,  then  another  form  of  relief 
(i.e.  approving  the  sale  or  decontrol)  may  be  granted,  unless  doing 
so  would  create  a  significant  risk  to  U.S.  nonproliferation,  foreign 
policy,  or  national  security  interests. 

Providing  some  type  of  stick  against  a  foreign  source  could  be 
troublesome.  It  could  constitute  a  penalty  against  a  friendly  gov- 
ernment for  conduct  that  the  government  never  agreed  to  avoid  in 
the  first  place. 

Q.2.a.  The  practice  of  a  temporary  denial  of  export  privileges  pro- 
vides a  strong  and  visible  deterrent  to  cooperation  with  the  boycott 
provisions  of  the  Export  Administration  Act.  How  many  reports  of 
boycott  violations  did  Commerce  receive  in  FY  1992  and  1993,  and 
how  many  resulted  in  denials? 

A.2.a.  Under  the  Export  Administration  Act,  "temporary  denials" 
are  imposed  rapidly  to  preclude  an  imminent  violation,  such  as  the 
export  of  a  critical  technology.  Temporary  denials  have  not  been 
used  in  antiboycott  cases  since  those  cases  are  dealing  entirely 
with  violations  that  have  occurred.  Denials,  on  the  other  hand, 
have  been  imposed  in  antiboycott  cases  as  sanctions  for  violations 
which  have  occurred  or  have  been  alleged  to  have  occurred. 

Commerce  does  not  receive  reports  of  boycott  violations.  The  re- 
ports that  Commerce  receives  are  of  requests  to  take  boycott  relat- 
ed action.  Rarely  does  one  of  those  reports  indicate  a  prohibited  re- 
quest with  which  the  reporter  has  complied.  Commerce  initiates  its 
own  research  to  identify  companies  doing  business  in  the  Middle 
East,  audits  their  records  and  investigates  evidence  of  violations. 
During  FY  1992,  Commerce  imposed  over  $2  million  in  penalties 
in  30  cases  and  imposed  one  export  denial.  During  FY  1993,  Com- 
merce imposed  over  $6.8  million  in  penalties  in  37  cases  and  im- 
posed three  export  denials. 

Q.2.b.  Should  there  be  a  broader  resort  to  this  practice? 
A.2.b.  Commerce  imposes  denials  in  cases  in  which  the  violations 
are  aggravated  by  such  factors  as  the  nature  of  the  violation  (reli- 
gious discrimination,  blatant  refusals  to  deal  etc.),  the  number  of 
violations,  the  compliance  record  and  program  of  the  respondent, 
the  benefit  realized  by  the  violator,  and  the  degree  of  intent  in- 
volved on  the  part  of  the  respondent.  A  denial  of  export  privileges 
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is  a  very  substantial  penalty  which  provides  a  strong  and  visible 
deterrent.  However,  in  many  cases  the  substantial  civil  penalties 
the  statute  provides  for  are  appropriate.  Where  they  are  insuffi- 
cient, Commerce  will  use  the  denial. 

We  are  satisfied  that  the  practice  we  have  followed  in  the  imposi- 
tion of  denials  of  export  privileges  makes  it  clear  that  the  penalty 
may  be  imposed  in  aggravated  cases.  We  do  not  recommend  chang- 
ing this  policy. 

Q.3.a.  U.S.  intelligence  sources  have  publicly  described  Iran  as 
having  active  chemical  and  biological  weapons  programs.  Estimates 
indicate  that  Iran  will  have  a  nuclear  weapon  before  the  end  of  the 
decade.  Despite  efforts  to  curb  the  spread  of  dual-use  technology  to 
Iran,  transfers  continue.  How  does  your  EAA  proposal  address  the 
problem  of  strategic  dual-use  technology  falling  into  the  hands  of 
rogue  regimes  despite  legislation  specifically  designed  to  prevent 
these  regimes  from  acquiring  this  technology? 

A.3.a.  Through  the  EAA  and  its  implementing  regulations,  the 
United  States  will  impose  export  controls  by  requiring  an  Individ- 
ual Validated  License  (IVL)  for  the  export  to  specified  regions  and 
countries,  such  as  Iran,  of  equipment,  materials,  and  technical  data 
that  may  be  useful  in  the  production  of  weapons  of  mass  destruc- 
tion, their  delivery  systems,  and  advanced  conventional  weapons. 
Also  under  the  provisions  of  the  Iran-Iraq  Nonproliferation  Act  of 
1992,  the  United  States  denies  all  requests  to  export  controlled 
dual-use  goods  or  technology  to  Iran  (with  certain  limited  statutory 
exceptions). 

More  generally,  IVL's  are  required  for  all  items  which  could  con- 
tribute to  the  proliferation  of  weapons  of  mass  destruction  and  will 
be  denied  if  they  could  make  a  material  contribution  to  such  pro- 
liferation. The  Administration  will  continue  its  current  policy  of  de- 
nying all  such  items  to  Iran  and  Syria,  and  embargoed  countries 
like  North  Korea,  Iraq,  and  Libya. 

We  will  continue  to  back  our  rigorous  licensing  policy  with  ag- 
gressive, preventive  enforcement  of  our  export  control  laws.  Our 
enforcement  division  monitors  export  license  applications  for  poten- 
tial violations  and  for  the  involvement  of  parties  who  might  trans- 
ship goods  to  unauthorized  destinations.  We  screen  transactions 
through  pre-license  checks  and  post  shipment  verifications.  Finally, 
we  deter  violations  through  the  invocation  of  the  criminal  and  ad- 
ministrative sanctions  available  under  present  law  and  to  be  beefed 
up  under  the  Administration  proposal.  Administrative  sanctions  in- 
cluding the  denial  of  export  privileges,  are  particularly  useful 
against  violators  who  are  overseas  and  not  easily  subject  to  our 
criminal  sanctions. 

The  United  States  participates  in  three  multilateral  regimes  (Nu- 
clear Suppliers  Group,  Missile  Technology  Control  Regime,  and  the 
Australia  Group)  designed  to  foster  cooperation  in  halting  the  unre- 
stricted flow  of  sensitive  goods  and  technologies  to  countries  and 
projects  of  concern.  The  Administration's  EAA  proposal  helps  to 
strengthen  these  multilateral  nonproliferation  regimes. 

Q.3.b.  How  do  you  propose  to  ensure  tighter  restrictions  and  con- 
trols on  those  countries  that  continually  violate  U.S.  and  inter- 
national controls? 
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A.3.b.  We  have  very  strict  control  policies  for  exports  and  reexports 
to  countries  which  pose  the  greatest  proliferation  threats.  We  in- 
tend to  continue  these  policies.  Additionally,  we  are  attacking  the 
problem  of  diversion  of  goods  through  third  countries.  This  effort 
requires  cooperation  with  the  governments  of  these  third  countries. 

BXA  works  closely  with  U.S.  Government  agencies  and  other 
supplier  countries  to  meet  the  nonproliferation  challenge.  We  close- 
ly coordinate  our  export  control  and  licensing  activities  with  other 
producer  nations  through  multilateral  export  control  regimes  such 
as  the  Australia  Group,  the  Missile  Technology  Control  Regime, 
and  the  Nuclear  Suppliers  Group.  These  efforts  are  taken  to  ensure 
that  other  countries  will  not  be  the  source  of  equipment  and  mate- 
rials and  related  technical  data  that  may  be  useful  in  the  produc- 
tion of  weapons  of  mass  destruction. 

Finally,  the  recently  concluded  agreement  between  Commerce 
and  the  U.S.  Customs  Service  on  export  control  enforcement  will 
permit  even  more  efficient  use  of  the  contacts  which  U.S.  Customs 
attaches  have  around  the  world  with  overseas  law  enforcement 
agencies.  These  contacts  will  further  our  efforts  to  have  a  truly 
international  control  effort. 

Q.4.  What  is  the  Administration's  position  on  the  export  of  Alaskan 
oil? 

A.4.  The  Commerce  Department  defers  to  the  Department  of  En- 
ergy on  the  Alaskan  North  Slope  (ANS)  crude  oil  export  decontrol 
issue.  The  Department  has  only  an  administrative  role  concerning 
the  export  of  domestically  produced  crude  oil,  including  ANS  crude 
oil.  The  Department  administers  the  short  supply  provisions  of  the 
Export  Administration  Regulations,  which  include  those  provisions 
that  allow  for  limited  exports  of  ANS  crude  oil  to  Canada  pursuant 
to  the  U.S. -Canadian  Free  Trade  Agreement.  The  Department  of 
Energy  has  the  issue  of  exporting  Alaskan  oil  under  review. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  MURRAY 

FROM  BARRY  E.  CARTER 

The  Bureaucratic  Maze 

Q.l.  How  many  individual  items  (commodities  and  technologies) 
does  the  Department/agency  actually  have  export  control  authority 
for?  Over  how  many  of  these  does  the  Department/agency  share  ju- 
risdiction with  another? 

A.1.  The  Commerce  Commodity  Control  List  (CCL)  contains  428 
entries,  referred  to  as  Export  Control  Classification  Numbers 
(ECCN's).  These  entries  do  not,  however,  represent  individual  prod- 
ucts but  rather  classes  of  products  having  similar  characteristics. 
Approximately  three  dozen  entries  on  the  CCL  include  items 
which  are  also  contained  on  the  Munitions  List  administered  by 
the  State  Department.  Since  1990,  the  departments  have  been  en- 
gaged in  an  exercise  to  eliminate  the  overlapping  jurisdiction  of 
these  two  control  lists.  Examples  of  remaining  overlapping  Jurisdic- 
tion include  developmental  aircraft  and  technical  data,  the  tech- 
nical data  for  the  design  of  the  hot  section  of  jet  engines,  and  many 
civilian  satellites.  The  Administration  recognizes  that  items  should 
not  be  controlled  on  both  lists.  The  Administration's  proposed  EAA 
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prohibits  such  overlap  and  creates  an  interagency  process  to  re- 
solve conflicting  claims  of  jurisdiction. 

Q.2.  How  many  export  license  applications  does  the  Department/ 
agency  receive  each  year?  What  is  the  average  time  from  the  date 
a  license  application  is  first  submitted  to  the  date  a  decision  is 
given  to  the  exporter? 

A.2.  The  following  data  covers  individual  validated  license  process- 
ing over  the  past  three  fiscal  years. 

During  FY  1993,  this  Department  received  26,126  export  license 
applications.  These  individual  validated  licenses  (IVL's)  are  valid 
for  two  years.  Overall  average  processing  times  increased  to  30 
days.  The  average  processing  time  for  applications  that  did  not  re- 
quire referral  to  another  agency  was  9  days.  The  average  process- 
ing time  for  applications  requiring  referral  was  48  days. 

During  FY  1992,  24,068  applications  were  received.  Overall  aver- 
age processing  times  increased  to  28  days  in  FY  1992,  compared 
with  20  days  in  FY  1991.  The  average  processing  time  during  FY 
1992  for  applications  that  did  not  require  referral  to  another  agen- 
cy was  9  days.  The  average  processing  time  for  applications  requir- 
ing referral  was  48  days. 

During  FY  1991,  38,369  cases  were  received.  Overall  average 
processing  times  for  FY  1991  was  20  days.  The  average  processing 
time  during  FY  1991  for  applications  that  did  not  require  referral 
to  another  agency  was  9  days.  The  average  processing  time  for  ap- 
plications requiring  referral  was  63  days. 

Recent  decontrols  eliminated  license  requirements  for  many  com- 
modities and  technologies  which  no  longer  present  national  secu- 
rity or  foreign  policy  concerns.  A  large  number  of  these  licenses 
typically  did  not  require  interagency  review. 

The  remaining  required  licenses  are  predominantly  for  the  most 
sophisticated  and  complex  transactions,  and  hence,  most  likely  will 
be  referred  to  other  agencies  for  review.  In  absolute  terms,  it  is 
likely  that  the  number  of  cases  requiring  interagency  review  will 
remain  approximately  the  same.  Thus,  when  we  compute  the  over- 
all average  licensing  time  given  this  new  mix  of  licenses,  we  may 
see  an  increase  in  the  total  number  of  days  required  to  process  li- 
censes. 

The  Administration  remains  committed  to  decreasing  licensing 
times  by  25  percent.  One  of  our  objectives  is  to  respond  more  quick- 
ly to  the  more  sensitive  licenses  requiring  referral. 

Q.3.  How  many  full-time  and  part-time  staff  in  the  Department/ 
agency  perform  work  related  to  export  controls? 

A.3.  Currently  BXA  has  381  employees  onboard  of  which  367  are 
full-time  and  14  are  part-time.  Of  this  total,  318  full-time  and  12 
part-time  employees  are  performing  work  that  is  related  to  BXA's 
export  control  functions. 

Note:  At  the  end  of  February  1994,  BXA  had  381  employees  on- 
board, 23  of  these  were  in  the  Office  of  Industrial  Resource 
Administration  and  28  in  the  Office  of  Antiboycott  Compli- 
ance. These  were  excluded  from  the  number  devoted  to 
BXA's  export  control  functions. 
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Q.4.  What  is  the  Department's/agency's  budget  for  export  control 
activities? 

A.4.  BXA's  total  FY  1994  availability  is  $39,706,000.  This  includes 
an  appropriation  of  $34,747,000  and  $4,959,000  in  carryover  fund- 
ing. The  total  availability  amount  is  broken  down  by  budget  activ- 
ity on  page  11  of  BXA's  FY  1995  Congressional  Budget  Request. 
The  FY  1994  amounts  by  budget  activity  related  to  export  controls 
(total  of  $34,856,000)  are  summarized  below: 


Export  Control 
Amounts 


•  Mgt.  &  Policy  Coordination  

•  Export  Administration  

•  Export  Enforcement  

•  Industrial  Resource  Administration 


$1,784,000 

19,065,000 

14,007,000 

0 


In  developing  these  estimates  we  have  construed  the  term  "ex- 
port controls"  broadly,  including  both  direct  and  indirect  activities 
and  costs.  Major  functions  and  activity  estimates  are  summarized 
in  the  attachment  below. 

The  $34.9  million  budgeted  for  export  control  functions  includes 
$3.9  million  to  fund  BXAs  computerized  licensing  database,  the  ex- 
port control  automated  support  system  (ECASS).  These  funds  pro- 
vide ECASS  support  to  the  CIA,  the  State  Department,  U.S.  Cus- 
toms Service,  Department  of  Energy,  and  the  Department  of  De- 
fense. These  agencies  make  extensive  use  of  this  system. 

The  Export  Enforcement  activity  includes  funding  for  all  its  pro- 
grams except  for  the  Antiboycott  Compliance  program  ($2,761,000). 

Attachment  to  Question  #4 

Export  Control  Functions  / Activities  By  Budget  Activity 

Management  and  Policy  Coordination — This  activity  includes  the 
functions  performed  by  the  Office  of  the  Under  Secretary  and  sup- 
porting staff  offices.  This  office  coordinates  and  approves  the  poli- 
cies relating  to  BXA's  mandate.  It  provides  executive  direction  to 
subordinate  offices  that  develop  various  mission  related  studies,  re- 
ports, and  Congressional  testimony.  It  coordinates  and  monitors 
participation  in  interagency  staff  activity  and  represents  the  De- 
partment of  Commerce  and  U.S.  Government  in  both  the  national 
and  international  fora.  Public  affairs  and  Congressional  liaison  ac- 
tivities are  also  included  in  the  functions  of  management  and  policy 
coordination,  as  is  the  overall  management  of  BXA's  overseas  ac- 
tivities, the  administrative  appeals  process,  and  the  direction  of 
BXA's  Reinvention  efforts.  The  Office  of  the  Under  Secretary  pro- 
vides overall  guidance  to  BXA  efforts  in  support  of  the  Trade  Policy 
Coordinating  Committee  (TPCC)  export  growth  initiatives  and  im- 
plementation of  NPR  recommendations.  It  also  provides  overall  di- 
rection and  guidance  for  BXA  activities  relating  to  Russian  Defense 
Conversion  and  Foreign  Technical  Assistance. 

Export  Administration — The  primary  objective  of  Export  Admin- 
istration (EA)  is  to  protect  the  national  security  interests  of  the 
United  States  while  not  inhibiting  U.S.  industrial  competitiveness 
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in  the  global  marketplace.  This  is  achieved  by  managing  efficient 
export  control  licensing  and  policy  development  processes.  EA  has 
the  lead  in  implementing  a  number  of  the  major  reforms  contained 
in  the  TPCC  export  growth  initiatives. 

Specific  objectives  of  EA  include:  (1)  implementing  nonprolifera- 
tion  export  controls  on  dual-use  items;  (2)  educating  industry  on 
changes  in  export  controls  and  auditing  industry  compliance  pro- 
grams; (3)  working  to  strengthen  multilateral  export  controls  in  co- 
operation with  the  State  Department  and  other  agencies;  (4) 
streamlining  export  controls  consistent  with  security  requirements; 

(5)  resolving  interagency  disputes  over  the  disposition  of  individual 
licenses  and/or  policy  issues  affecting  a  number  of  licenses  for  a 
specific  commodity  or  to  a  specific  destination;  (6)  providing  infor- 
mation and  assistance  to  the  business  community;  and  (7)  working 
on  a  bilateral  basis  to  strengthen  export  controls  of  individual 
countries  that  are  not  participants  in  multilateral  groups  in  co- 
operation with  State  and  other  agencies. 

In  addition  to  national  security  controls,  EA  administers  short 
supply  controls  on  crude  oil  and  forest  products.  Section  7  of  the 
Export  Administration  Act  requires  BXA  to  maintain  export  con- 
trols on  Alaskan  North  Slope  crude  oil  and  western  red  cedar  har- 
vested from  public  lands.  Section  491  of  the  Forest  Resources  Con- 
servation and  Shortage  Relief  Amendments  Act  of  1993  requires 
the  Secretary  of  Commerce  to  administer  a  total  ban  on  the  export 
of  unprocessed  timber  harvested  from  State  public  lands  in  17 
western  continental  States. 

Export  Enforcement — Export  Enforcement  (EE)  is  concerned  with 
preventing  or  detecting  and  prosecuting  violators  of  the  Export  Ad- 
ministration Act.  The  emphasis  on  nonproliferation  is  achieved 
through  a  combination  of  education,  oversight,  and  law  enforce- 
ment activities.  The  objectives  of  this  program  are  to:  (1)  detect  and 
prevent  violations  of  the  Export  Administration  Act  by  screening 
all  license  applications  and  by  coordinating  and  conducting  Pre-Li- 
cense  Checks  and  Post  Shipment  Verifications  on  exports  requiring 
Commerce  Department  validated  licenses;  (2)  investigate  alleged 
violations  of  the  Export  Administration  Act  by  maintaining  a  corps 
of  specialized  professional  criminal  investigators  pursuing  both 
criminal  and  administrative  sanctions  including  the  denial  of  ex- 
port privileges;  (3)  sensitize  the  business  community  to  recognize 
possible  violations  and  uncover  illegal  exports;  (4)  develop  informa- 
tion on  possible  illegal  export  schemes  by  working  with  the  U.S.  in- 
telligence community;  (5)  cooperate  with  U.S.  and  foreign  law  en- 
forcement organizations  in  enforcement  matters  of  mutual  interest; 

(6)  undertake  a  broad  range  of  associated  enforcement  activities, 
including  the  detention,  seizure,  and  forfeiture  of  commodities,  and 
the  arrest  of  violators;  and  (7)  implement  and  enforce  the 
antiboycott  portions  of  the  EAA  through  the  encouragement  of  com- 
pliance by  vigorous  detection  and  prosecution  of  violators  and  ener- 
getic outreach  to  inform  and  monitor  regulated  parties.  Efficient 
enforcement  operations  and  appropriate  outreach  to  business  will 
support  a  range  of  TPCC  objectives. 

Q.5.  How  many  items,  including  both  commodities  and  tech- 
nologies, are  controlled  by  the  United  States? 
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A.5.  The  Commerce  Control  List  (CCL)  contains  428  entries.  As 
was  noted  in  a  previous  answer,  these  entries  do  not  represent  in- 
dividual products  but  classes  of  products  having  certain  shared 
characteristics.  The  State  Department  should  be  consulted  for  de- 
tails of  the  International  Munitions  List. 

Q.6.  How  many  of  these  are  on  an  international  list? 

A.6.  The  CCL  contains  170  entries  that  are  also  included  on 
CoCom's  International  Industrial  List,  118  items  that  are  on  the 
list  of  the  Missile  Technology  Control  Regime,  81  entries  that  are 
on  the  list  of  the  Nuclear  Suppliers  Group,  and  8  entries  that  are 
on  the  Australia  Group  list.  In  addition,  there  are  167  entries  con- 
trolled for  foreign  policy  reasons  to  certain  destinations  (such  as 
Iran,  Cuba,  North  Korea,  South  African  Police,  Libya,  etc.)  and  7 
entries  for  short  supply.  Because  some  entries  appear  on  more  than 
one  list,  this  total  exceeds  the  428  CCL  entries  referred  to  above. 

Q.7.  How  many  of  these  are  on  more  than  one  international  control 
list? 

A.7.  There  are  54  entries  that  are  contained  on  both  the  Missile 
Technology  List  and  the  International  Industrial  List,  21  entries 
that  are  contained  on  both  the  Nuclear  Proliferation  List  and  the 
International  Industrial  List,  and  8  entries  that  are  contained  on 
both  the  Nuclear  Proliferation  List  and  the  Missile  Technology 
List.  The  8  Australia  Group  entries  are  on  no  other  multilateral 
control  lists. 

Q.8.  If  you  are  a  10-person  software  company  in  Redmond,  Wash- 
ington, how  do  you  know  whether  you  need  an  export  license  to 
ship  your  software  overseas?  Where  do  you  go  first? 

A.8.  BXA  dedicates  considerable  time  and  effort  to  assist  export- 
ers— especially  small  business  people — to  understand  our  regula- 
tions and  know  when  export  licenses  are  required.  We  hold  month- 
ly seminars  throughout  the  country,  publish  newsletters,  and  de- 
velop brochures  for  those  who  are  responsible  for  their  firms'  com- 
pliance with  export  control  regulations.  We  have  experts  available 
to  answer  questions  over  the  telephone. 

There  is  also  help  available  locally.  The  Department  of  Com- 
merce's U.S.  and  Foreign  Commercial  Service  has  district  offices  in 
each  State.  For  a  software  firm  located  in  Redmond,  Washington, 
a  company  would  contact  the  office  in  Seattle,  Washington,  or  if 
geographically  suitable,  contact  the  office  in  Portland,  Oregon.  If 
these  offices  cannot  answer  the  question,  then  the  exporter  will  be 
directed  to  call  BXA's  Santa  Clara  or  Newport  Beach,  California, 
offices  to  obtain  detailed  information  and  one-on-one  counseling  on 
export  controls. 

In  addition  to  the  help  which  we  in  BXA  provide  exporters,  most 
trade  associations  representing  those  who  manufacture  and  sell 
commonly  controlled  items  have  export  control  expertise  available 
to  their  members. 

Encryption 

Q.l.  Which  agency  oversees  export  controls  on  mass  market  com- 
mercial, or  public  domain  software? 
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Q.2.  Is  it  true  that  exports  of  commercially  available  software,  like 
the  Windows  I  just  bought  for  my  office,  is  controlled  like  bombs, 
bullets  and  military  aircraft? 

Q.3.  Will  you  please  tell  me  which  international  list  currently  con- 
trols export  of  this  product  or  technology — where  is  it  listed? 

A.l-3.  The  Department  of  State  will  respond  in  behalf  of  the  Ad- 
ministration to  these  three  questions. 

Q.4.  Would  the  Commerce  Department  undertake  a  foreign  avail- 
ability assessment  of  encrypted  mass  market  software,  using  pro- 
grams like  WordPerfect,  Word  for  Windows  2.0,  and  Excel/Access 
and  Lotus  1-2-3  as  U.S.  examples? 

A.4.  We  cannot  initiate  a  foreign  availability  assessment  of 
encrypted  mass  market  software  since  it  is  on  the  State  Depart- 
ment's Munitions  List.  The  foreign  availability  provision  of  the 
EAA  applies  only  to  items  within  the  jurisdiction  of  the  Depart- 
ment of  Commerce. 

Other  Questions 

Q»l«  Current  U.S.  export  controls  for  a  range  of  items  place  Israel 
in  the  same  category  as  Iraq,  Iran  and  Libya.  What  steps  is  the  Ad- 
ministration taking  to  ensure  that  we  distinguish  between  Israel, 
one  of  our  strongest  allies,  and  these  outlaw  regimes  in  a  new  ex- 
port control  era? 

A.1.  The  Department  of  State  will  also  be  responding  to  this  ques- 
tion. U.S.  law,  U.N.  Security  Council  Resolutions,  and  Administra- 
tion policy  effectively  prohibit  most,  if  not  all,  exports  of  U.S.  dual- 
use  goods  and  technologies  to  Iraq,  Iran,  and  Libya.  There  is  a 
complete  embargo  on  the  export  of  any  items  to  Iraq  with  the  ex- 
ception of  medicine,  food,  and  essential  civilian  items  permitted  by 
U.N.  resolution.  Under  the  provisions  of  the  Iran-Iraq  Non- 
proliferation  Act  of  1992,  the  United  States  denies  all  requests  to 
export  controlled  dual-use  goods  or  technology  to  Iran  (with  certain 
limited  exceptions).  The  United  States  also  enforces  an  embargo 
against  Libya,  which  prohibits  almost  all  shipments  of  U.S.  dual- 
use  goods  and  technologies,  with  certain  exceptions  being  permitted 
for  shipments  of  medicine,  food,  and  non-strategic  commodities. 

By  contrast,  the  United  States  export  policy  toward  Israel  per- 
mits the  export  of  many  dual-use  goods  and  technologies  under 
general  license  authorization  (i.e.  no  prior  written  Commerce  De- 
partment permission  is  required).  There  are,  of  course,  exports  for 
which  the  United  States  requires  a  validated  export  license  for 
shipment  to  Israel  (and  many  other  destinations),  pursuant  to  its 
multilateral  obligations  in  the  Missile  Technology  Control  Regime, 
the  Australia  Group  (chemical/biological  weapons)  and  the  Nuclear 
Suppliers  Group.  Additionally,  by  law,  the  United  States  cannot  en- 

fage  in  any  significant  nuclear  cooperation  with  states  that  do  not 
ave  full-scope  IAEA  safeguards,  such  as  Israel.  We  also  have  a 
policy  of  not  exporting  dual-use  equipment  and  technologies  that 
could  further  unsafeguarded  nuclear  programs. 

I  would  note  that  the  entire  Middle  East  region  is  viewed  as  par- 
ticularly sensitive  from  a  nonproliferation  perspective,  and  has 
been  so  identified  in  U.S.  export  regulations.  License  applications 
for  the  region  are  scrutinized  closely  for  ballistic  missile,  nuclear, 
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and  CBW  concerns,  as  the  United  States  does  not  want  to  support 
projects  that  will  work  against  our  global  nonproliferation  goals. 

Q.2.  U.S.  intelligence  sources  have  publicly  described  Iran  as  hav- 
ing active  chemical  and  biological  weapons  programs.  Many  experts 
are  concerned  that  Iran  will  have  a  nuclear  weapon  before  the  end 
of  the  decade.  How  is  the  Administration  addressing  this  problem 
and  how  can  we  ensure  tighter  restrictions  and  controls  on  those 
countries  that  continually  violate  U.S.  and  international  controls? 

A.2.  The  Department  of  State  will  also  respond  to  this  question.  As 
we  indicated  in  a  previous  answer  to  Senator  Sasser,  through  the 
EAA  and  its  implementing  regulations,  the  United  States  will  im- 
pose export  controls  by  requiring  an  Individual  Validated  License 
(IVL)  for  the  export  to  specified  regions  and  countries,  such  as 
Iran,  of  equipment,  materials,  and  technical  data  that  may  be  use- 
ful in  the  production  of  weapons  of  mass  destruction  and  their  de- 
livery systems.  Also,  as  noted  above,  under  the  provisions  of  the 
Iran-Iraq  Nonproliferation  Act  of  1992,  the  United  States  denies  all 
requests  to  export  controlled  dual-use  goods  or  technology  to  Iran 
(with  certain  limited  statutory  exceptions). 

More  generally,  IVL's  are  required  for  all  items  which  could  con- 
tribute to  the  proliferation  of  weapons  of  mass  destruction  and  will 
be  denied  if  they  could  make  a  material  contribution  to  such  pro- 
liferation. The  Administration  will  continue  its  current  policy  of  de- 
nying all  such  items  to  Iran,  Iraq,  Syria,  and  Libya  and  embargoed 
countries  like  North  Korea.  We  participate  in  three  multilateral  re- 
gimes (the  Nuclear  Suppliers  Group,  the  Missile  Technology  Con- 
trol Regime,  and  the  Australia  Group)  designed  to  foster  coopera- 
tion in  halting  the  unrestricted  flow  of  these  sensitive  commodities 
and  technologies  to  countries  and  projects  of  concern. 

We  will  continue  to  back  our  rigorous  licensing  policy  with  ag- 
gressive, preventive  enforcement  of  our  export  control  laws.  Our 
enforcement  people  monitor  export  license  applications  for  potential 
violations  and  for  the  involvement  of  parties  who  might  transship 
goods  to  unauthorized  destinations.  We  screen  transactions 
through  pre-license  checks  and  post  shipment  verificatiuno.  Finally, 
we  deter  violations  through  the  invocation  of  the  criminal  and  ad- 
ministrative sanctions  available  under  present  law  and  to  be  beefed 
up  under  the  Administration  proposal.  Administrative  sanctions  in- 
cluding the  denial  of  export  privileges,  are  particularly  useful 
against  violators  who  are  overseas  and  not  easily  subject  to  our 
criminal  sanctions. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  RIEGLE 

FROM  DR.  LYNN  E.  DAVIS 

Q.l.a.  One  area  that  we  need  to  look  closely  at  during  the  re- write 
of  the  Export  Administration  Act  is  how  we  can  streamline  the  ex- 
port license  process  to  ensure  that  U.S.  companies  do  not  lose  sales 
because  of  long  delays  in  license  review.  But,  we  do  not  want  to 
jeopardize  quality  of  review  for  speed.  That  fact  raises  questions  in 
my  mind  about  what  role  each  agency  should  have  in  the  dual-use 
license  process.  Specifically  what  types  of  dual-use  export  applica- 
tions do  you  feel  you  should  review  and  why? 
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A.l.a.  We  believe  that  the  State  Department  has  an  important  role 
to  play  in  the  dual-use  licensing  process.  We  currently  review  li- 
censes of  items  controlled  for  foreign  policy  reasons  under  Section 
6  of  the  Export  Administration  Act  of  1979.  These  fall  into  two  cat- 
egories: (1)  Licenses  related  to  our  participation  in  multilateral 
nonproliferation  regimes  such  as  those  for  missile  delivery  systems, 
chemical  and  biological  weapons,  and  technologies  related  to  all  of 
these.  (2)  Licenses  related  to  foreign  policy  controlled  items,  such 
as  terrorism,  human  rights,  crime  control,  and  regional  stability. 

We  also  review  cases  related  to  dual  use  nuclear  items  controlled 
pursuant  to  section  309  of  the  Nuclear  Nonproliferation  Act. 

In  light  of  our  institutional  mission  and  expertise,  we  believe  it 
is  essential  that  the  Department  receive  license  referrals  for  those 
applications  that  have  significant  foreign  policy  or  proliferation  im- 
plications. The  Administration's  proposal  allows  all  relevant  agen- 
cies to  review  appropriate  cases.  We  intend  to  work  with  the  De- 
partment of  Commerce  to  ensure  that  we  review  those  cases  where 
we  have  essential  interests  and  responsibilities. 

Q.l.b.  Do  you  feel  you  need  concurrence  authority  on  all  dual-use 
license  applications  that  you  review?  If  so,  why? 

A.l.b.  At  the  initial  level  of  license  review,  we  believe  that  the 
Commerce  Department  should  have  the  authority  to  make  deci- 
sions based  on  agency  recommendations.  At  the  policy  level  (the 
Assistant  Secretary  level  and  above),  we  believe  that  cases  should 
be  decided  by  a  majority  vote  of  the  agencies  involved. 

We  believe  that  the  State  Department,  as  well  as  other  appro- 
priate agencies,  should  be  fully  engaged  in  the  process  and  should 
have  the  ability  to  escalate  disputed  cases.  Thus,  any  agency  that 
disagrees  with  the  Commerce  Department's  decision  at  the  working 
level  or  with  the  majority  vote  at  the  policy  level  should  have  the 
authority  to  escalate  the  application  for  consideration  at  a  higher 
level.  We  believe  that  this  dispute  resolution  process  should  allow 
an  agency  to  raise  an  issue  all  the  way  to  the  President's  desk,  if 
necessary. 

Therefore,  while  we  do  not  support  a  system  of  license  review 
which  requires  concurrence,  we  have  proposed  a  system  which  per- 
mits dissenting  agencies  to  escalate  disputed  cases  to  a  policy  level. 

Q.2.  During  the  previous  Administration,  the  State  Department 
testified  before  the  International  Subcommittee  on  how  to  control 
the  production,  use,  and  proliferation  of  chemical  and  biological 
weapons.  In  its  testimony,  the  State  Department  indicated  that  it 
would  not  support  import  sanctions  on  foreign  companies  that  vio- 
lated chemical  weapons  controls. 

As  you  know,  this  has  been  an  increasing  concern  of  mine  be- 
cause we  have  found  evidence  that  the  men  and  women  of  this 
country  have  been  exposed  to  chemical  and  biological  agents  during 
the  Persian  Gulf  War. 

What  sanctions  do  you  feel  are  appropriate  on  foreign  companies 
that  violate  chemical  weapons  controls? 

A.2.  The  Chemical  and  Biological  Weapons  Control  and  Warfare 
Elimination  Act  of  1991  (CBW  Act)  provides  for  the  imposition  of 
sanctions  against  foreign  governments  which  use  CBW.  The  CBW 
Act  also  specifies  sanctions  for  foreign  entities  who  the  U.S.  Gov- 
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eminent  determines  have,  since  October  28,  1991,  knowingly  and 
materially  contributed  to  the  efforts  of  certain  foreign  countries  or 
projects  to  use,  develop,  produce,  stockpile,  or  otherwise  acquire 
CBW. 

CBW  Act  sanctions  for  the  use  of  CBW  include  termination  of 
U.S.  foreign  assistance,  arms  sales,  foreign  military  financing,  U.S. 
Government  credit  or  other  financial  assistance,  and  exports  of  na- 
tional security-sensitive  goods  and  technology.  CBW  Act  sanctions 
against  foreign  entities  tor  contributing  to  a  CBW  program  are  a 
ban  on  USG  procurement  of  goods  or  services  from  the  sanctioned 
entity  and  a  ban  on  the  importation  of  the  entity's  products  into 
the  United  States. 

The  Administration's  EAA  bill  includes  a  section  that  harmonizes 
and  revises  CBW  and  missile  sanctions.  The  bill  takes  a  balanced 
approach  that  closes  certain  loopholes  in  the  existing  law  and  adds 
necessary  protections  and  flexibility  in  other  areas.  As  a  result,  we 
believe  the  proposed  sanctions  regime  will  be  more  effective  than 
existing  law  in  stemming  proliferation  while  providing  greater  pro- 
tection for  important  U.S.  economic  interests.  It  contains  a  broad 
array  of  mandatory  and  discretionary  sanctions  that  allow  the  USG 
to  calibrate  the  punishment  to  the  magnitude  of  the  proliferant  ac- 
tivity. As  in  the  current  CBW  law,  CBW  sanctions  are  triggered  bv 
knowingly  and  materially  contributing  to  a  CBW  program.  The  Ad- 
ministration bill  includes  mandatory  import,  export,  and  Govern- 
ment procurement  prohibitions. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  SASSER 

FROM  DR.  LYNN  E.  DAVIS 

Q.l.  Iran,  which  has  consistently  been  implicated  in  terrorist  at- 
tacks on  Americans  and  U.S.  allies,  is  pursuing  an  aggressive  nu- 
clear program  and  is  obviously  a  threat  to  U.S.  security.  How  suc- 
cessful have  the  Administration's  nonproliferation  efforts  been  so 
far  in  actually  slowing  down  and  deterring  Iran's  unconventional 
weapons  programs? 

A.1.  Iran's  programs  to  develop  weapons  of  mass  destruction 
(WMD)  and  ballistic  missile  delivery  systems  depend,  in  large  part, 
on  access  to  foreign  assistance — technology,  equipment,  and  mate- 
rials. Thus,  the  U.S.  has  made  a  major  effort  to  persuade  potential 
suppliers  to  forego,  any  assistance  that  could  contribute  to  Iran's 
ability  to  achieve  its  WMD  and  missile  delivery  goals. 

Our  efforts  have  been  particularly  successful  in  the  nuclear  area 
where  Iran's  attempts  to  develop  a  nuclear  weapons  capability  or 
to  expand  significantly  its  current  rudimentary  nuclear  research  in- 
frastructure have  been  slowed.  Several  countries  have  taken 
steps — some  at  substantial  financial  cost — to  cancel  or  severely  re- 
strict nuclear  cooperation  with  Iran  until  it  has  demonstrated  a 
clear  and  abiding  commitment  to  international  nonproliferation 
norms.  While  in  some  cases  these  actions  were  taken  before  this 
Administration  took  office,  notably  Germany  and  Argentina,  Iran 
has  been  unsuccessful  in  weakening  these  countries'  resolve  to 
withhold  assistance. 

We  have  had  less  success  in  convincing  Russia  and  China  to  ter- 
minate nuclear  cooperation  with  Iran.  These  nations  are  now  Iran's 
primary  partners  in  developing  its  civil  nuclear  research  and  power 
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programs.  We  have  argued — and  will  continue  to  do  so — that  any 
such  assistance  poses  an  unacceptable  risk  of  contributing  to 
Tehran's  nuclear  weapons  program. 

North  Korea  has  been  Iran's  principal  supplier  of  missile-related 
equipment.  It  has  been  difficult  to  stop  entirely  all  missile-related 
shipments  to  Iran  from  North  Korea,  but  our  urging  other  coun- 
tries not  to  facilitate  shipments  has  slowed  deliveries  and  increased 
the  costs  for  both  parties. 

The  United  States  has  taken  a  leading  role  in  the  Australia 
Group  control  regime's  efforts  to  stop  shipments  of  materials  to 
Iran's  chemical  and  biological  weapons  (CBW)  programs.  As  a  re- 
sult of  these  efforts,  Iran  has  had  to  search  for  alternative  suppli- 
ers. We  believe  the  effect  of  these  efforts  has  been  to  slow  and  in- 
crease the  cost  of  Iran's  chemical  weapons  program,  but  not  to  halt 
it. 

The  United  States  also  has  sought,  in  its  effort  to  replace  CoCom 
with  a  new  nonproliferation  regime,  to  reach  agreement  with  its 
partners  on  responsible  trade  in  arms  and  industrial  equipment. 
We  have  proposed  that  this  include  a  policy  of  denial  for  arms  and 
industrial  equipment  for  military  end  uses  for  states  concern,  like 
Iran.  On  a  broader  policy  front  we  continue  our  efforts  at  senior 
levels  to  obtain  our  G-7  partners'  cooperation  in  focussing  inter- 
national pressure  on  Iran,  in  order  to  encourage  the  Iranian  leader- 
ship to  change  its  unacceptable  behavior. 

Q.2.  Iran,  which  has  consistently  been  implicated  in  terrorist  at- 
tacks on  Americans  and  U.S.  allies,  is  pursuing  an  aggressive  nu- 
clear program  and  is  obviously  a  threat  to  U.S.  security.  What  pol- 
icy initiatives  have  the  U.S.  pursued  in  this  regard? 
A.2.  In  addition  to  rigorous  enforcement  of  U.S.  laws  (such  as  the 
1992  Iran-Iraq  Arms  Nonproliferation  Act)  banning  licensable  ex- 
ports to  Iran,  we  have  worked  successfully  to  enlarge  the  consensus 
among  most  supplier  nations  on  the  kinds  of  sensitive  technology, 
equipment,  and  materials  that  should  be  withheld  from  Iran.  We 
are  working  through  existing  multilateral  fora,  such  as  the  Nuclear 
Suppliers  Group  and  the  Australia  Group,  to  tighten  exports  con- 
trols on  countries  of  proliferation  concern  such  as  Iran.  Iran  is  one 
of  the  states  of  concern  that  we  seek  be  subject  to  restraints  on 
conventional  arms  and  other  dangerous  items  in  the  CoCom  succes- 
sor regime.  We  also  regularly  alert  other  governments  to  specific 
procurement  attempts  involving  export  of  sensitive  goods  to  Iran 
when  they  come  to  our  attention. 

Q.3.a.  According  to  press  reports,  Rolf  Ekeus,  head  of  the  special 
commission  overseeing  Iraq's  disarmament,  recently  met  with  Dep- 
uty Prime  Minister  of  Iraq  Tariq  Aziz.  Aziz  claims  that  he  has 
made  efforts  to  persuade  this  government  to  continue  cooperating 
with  the  disarmament  plan.  Can  you  provide  details  of  the  meeting 
and  what  types  of  commitments  Aziz  made? 

A.3.a.  UNSCOM  Executive  Chairman  Ekeus  met  in  Baghdad  on 
February  1-5  with  senior  Iraqi  government  officials,  including  Dep- 
uty Prime  Minister  Tariq  Aziz.  The  meetings  were  at  the  request 
of  the  Iraqi  government,  which  wanted  to  review  outstanding  re- 
quirements for  Iraqi  information  on   weapons  programs  and  the 
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progress  of  UNSCOM  and  IAEA  implementation  of  their  ongoing 
monitoring  and  verification  plans. 

Ekeus  laid  out  the  remaining  gaps  and  inconsistencies  in  Iraq's 
declarations  on  its  chemical  weapons  production,  on  missile  inven- 
tories, and  other  issues.  Aziz  made  available  to  Ekeus  some  addi- 
tional information  on  these  and  other  issues  that  UNSCOM  is  now 
studying.  Aziz  also  expressed  the  Iraqi  government's  intent  to  com- 
ply with  the  requirements  of  the  U.N.  ongoing  monitoring  and  ver- 
ification plans;  he  made  very  clear  that  the  Iraqi  government  hoped 
that  this  would  hasten  a  positive  report  by  Ekeus  to  the  U.N.  Secu- 
rity Council  that  could  lead  to  removal  of  the  oil  sanctions. 

Q.3.b.  What  credibility  does  Aziz  have  to  issue  assurances  that 
Iraq  is  complying  with  the  disarmament  plan? 

A.3.b.  Aziz  was  reflecting  what  appears  to  be  his  government's 
strategy  to  increase  cooperation  with  the  U.N.  on  weapons  to  gain 
the  eventual  lifting  of  oil  sanctions.  We  don't  doubt  that  Aziz 
speaks  for  his  government  in  wanting  to  convince  UNSCOM  and 
the  IAEA  that  it  is  complying.  But  UNSCOM  and  IAEA  have 
learned  from  Iraq's  broken  promises  over  the  past  3  years  to  de- 
mand performance  and  not  just  promises.  UNSCOM  has  assured 
the  members  of  the  Security  Council  that  the  monitoring  and  ver- 
ification plans  need  to  be  carefully  set  up  to  ensure  they  are  effec- 
tive, comprehensive,  and  sustainable  and  given  a  lengthy  trial  run 
to  test  Iraq's  real  intentions  prior  to  any  Council  consideration  of 
Iraq's  compliance. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  MURRAY 

FROM  DR.  LYNN  E.  DAVIS 

The  Bureaucratic  Maze 

Q.l.  How  many  individual  items  (commodities  and  technologies) 
does  the  Department/agency  actually  have  export  control  authority 
for?  Over  how  many  of  these  does  the  Department/agency  share  ju- 
risdiction with  another  Departmentyagency? 

A.1.  The  State  Department  does  not  have  export  control  authority 
(i.e.,  licensing  authority)  over  dual-use  commodities  and  technology. 
Rather,  it  is  the  Commerce  Department  that  maintains  such  au- 
thority and  administers  the  Commerce  Control  List  (CCL),  which 
contains  428  classes  of  dual-use  products  pursuant  to  its  authority 
under  the  Export  Administration  Act  (EAA).  The  State  Department 
exercises  licensing  authority  over  munitions  items  and  services 
which  are  included  on  the  U.S.  Munitions  List  (USML)  pursuant 
to  its  authority  under  the  Arms  Export  Control  Act  (AECA). 

Approximately  three  dozen  entries  on  the  CCL  are  also  contained 
on  the  USML.  Since  1990,  the  departments  have  been  engaged  in 
a  rationalization  exercise  to  eliminate  the  overlapping  jurisdiction 
of  these  two  control  lists.  Examples  of  remaining  overlap  include 
developmental  aircraft  and  technical  data,  the  technical  data  for 
the  design  of  the  hot  section  of  jet  engines,  and  many  civilian  sat- 
ellites. The  Administration  recognizes  that  items  should  not  be  con- 
trolled on  both  lists.  The  Administration's  proposed  EAA  prohibits 
such  overlap  and  creates  an  interagency  process  to  resolve  conflict- 
ing claims  of  jurisdiction. 
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Q.2.  How  many  export  license  applications  does  the  Department^ 
agency  receive  each  year?  What  is  the  average  time  from  the  date 
a  license  application  is  first  submitted  to  the  date  a  decision  is 
given  to  the  exporter? 

A.2.  Under  the  Export  Administration  Act  (EAA),  the  State  Depart- 
ment plays  an  important  role  in  the  dual-use  licensing  process.  In 
Fiscal  Year  1993,  for  example,  approximately  2,800  cases  were  re- 
ferred to  the  Department  for  consideration.  On  all  such  cases,  how- 
ever, it  is  the  Commerce  Department  that  exercises  actual  licens- 
ing authority.  Therefore,  with  respect  to  the  timeline  for  licensing 
decisions,  we  must  defer  to  the  response  provided  by  the  Commerce 
Department. 

Under  the  Arms  Export  Control  Act  (AECA),  the  State  Depart- 
ment exercises  licensing  authority  for  munitions  items.  Each  year 
the  Department  receives  approximately  50,000  applications  to  ex- 
port U.S.  Munitions  List  articles  and  services.  Seventy-percent  of 
these  applications  are  adjudicated  within  10  working  days.  The  tar- 
get timeline  for  the  processing  of  more  complicated  cases  (e.g.,  ap- 
plications falling  under  the  purview  of  the  multilateral  CoCom 
process,  applications  involving  sensitive  technology  regulated  under 
the  Missile  Technology  Control  Regime,  and  cases  requiring  end- 
use  checks)  is  30  to  45  days. 

Q.3.  How  many  full-time  and  part-time  staff  in  the  Department/ 
agency  perform  work  related  to  export  controls? 
A.3.  Within  the  Department  of  State,  responsibilities  for  export 
controls  generally  reside  in  the  Bureau  of  Political  Military  Affairs 
(PM),  which  is  supervised  by  the  Under  Secretary  for  International 
Security  Affairs.  This  reflects  a  reorganization  of  this  function 
which  became  effective  last  year.  Within  PM,  the  Office  of  Export 
Control  Policy  (PM/EXP),  the  Office  of  Nuclear  Energy  Affairs  (PM/ 
NE),  and  the  Office  of  Chemical  and  Biological  Weapons  and  Mis- 
sile Technology  (PM/CBM)  all  handle  various  export  control  issues. 
These  offices  report  to  two  Deputy  Assistant  Secretaries  respon- 
sible for  export  controls  and  nonproliferation. 

PM/EXP,  in  addition  to  its  responsibilities  in  the  area  of  defense 
trade  policy,  staffs  the  negotiations  to  revise  the  multilateral  high- 
technology  export  controls  maintained  by  the  CoCom  organization 
and  to  replace  that  body  with  a  more  broadly  based  institution. 
EXP  also  seeks  to  encourage  other  governments  to  set  up  more  ef- 
fective dual-use  export  controls. 

PM/NE  exercises  review  of  export  licenses  for  nuclear  related 
dual-use  items  controlled  by  the  Nuclear  Suppliers  Group. 

PM/CBM  exercises  review  for  chemical  and  biological  items  that 
are  controlled  by  the  Australia  Group  and  missile  related  items 
and  technology  controlled  by  the  Missile  Technology  Control  Re- 
gime. 

The  Office  of  Economic  Sanctions  Policy  (EB/ESP)  in  the  Bureau 
of  Economic  and  Business  Affairs  is  charged  with  administering 
foreign  policy  controls.  EB/ESP  coordinates  implementation  of  U.S. 
comprehensive  sanctions  and  foreign  policy  export  controls.  It  also 
seeks  enhanced  consideration  of  competitiveness  aspects  of  other 
significant  export  control  decisions. 
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While  the  offices  mentioned  above  have  primary  responsibility 
for  export  controls,  many  other  offices  within  the  Department  of 
State  have  a  critical  interest  in  export  controls.  For  example,  sev- 
eral country  desks  within  the  Bureau  of  Near  Eastern  Affairs  fre- 
quently are  involved  in  export  control  issues.  The  Office  of  the 
Legal  Advisor  advises  all  concerned  bureaus  as  well. 

As  a  result  of  the  broad  concern  with  export  controls  in  the  De- 
partment of  State,  it  is  not  possible  to  supply  an  exact  figure  with 
respect  to  staff  devoted  to  these  issues. 

Q.4.  What  is  the  Department's/agency's  budget  for  export  control 
activities? 

A.4.  As  alluded  to  in  the  previous  question  (Q.3.),  it  is  impossible 
to  determine  the  total  amount  of  resources  dedicated  to  the  State 
Department's  dual-use  export  control  function.  The  Department's 
allocation  of  time,  people  and  money  varies,  depending  on  the  par- 
ticular issue.  Nonetheless,  the  approximate  combined  budget  of  the 
four  lead  export  control  offices  (the  Office  of  Export  Control  Policy, 
the  Office  of  Nuclear  Energy  Affairs,  the  Office  of  Chemical  and  Bi- 
ological Weapons  and  Missile  Technology,  and  the  Office  of  Eco- 
nomic Sanctions  Policy)  is  $3,460,000. 

Encryption 

Q.l.  Which  agency  oversees  export  controls  on  mass  market  com- 
mercial or  public  domain  software? 

A.1.  The  majority  of  mass  market  and  public  domain  software 
products  containing  encryption  contain  only  limited  encryption  ca- 
pability and  therefore  are  licensed  by  the  Department  of  Com- 
merce. Such  software  is  exportable  under  the  same  procedures  as 
are  other  mass  market  software  products,  (i.e.,  they  are  widely  ex- 
portable under  general  licensing  provisions,  sucn  as  GTDU  or 
GLX).  This  includes  products  containing  cryptography  for  purposes 
or  access  control,  authentication,  or  financial  applications.  The  De- 
partment of  State  has  licensing  jurisdiction  for  certain  encryption 
products  and  other  commercial  software  products  containing  gen- 
eral purpose  file  encryption  capability,  including  some  mass  market 
software,  as  enumerated  on  the  U.S.  Munitions  List  (USML).  These 
mass  market  software  products  undergo  an  expedited  one-time  re- 
view. Types  of  commercial  mass  market  products  which  have  been 
reviewed  under  this  procedure  and  retained  under  the  USML  in- 
clude operating  systems,  personal  computer  utility  software,  and 
communications  software  which  provides  file  encryption  capability. 
The  National  Security  Agency  also  plays  a  significant  role  in  the 
licensing  process. 

Attached  for  your  information  is  a  copy  of  USML  Category 
XIII(b),  which  details  the  controls  of  the  Department  of  State. 

Q.2  Is  it  true  that  exports  of  commercially  available  software,  like 
the  "Windows"  I  just  bought  for  my  office,  is  controlled  like  bombs, 
bullets,  and  military  aircraft? 

A.2.  Neither  "Windows"  nor  the  vast  majority  of  commercially 
available  software  products  are  controlled  by  the  Department  of 
State.  A  relatively  small  number  of  commercially  available  soft- 
ware products,  as  noted  in  the  answer  to  the  previous  question  (1), 
contain  encryption  identified  on  the  USML.  Such  products  would 
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be  controlled  using  the  same  procedures  as  other  products  defined 
on  the  USML.  However,  each  application  for  export  is  reviewed  on 
its  own  merits,  taking  into  account  the  article  being  exported,  the 
end  use,  and  the  end  user.  In  fact,  the  Department  of  State  ap- 
proves over  90  percent  of  the  export  license  applications  received 
for  products  with  encryption. 

Q.3.  Will  you  please  tell  me  which  international  list  currently  con- 
trols exports  of  this  product  or  technology — where  is  it  listed?  What 
type  of  controls  does  the  international  list  require  on  exports  of  this 
product  or  technology?  Which  countries  adhere  to  this  control  list? 
Do  they  have  controls  or  licensing  requirements  identical  to  those 
now  in  force  in  the  United  States  on  exports  of  this  product  or  tech- 
nology? 

A.3.  Both  the  International  Munitions  List  (Category  lid)  and  the 
International  Industrial  List  (Category  5,  Part  2)  of  the  Coordinat- 
ing Committee  on  Multilateral  Strategic  Export  Controls  (CoCom) 
specify  controls  on  exports  of  encryption  products  and  technology. 

The  member  countries  of  CoCom  are  Australia,  Belgium,  Can- 
ada, Denmark,  France,  Germany,  Greece,  Italy,  Japan,  Luxem- 
bourg, Netherlands,  Norway,  Portugal,  Spain,  Turkey,  the  United 
Kingdom,  and  the  United  States.  Officially  cooperating  countries 
include  Finland,  Sweden,  Switzerland,  as  well  as  others.  A  number 
of  other  countries,  while  not  officially  associated  with  CoCom,  have 
opted  to  control  encryption  product  exports  at  least  as  restrictively 
as  CoCom. 

These  lists  constitute  guidelines  for  CoCom  members  and  cooper- 
ating countries  to  follow  in  implementing  their  own  export  controls. 
Each  country  implements  the  controls  under  its  own  national  laws, 
so  the  legal  infrastructure  and  mechanisms  of  the  controls  differ 
from  country  to  country.  Many  countries  apply  additional,  more  re- 
strictive controls  on  encryption,  including  some  more  restrictive 
than  U.S.  controls.  France,  for  example,  imposes  not  only  export 
controls  but  also  import  controls  on  encryption  products. 

Other  Questions 

Q.l.  Current  U.S.  export  controls  for  a  range  of  items  place  Israel 
in  the  same  category  as  Iraq,  Iran,  and  Libya.  What  steps  is  the 
Administration  taking  to  ensure  that  we  distinguish  between  Is- 
rael, one  of  our  strongest  allies,  and  these  outlaw  regimes  in  a  new 
export  control  era? 

A.1.  U.S.  law,  U.N.  Security  Council  Resolutions  and  Administra- 
tion policy  effectively  prohibit  most,  if  not  all,  exports  of  U.S.  dual- 
use  goods  and  technologies  to  Iraq,  Iran,  and  Libya.  There  is  a 
complete  embargo  on  the  export  of  any  items  to  Iraq  with  the  ex- 
ception of  medicine,  food,  and  essential  civilian  items  permitted  by 
U.N.  resolution.  Under  the  provisions  of  the  Iran-Iraq  Non- 
proliferation  Act  of  1992,  the  United  States  denies  all  requests  to 
export  controlled  dual-use  goods  or  technology  to  Iran  (with  certain 
limited  statutory  exceptions).  The  United  States  also  enforces  an 
embargo  against  Libya,  which  prohibits  almost  all  shipments  of 
U.S.  dual-use  goods  and  technologies,  with  certain  exceptions  being 
permitted  for  shipments  of  medicine,  food,  and  non-strategic  com- 
modities. 
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By  contrast,  the  United  States  export  policy  toward  Israel  per- 
mits the  export  of  many  dual-use  goods  and  technologies  under 
general  license  authorization  (i.e.,  no  prior  written  Commerce  De- 
partment permission  is  required).  There  are,  of  course,  exports  for 
which  the  U.S.  requires  a  validated  export  license  for  shipment  to 
Israel  (and  many  other  destinations),  pursuant  to  its  multilateral 
commitments  in  the  Missile  Technology  Control  Regime  (MTCR), 
the  Australia  Group  (AG)  (chemical  and  biological  weapons),  and 
the  Nuclear  Supplier  Group  (NSG).  Additionally,  by  law,  the  Unit- 
ed States  cannot  engage  in  any  significant  nuclear  cooperation  with 
states  that  do  not  have  full-scope  IAEA  safeguards,  such  as  Israel. 
We  also  have  a  policy  of  not  exporting  dual-use  equipment  and 
technologies  that  could  further  unsafeguarded  nuclear  programs. 

1  would  note  that  the  entire  Middle  East  region  is  viewed  as  par- 
ticularly sensitive  from  a  nonproliferation  perspective,  and  has 
been  so  identified  in  U.S.  export  regulations.  License  applications 
for  the  region  are  scrutinized  closely  for  ballistic  missile,  nuclear, 
and  CBW  concerns,  as  the  United  States  does  not  want  to  support 
projects  that  will  work  against  our  global  nonproliferation  goals. 

Q.2.  U.S.  intelligence  sources  have  publicly  described  Iran  as  hav- 
ing active  chemical  and  biological  weapons  programs.  Many  experts 
are  concerned  that  Iran  will  have  a  nuclear  weapon  before  the  end 
of  the  decade.  How  is  the  Administration  addressing  this  problem 
and  how  can  we  ensure  tighter  restrictions  and  controls  on  those 
countries  that  continually  violate  U.S.  and  international  controls? 

A.2.  In  accordance  with  the  provisions  of  the  Iran-Iraq  Arms  Non- 
proliferation  Act  of  1992,  the  United  States  denies  all  requests  to 
export  munitions  list  and  controlled  dual-use  goods  or  technology 
to  Iran  (with  certain  limited  statutory  exceptions). 

More  generally  through  the  Export  Administration  Act  (EAA) 
and  its  implementing  regulations,  the  United  States  will  impose  ex- 
port controls  by  requiring  an  Individual  Validated  License  (IVL)  for 
all  items  which  could  contribute  to  the  proliferation  of  weapons  of 
mass  destruction  and  will  be  denied  if  they  could  make  a  material 
contribution  to  such  proliferation.  The  Administration  will  continue 
its  current  policy  of  denying  all  such  items  to  Iran  and  Syria  and 
embargoed  countries  like  North  Korea,  Libya,  and  Iraq.  In  addi- 
tion, we  participate  in  three  multilateral  regimes  (the  Nuclear  Sup- 
pliers Group,  Missile  Technology  Control  Regime,  and  Australia 
Group)  designed  to  foster  cooperation  in  halting  the  flow  of  these 
sensitive  commodities  and  technologies  to  countries  and  projects  of 
concern. 

We  will  continue  to  back  our  rigorous  licensing  policy  with  ag- 
gressive, preventive  enforcement  of  our  export  control  laws.  The 
U.S.  monitors  export  license  applications  for  potential  violations 
and  for  the  involvement  of  parties  who  might  transship  goods  to 
unauthorized  destinations.  We  screen  transactions  through  pre-li- 
cense  checks  and  post  shipment  verifications.  Finally,  we  deter  vio- 
lations through  the  invocation  of  the  criminal  and  Administrative 
sanctions  available  under  the  law.  Administrative  sanctions,  in- 
cluding the  denial  of  export  privileges,  are  particularly  useful 
against  violators  who  are  overseas  and  not  easily  subject  to  U.S. 
criminal  sanctions.  Additionally,  foreign  entities  or  governments 
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that  engage  in  proliferation  activity  involving  contributions  to 
MTCR  class  missile,  CBW,  and  certain  advanced  conventional 
weapon  programs  in  Iran  are  subject  to  sanctions  under  various 
U.S.  laws. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  RIEGLE 

FROM  FRANK  G.  WISNER 

Q.l.  One  area  that  we  need  to  look  closely  at  during  the  re-write 
of  the  Export  Administration  Act  is  how  we  can  streamline  the  ex- 
port license  process  to  ensure  that  U.S.  companies  do  not  lose  sales 
because  of  long  delays  in  license  review.  But,  we  do  not  want  to 
jeopardize  quality  of  review  for  speed.  That  fact  raises  questions  in 
my  mind  about  what  role  each  agency  should  have  in  the  dual-use 
license  process.  Specifically  what  types  of  export  applications  do 
you  feel  you  should  review  and  why?  Do  you  feel  you  need  concur- 
rence authority  on  all  license  applications:  If  so,  why? 

A.1.  The  Department  of  Defense  agrees  with  the  thrust  of  your 
question  and  has  been  making  its  own  efforts  to  help  streamline 
the  export  license  process.  For  example,  we  recently  informed  the 
Department  of  Commerce  that  our  department  will  no  longer  ask 
to  review  applications  to  export  to  former  Soviet  Bloc  countries  and 
China  computers  that  perform  at  less  than  one  thousand  million 
theoretical  operations  per  second  (1,000  "MTOPS").  In  1993  De- 
fense reviewed  only  about  5,000 — about  20  percent — of  the  dual-use 
export  license  applications  considered  by  the  United  States  Govern- 
ment, and  we  will  continue  to  evaluate  review  requirements  and 
reduce  our  referral  requirements  where  possible.  The  Administra- 
tion's current  decisionmaking  procedures  allow  agencies  of  a  minor- 
ity view  on  a  license  application  to  escalate  the  decision  to  a  higher 
level,  and  this  approach  would  continue  under  the  Administration's 
new  proposal. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  MURRAY 

FROM  FRANK  G.  WISNER 

The  Bureaucratic  Maze 

Q.l.  How  many  individual  items  (commodities  and  technologies) 
does  the  [Defense]  Department  actually  have  export  control  author- 
ity for?  Over  how  many  of  these  does  the  Department  share  juris- 
diction with  another  Department? 

A.1.  The  Defense  Department  does  not  exercise  licensing  authority 
per  se.  Most  dual-use  licensing  falls  to  the  Commerce  Department, 
and  the  Senator  may  want  to  check  with  that  department  as  to 
which  other  agencies  handle  the  remainder. 

Q.2.  How  many  export  license  applications  does  the  Department  re- 
ceive each  year?  What  is  the  average  time  from  the  date  a  license 
application  is  first  submitted  to  the  date  a  decision  is  given  to  the 
exporter? 

A.2.  In  1993  the  Defense  Department  reviewed  about  5,000 — 
roughly  20  percent — of  the  dual-use  export  license  applications  con- 
sidered by  the  United  States  Government.  Of  that  5,000,  we  pro- 
vide recommendations  to  Commerce  on  the  vast  majority  within  2- 
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3  weeks.  You  would  have  to  ask  the  licensing  agencies,  including 
Commerce,  as  to  the  average  time  for  decisionmaking. 

Q.3.  How  many  full-time  and  part-time  staff  in  the  Department 
perform  work  related  to  export  controls? 

A.3.  While  some  dual-use  export  control-related  work  is  performed 
by  a  wide  variety  of  individuals  in  the  Department — across  the 
wide  spectrum  of  military  services,  Defense  agencies,  and  labora- 
tories— the  number  of  people  for  whom  such  work  is  a  primary  re- 
sponsibility is  relatively  small. 

Q.4.  What  is  the  Department's  budget  for  export  control  activities? 
A.4.  By  and  large,  the  Department's  export  control  activities  are 
not  clearly  separable  from  a  variety  of  other  activities  in  the  budg- 
etary context. 

[Questions  5-8  are  for  Commerce] 

[Encryption — Questions  1-3— are  for  Commerce/State] 

Q.5.  You  stated  in  your  prepared  testimony  that: 

"The  liberalization  of  prices  and  economic  activity  initiated  by 
former  Deputy  Prime  Minister  Gaidar  eliminated  the  long 
queues  that  had  plagued  the  Russian  people  for  decades  .  .  . 
now  goods  are  widely  available  throughout  Russia." 
Some  observers  contend  that  the  queues  have  disappeared  be- 
cause few  can  afford  to  buy  what  is  available.  What  do  you  think 
of  that  observation? 

A.5.  The  presence  or  absence  of  queues  has  nothing  to  do  with 
whether  the  population  has  become  richer  or  poorer.  Queues  arise 
when  prices  are  not  free  to  balance  supply  and  demand.  When 
prices  are  allowed  to  adjust  queues  will  disappear — this  holds 
equally  for  poor  and  rich  countries. 

The  queues  in  the  former  Soviet  Union  were  a  result  of  too  few 
goods  being  sold  at  artificially  low  prices,  with  consumers  forced  to 
spend  hours  searching  for  goods  and  standing  in  queues  (an  excep- 
tion was  the  special  stores  where  only  the  Nomenklatura  and  those 
favored  by  the  state  could  shop).  This  was  a  form  of  rationing  that 
signaled  hidden  inflation  and  indicated  that  real  incomes  were  far 
lower  than  official  measures. 

The  replacement  of  queues  and  special  privileges  by  a  price- 
based  system  brings  real  gains  to  the  Russian  population  and  econ- 
omy: 

— Consumers  no  longer  have  to   spend  hours  hunting  for  shops 
where  goods  are  available  and  then  waiting  in  line.  In  this  sense 
"rationing  by  price"  is  less  wasteful  than  "rationing  by  queue." 
— Often  goods  were  simply  not  available  under  the  previous  sys- 
tem. Now  they  are,  though  they  may  be  expensive  relative  to  in- 
come. 
— Equating  supply  and  demand  on  the  basis  of  price  is  fundamen- 
tal to  a  democratic  market  economy.  It  allows  production  to  re- 
spond to  the  needs  and  wants  of  consumers  and  unlocks  new  po- 
tential for  efficiency  and  growth. 
— We  can  already  see  signs  of  a  better  alignment  between  what 
consumers  want  and  what  is  produced.  For  example,  although 
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overall  industrial  production  fell  by  16  percent  in  1993,  produc- 
tion of  televisions  and  refrigerators — goods  that  consumers  want- 
ed— actually  increased. 

It  is  also  not  true  that  consumers  are  becoming  steadily  worse 
off.  In  1993  real  wages  are  estimated  to  have  risen  Dy  about  10  per- 
cent, despite  a  drop  in  real  GDP. 

Q.6.  Current  U.S.  export  controls  for  a  range  of  items  place  Israel 
in  the  same  category  as  Iraq,  Iran,  and  Libya.  What  steps  is  the 
Administration  taking  to  ensure  that  we  distinguish  between  Is- 
rael, one  of  our  strongest  allies,  and  these  outlaw  regimes  in  a  new 
export  control  era? 
A.6.  The  distinction  is  strong  and  clear. 

Iraq  is  subject  to  a  full  foreign  policy  embargo  including  all  dual- 
use  controlled  items,  Libya  to  a  virtual  embargo,  and  Iran  to  a  de- 
nial policy.  Furthermore,  even  if  any  of  these  restrictions  were  to 
be  eased,  current  U.S.  policy  would  require  referral  of  license  appli- 
cations to  the  Defense  Department  for  review.  On  the  other  hand, 
no  similar  export  controls  are  applied  to  Israel.  Additionally,  very 
few  dual-use  items  requiring  licenses  for  export  to  Israel  are  re- 
ferred to  Defense  for  review. 

Q.7.  U.S.  intelligence  sources  have  publicly  described  Iran  as  hav- 
ing active  chemical  and  biological  weapons  programs.  Many  experts 
are  concerned  that  Iran  will  have  a  nuclear  weapon  before  the  end 
of  the  decade.  How  is  the  Administration  addressing  this  problem 
and  how  can  we  ensure  tighter  restrictions  and  controls  on  those 
countries  that  continually  violate  U.S.  and  international  controls? 

A.7.  The  Administration  has  developed  and  is  implementing  a  com- 
prehensive chemical  and  biological  weapons  nonproliferation  strat- 
egy, which  seeks  to  attack  this  complex  problem  from  both  its  de- 
mands and  supply  sides.  On  the  demand  side,  we  are  aggressively 
pursuing  universal  and  effective  global  bans  on  CBW  through  the 
Chemical  Weapons  Convention  (CWC)  and  the  Biological  and  Toxin 
Weapons  Convention  (BWC).  By  establishing  global  norms  against 
CBW  research,  development,  production,  stockpiling,  or  use,  we  can 
remove  one  incentive  states  may  have  for  seeking  CBW  capabili- 
ties— the  fear  that  an  adversary  may  have  a  CBW  capability.  To 
increase  the  confidence  states  have  in  these  bans,  we  also  have 
pursued  efforts  to  enhance  confidence  in  compliance  with  them;  in 
the  case  of  the  CWC,  through  an  intrusive  verification  regime,  and 
with  regard  to  the  BWC,  through  the  calling  of  a  Special  Con- 
ference of  BWC  States  Parties  to  consider  the  report  of  the  Ad  Hoc 
Group  of  Governmental  Experts  on  potential  means  for  enhancing 
transparency  to  deter  violations  of  the  BWC. 

Also  on  the  demand  side,  we  recognize  and  are  actively  address- 
ing the  regional  conflicts  and  tensions  that  may  lead  some  states 
to  seek  to  acquire  weapons  of  mass  destruction  and  their  means  of 
delivery.  The  Administration  is  attempting  to  foster  regional  con- 
fidence building  measures  and  arms  control  initiatives  in  areas  of 
high  tension  or  potential  conflict,  such  as  South  Asia,  Northeast 
Asia,  and  the  Middle  East.  By  pursuing  efforts  to  lower  regional 
tensions  in  these  areas,  we  hope  to  first  reduce  the  risk  that  weap- 
ons of  mass  destruction  will  be  used,  and  second,  remove  any  in- 
centive for  acquiring  them. 
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In  conjunction  with  our  efforts  to  remove  incentives  for  acquiring 
CBW,  we  are  also  seeking  to  choke  off  the  supply  of  CBW-relevant 
materials  and  technology  to  proliferators.  To  do  this,  we  pursue  a 
number  of  policies,  including:  controlling  exports  of  CBW-relevant 
items  through  controls  on  Australia  Group  listed  materials  and  a 
"catch-all"  regulation  to  act  as  a  safety  net  for  exports  of  non-listed 
items  to  a  CBW  program;  harmonization  of  our  export  controls 
with  other  suppliers  through  the  Australia  Group;  enforcement  of 
sanctions  under  the  1991  Chemical  and  Biological  Weapons  Control 
and  Warfare  Elimination  Act;  diplomatic  efforts  to  interdict  foreign 
supplies  of  CBW  materials  to  proliferators;  and,  efforts  to  encour- 
age all  CBW  suppliers  to  adopt  effective,  AG-comparable  export 
controls.  It  should  also  be  noted  that  the  CWC  and  BWC  prohibit 
States  Parties  from  aiding  or  assisting  anyone  to  acquire  CW  or 
BW  in  contravention  of  those  treaties. 

We  have  a  similar  strategy  in  the  nuclear  area.  The  unilateral 
U.S.  listing  of  dual-use  items  that  can  be  used  either  for  weapons 
or  peaceful  purposes,  has  been  adopted  almost  in  its  entirety  by  the 
28  supplier  countries  of  the  Nuclear  Supplier  Group.  This  Group 
requires  safeguards  of  exports  before  they  are  approved  for  any 
end-user. 

As  noted  above,  we  have  a  number  of  tools  at  our  disposal  for 
combating  CBW  and  nuclear  proliferation  from  both  the  demands 
and  supply  sides.  None  of  these  tools  by  itself  is  sufficient  to  stop 
proliferation;  only  a  policy  which  seeks  to  integrate  all  of  these 
mechanisms  is  likely  to  have  such  success  at  halting  CBW  pro- 
liferation. Export  controls  therefore  should  be  considered  an  impor- 
tant tool  on  the  supply  side  for  slowing  the  development  of  a 
proliferators  weapons  program.  However,  given  the  relatively  unso- 
phisticated technology  involved  in  CW  production  and  the  ubiq- 
uitous nature  of  most  BW  agents,  export  controls  alone  cannot  in- 
definitely prevent  CBW  proliferation.  They  can,  however,  slow  the 
development  and  production  of  CBW  by  proliferators  and  buy  us 
time  to  bring  other  tools  to  bear  on  the  problem. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  RIEGLE 

FROM  NORMAN  A.  WULF 

Q.l.a.  One  area  that  we  need  to  look  closely  at  during  the  re-write 
of  the  Export  Administration  Act  is  how  we  can  streamline  the  ex- 
port license  process  to  ensure  that  U.S.  companies  do  not  lose  sales 
because  of  long  delays  in  license  reviews.  But,  we  do  not  want  to 
jeopardize  quality  of  review  for  speed.  That  fact  raises  questions  in 
my  mind  about  what  role  each  agency  should  have  in  the  dual-use 
license  process.  Specifically  what  types  of  export  applications  do 
you  feel  you  should  review  and  why? 

A.l.a.  ACDA  should  review  Commerce  licenses  subject  to  non- 
proliferation,  regional  stability,  and  terrorism  controls.  This  would 
be  consistent  with  ACDA's  responsibilities,  and  its  specific  statu- 
tory authority  under  the  Arms  Export  Control  Act  to  review  pro- 
posed U.S.  arms  transfers  for  these  concerns. 

Q.l.b.  Do  you  feel  you  need  concurrence  authority  on  all  licenses 
applications?  If  so,  why? 
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A.l.b.  ACDA  participates  in  the  interagency  committees  that  re- 
view licenses  for  nonproliferation  and  other  concerns.  Along  with 
other  agencies,  ACDA  has  a  vote  on  the  disposition  of  cases,  and 
can  escalate  the  decision  on  a  case  to  higher  levels  up  to  and  in- 
cluding the  President. 

Q.2.a.  The  proliferation  problems  we  face  today  are  of  grave  con- 
cern to  me.  I  have  been  very  involved  in  the  investigation  of  the 
use  of  chemical  and  biological  agents  on  our  men  and  women  who 
served  this  country  in  the  Persian  Gulf  War.  It  angers  and  con- 
cerns me  that  countries  like  Iraq  not  only  are  stockpiling  items 
useful  in  chemical  and  biological  warfare,  but  actually  using  them. 
In  what  ways  can  we  prevent  the  proliferation  of  these  weapons? 
A.2.a.  The  Administration  has  developed  and  is  implementing  a 
comprehensive  chemical  and  biological  (CBW)  weapons  non- 
proliferation  strategy,  which  attacks  this  complex  problem  from 
both  its  demand  and  supply  sides.  On  the  demand  side,  we  are  ag- 
gressively pursuing  universal  and  effective  global  bans  on  CBW 
through  the  Chemical  Weapons  Convention  (CWC)  and  the  Biologi- 
cal and  Toxin  Weapons  Convention  (BWC).  By  establishing  global 
norms  against  CBW  research,  development,  production,  stockpiling, 
or  use,  we  can  remove  one  incentive  states  may  have  for  seeking 
CBW  capabilities — the  fear  that  an  adversary  may  have  a  CBW  ca- 
pability. To  increase  the  confidence  states  have  in  these  bans,  we 
also  have  pursued  efforts  to  enhance  confidence  in  compliance  with 
them;  in  the  case  of  the  CWC,  through  an  intrusive  verification  re- 
gime, and  with  regard  to  the  BWC,  through  our  decision  to  promote 
new  BWC  transparency  measures  and  to  support  a  Special  Con- 
ference of  BWC  States  Parties  in  September  to  consider  the  report 
of  the  Ad  Hoc  Group  of  Governmental  Experts  on  potential  verifica- 
tion measures  for  strengthening  the  BWC. 

Also  on  the  demand  side,  we  recognize  and  are  actively  address- 
ing the  regional  conflicts  and  tensions  that  may  lead  some  states 
to  seek  to  acquire  weapons  of  mass  destruction  and  their  means  of 
delivery.  The  Administration  is  fostering  regional  confidence  build- 
ing measures  and  arms  control  initiatives  in  areas  of  high  tension 
or  potential  conflict,  such  as  South  Asia,  Northeast  Asia,  and  the 
Middle  East.  By  pursuing  efforts  to  lower  regional  tensions  in  these 
areas,  we  hope  to  first  reduce  the  risk  that  weapons  of  mass  de- 
struction will  be  used,  and  second  remove  any  incentive  for  acquir- 
ing them. 

In  conjunction  with  our  efforts  to  remove  incentives  for  acquiring 
CBW,  we  are  also  seeking  to  choke  off  the  supply  of  CBW-relevant 
materials  and  technology  to  proliferators.  To  do  this  we  pursue  a 
number  of  policies,  including:  controlling  exports  of  CBW-relevant 
items  through  controls  on  Australia  Group  (AG)  listed  materials 
and  a  "catch-all"  regulation  to  act  as  a  safety  net  for  exports  of 
non-listed  items  to  a  CBW  program;  harmonization  of  our  export 
controls  with  other  suppliers  through  the  Australia  Group;  enforce- 
ment of  sanctions  under  the  1991  Chemical  and  Biological  Weapons 
Control  and  Warfare  Elimination  Act;  diplomatic  efforts  to  interdict 
foreign  supplies  of  CBW  materials  to  proliferators;  and,  efforts  to 
encourage  all  potential  suppliers  of  CBW-relevant  materials  to 
adopt  effective,  AG-comparable  export  controls.  It  should  also  be 
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noted  that  the  CWC  and  BWC  prohibit  States  Parties  from  aiding 
or  assisting  anyone  to  acquire  CW  or  BW  in  contravention  of  those 
treaties.  To  prevent  the  proliferation  of  CBW  we  need  to  disrupt, 
deny,  or  defeat  such  weapons  during  development,  storage,  or  when 
actually  deployed.  DoD  is  developing  a  strategy  for  such  a  capabil- 
ity. 

Q.2.b.  What  are  the  most  useful  tools  we  have  to  do  this,  and 
where  do  export  controls  fall  on  the  scale  of  importance? 
A.2.b.  As  noted  above,  we  have  a  number  of  tools  at  our  disposal 
for  combating  CBW  proliferation  from  both  the  demand  and  supply 
sides.  None  of  these  tools  by  itself  is  sufficient  to  stop  proliferation; 
only  a  policy  which  seeks  to  integrate  all  of  these  mechanisms  is 
likely  to  have  much  success  at  stemming  CBW  proliferation.  Export 
controls  therefore  remain  a  very  important  tool  on  the  supply  side 
for  slowing  the  development  of  a  proliferator's  CBW  program.  How- 
ever, given  the  relatively  unsophisticated  technology  involved  in 
CW  production  and  the  ubiquitous  nature  of  most  BW  agents,  ex- 
port controls  alone  cannot  indefinitely  prevent  CBW  proliferation. 
Then  can,  however,  slow  the  development  and  production  of  CBW 
by  proliferators  and  buy  us  time  to  bring  other  tools  to  bear  on  the 
problem. 

RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  MURRAY 

FROM  NORMAN  A.  WULF 

Q.l.  How  many  individual  items  (commodities  and  technologies) 
does  the  Department/agency  actually  have  export  control  authority 
for?  Over  how  many  of  these  does  the  Department/agency  share  ju- 
risdiction with  another  Department/agency? 

A.1.  ACDA  reviews  specific  dual-use  license  applications  made  to 
the  Department  of  Commerce  which  are  controlled  for  nuclear,  mis- 
sile, or  CBW  nonproliferation  purposes.  ACDA  assesses  the  arms 
control  and  nonproliferation  implications  of  these  proposed  exports, 
and  makes  recommendations  to  approve  or  deny  them.  However, 
since  ACDA  is  not  a  licensing  agency,  it  does  not  have  export  con- 
trol (i.e.,  licensing)  authority  over  any  commodities  or  technology. 

Q.2.  How  many  export  license  applications  does  the  Department/ 
agency  receive  each  year?  What  is  the  average  time  from  the  date 
a  license  application  is  first  submitted  to  the  date  a  decision  is 
given  to  the  exporter? 

A.2.  As  noted  in  the  response  to  Ql,  ACDA  is  not  a  licensing  agen- 
cy and,  therefore,  does  not  receive  directly  any  license  applications. 
However,  ACDA  reviews  dual-use  licenses  subject  to  nonprolifera- 
tion controls.  Out  of  a  total  of  over  26,000  license  requests  received 
by  Commerce  in  FY  1993,  less  than  2,000  involved  nonproliferation 
control,  and  were  reviewed  by  ACDA. 

Inquiries  related  to  the  average  time  it  takes  to  process  an  ex- 
port license  application  should  be  referred  to  the  Commerce  De- 
partment. 

Q.3.  How  many  full-time  and  part-time  staff  in  the  Department/ 
agency  perform  work  related  to  export  controls? 

A.3.  Within  ACDA,  export  controls  are  the  responsibility  of  the 
Weapons  and  Technology  Control  (WTC)  Division  and  the  Inter- 
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national  Nuclear  Affairs  (INA)  Division  ur  tne  in  onpro  liberation  and 
Regional  Arms  Control  (NP)  Bureau.  Both  divisions  are  involved  in 
a  broad  spectrum  of  responsibilities  that  include  export  control  is- 
sues. WTC  contributes  to  the  development  and  implementation  in 
the  areas  of  conventional  arms  and  technology  transfers  (including 
the  review  of  export  license  applications),  missiles  and  chemical/bi- 
ological weapons,  proliferation,  commercial  space  activities,  dual- 
use  export  controls,  CoCom-related  issues,  and  regional  arms  con- 
trol initiatives.  INA  provides  advice,  assessments,  and  policy  rec- 
ommendations on  the  international  relations  aspects  of  nuclear 
nonproliferation,  IAEA  policy  issues,  cooperation  among  nuclear 
suppliers  (especially  multilateral  export  controls),  U.S.  agreements 
for  civil  nuclear  cooperation,  and  devising  approaches  to  deal  with 
nuclear  weapon  proliferations  risks.  Everyone  in  these  divisions  (a 
total  of  17  people),  as  well  as  the  NP  bureau  front  office,  spend 
part  of  their  time  on  dual-use  export  control-related  work  while  ne- 
gotiating and  implementing  arms  control  and  nonproliferation  is- 
sues. 

Q.4.  What  is  the  Department's/agency's  budget  for  export  control 
activities? 

A.4.  As  mentioned  in  the  response  to  question  three,  ACDA  has  a 
broad  spectrum  of  responsibilities  that  include  nonproliferation  and 
export  control  issues.  It  is  not  practicable  to  isolate  staff  work  and 
budget  allocations  related  solely  to  export  control  efforts.  ACDA's 
budget  for  the  two  divisions  (Weapons  and  Technology  Control  Di- 
vision and  International  Nuclear  Affairs  Division),  whose  respon- 
sibilities include  but  are  not  limited  to  dual-use  export  control  is- 
sues, is  $2,255,000. 
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